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1.1 INTRODUCTION

'FTER FOUR DECADES FROM THE ADVENHEOFERMERNEERNETXORE
VAST CATEGORY OF APPLICATIONS AND PROTOCOLS BUILT ON TC
NETWORKS SERVING BILLIONS OF USERS AROUND THE WORLD IN
AN EMERGING ERA WHERE UBIQUITOUS COMMUNICATION AND COWM
ANYMORE 3UBSEQUENTLY THE FOCUS HAS SHIFTED TOWARD A ¢
CONVERGE THE PHYSICAL REALM WITH HUMAN MADE VIRTUAL EN\
4HINGS )04 UTOPIA

Il CLOSER LOOK AT THIS PHENOMENON REVEALS TWO IMPORTAN
REQUIRE MORE CLARIICATION !LTHOUGH IT SEEMS THAT EVERY
WILL FALL INTO THE h4HINGSv CATEGORY THIS NOTATION IS USHI
INCLUDING SMART DEVICES SENSORS HUMAN BEINGS AND ANY
ABLE TO COMMUNICATE WITH OTHER ENTITIES MAKING IT ACCES
OBJECTS ARE REQUIRED TO BE ACCESSIBLE WITHOUT ANY TIME C

5BIQUITOUS CONNECTIVITY IS A CRUCIAL REQUIREMENT OF )O¢
PORT A DIVERSE SET OF DEVICES AND COMMUNICATION PROTOC
REPORTING A DESIRED FACTOR TO POWERFUL BACK END SERVEI
EDGE EXTRACTION 4HIS ALSO REQUIRES INTEGRATION OF MOBIL
HUBS AND HUMANS IN THE LOOP AS CONTROLLERS

JNITIALLY 2ADIO &REQUENCY )DENTIICATION 2&)$ USED TO B
DEVELOPMENT BUT WITH FURTHER TECHNOLOGICAL ACHIEVEME
"LUETOOTH ENABLED DEVICES AUGMENTED THE MAINSTREAM AD(
AND )O4 APPLICATIONS HAVE BEEN EXTEMNGWHEMLERS URS E YAED PIREIM
GIVEN TO UNIQUE CHARACTERISTICS AND REQUIREMENTS OF )O4
INTEGRATION AND REAL TIME QUERY PROCESSING 40 UNDERSC
)O4 CHALLENGES AND PROMISING APPROACHES BY CONSIDERING
ECOSYSTEM ABGSHXNWADINTION |IT DISCUSSES EMERGING SOLUTI
MOBILE COMPUTING FACILITIES &URTHERMORE THE APPLICABIL
LIKE 3OFTWARE $EINED .ETWORKING 3%. AND CONTAINERS FOR
)O4 ARE INVESTIGATED






1.2 INTERNET OF THINGS DEFINITION EVOLUTION
1.2.1 IoT EMERGENCE

+EVIN ISHTON IS ACCREDITED FOR USING THE TERM h)NTERNET C
TION IN ON SUPPLY GHAIR BEANBVGES/IENE hTHINGSvV ASPECT O
AND LIVE WITHIN THE PHYSICAL WORLD THAT SURROUNDS US NEI
COMPUTING )NTERNET AND DATA GENERATION RATE BY-SMART I
TOR AT -)4 S !UTO )$ #ENTER WHERE HE CONTRIBUTED TO THE E
DOMAINS WHICH BUILT THE FOUNDATION FOR THE CURRENT )04

1.2.2 INTERNET OF EVERYTHING

B3INCE THEN MANY DEINITIONS FOR )O4 HAVE BEEMN KRR BFOEONIIFHE
MOSTLY ON CONNECTIVITY AND SENSORY REQUIREMENTS FOR E
7THEREAS THOSE DEINITIONS REmMECT )O4 S BASIC REQUIREMENT ¢
NEED FOR UBIQUITOUS AND AUTONOMOUS NETWORKS OF OBJECT
HAVE AN IMPORTANT AND INEVITABLE ROLE &OR EXAMPLE )NTE
REFER TO PEOPLE THINGS AND PLACES THAT=CAN EXPOSE THEI

1.2.3 INDUSTRIAL loT

ILSO REFERRED TO AS 3NND®BARIALDNDBRNEO4 IS ANOTHER FOR
FAVORED BY BIG HIGH TECH COMPANIES 4HE FACT THAT MACHI!
ACQUISITION AND COMMUNICATION MORE ACCURATELY THAN HUM
MACHINE - - COMMUNICATION "IG $ATA ANALYSIS AND-MACHINE
ING BLOCKS WHEN IT COMES TO THE DEINITION OF ))O4 4HESE D
PROBLEMS FASTER THUS RESULTING IN OVERALL MONEY AND TI
COMPANY ))O4 CAN BE USED TO EFICIENTLY TRACK AND MANAGE
AND ASSURANCE AND LOWER THE TOTAL ENERGY CONSUMPTION

1.2.4 SMARTNESS IN loT

INOTHER CHARACTERISTIC OF )O4 WHICH IS HIGHLIGHT-ED IN RE
GUISHES )O4 FROM SIMILAR CONCEPTS SUCH AS SENSOR NETW(
hOBJECT SMARTNESSv AND hNETWORK SMARTNESS v! SMART NET
ACTERIZED BY THE FOLLOWING FUNCTIONALITIES

s STANDARDIZATION AND OPENNESS OF THE COMMUNICATION S1
THE PHYSICAL WORLD IE TAGS AND SENSORS TO THE COMML
JNTERNET

s OBJECT ADDRESSABILITY DIRECT )O ADDRESS AND MULTIFUN
BUILT FOR ONE APPLICATION EG ROAD TRAFIC MONITORING V
ENVIRONMENTAL POLLUTION MONITORING OR TRAFIC SAFETY



1.2.5 MARKET SHARE

)N ADDITION DEINITIONS DREWGPERTAALANIARKEMAFTPOBWITH A F.
HAVING A MARKET VALUE OF=ICCOGRDING T®O A COMPREHENSIVE MAF
DUCTED BY 2N2-ARKHTHASENWRAHHDES CURRENT MARXES SITHE AND ARNU
- - MARKET WILL BE WORTH APRRORMATELYOTINGBARIOM THE SAME
VALUE OF THE )O4 MARKET ISEAPERTEED TO MIMMTH )NTERMKET OF .AN
PLAYING A KEY ROLE IN THE AWITALRE MARAKERRANKD MVHAJLED NN G BILLI

"ESIDES ALL THESE FANTASTIC AND OPTIMISTIC OPPORTUNITIES
KET VARIOUS INNOVATIONS AND PROGRESS IN DIFFERENT AREAS
INFORMATION SHARING BETWEEN LEADING COMPANIES IN )O4 SU(
#1SCO )NTEL !2- &UJITSU %COBEE )NC IN ADDITION TO SMALLE
ADOPTION AND MARKET GROWTH

)04 GROWTH RATE WITH AN EEMMATEDNNUM B ERI ® B AEIZHHEED | N
INCREASE OF INVESTMENT INLJOCPMA NBG OEBVYRIDIBPED FHAIND D AYTH HE GRAI
GY OF GOVERNMENTS BY RECORWINGNTO) REEPIVIIPRGSELANED UPDATE
MENTUM &OR EXAMPLE THE )OBERURGFERN WBSW ARRODHNAACIION E
HAS CONDUCTED AND SUPPORTEND SHEENRAL PRO REGEARBGI WBTY CO!'
REQUIREMENTS FROM END USERSMMIE APREICEROIIENCS NSN\MED )NTEF
CHITECTURETTIRP4 WWWAOMSAAEUDEVELOPING A REFFERIECI K PAERC B FT E
APPLICATIONS IN )O4 AND ISIDEHECUSNED M MORERINBMEANT HAS ALS!
A MILLION PROJECT ON INNODMAGIOAILS AINARBEE N RFREECHN- IN THE
53!; =HAS PLANS TO SPEND BILLARKS QND OLEARS UWOSNT ROALRARSHEL | C A
HAS ALSO ANNOUNCED ITS IRTEWNATONNTEY BRVEHET IRSTIONMEMART TR
VELOPING THE E GOVERNMENN LIS ARICETORBMERNDS NSDNGTHERVSENSO
DATA AND EXTRACT INFCGRMATION FROM THEM

(13]



1.2.6 HUMAN IN THE LOOP

)O4 IS ALSO IDENTIIED AS AN ENABLER FOR MACHINE TO MACHI
ENVIRONMENT INTERACTIONS 7ITH THE INCREASE IN THE NUMBE
PROTOCOLS SUCH AS )OV THE TREND OF )O4 IS EXPECTED TO St
NETWORKS OF )NTERNET CAPABLE OBJECTS EQUIPPED WITH THI
HUMAN IN THEOEO)( @R OFFERS NUMEROUS ADVANTAGES TO A WIDE
EMERGENCY MANAGEMENT HEALTHCARE ETC 4HEREFORE ANO-
ORATIVE SYSTEM THAT IS CAPABLE OF EFFECTIVELY RESPONDIN:
DISCOVERY OF CROWDS AND ALSO SUCCESSFUL COMMUNICATIONM
DIFFERENT DOMAINS

1.2.7 IMPROVING THE QUALITY OF LIFE

)O4 IS ALSO RECOGNIZED BY THE IMPACT =OWHQUKLCAN REMOEU T/
THE WAY OUR MEDICAL SYSTEMS AND BUSINESSES OPERATE BY
BETWEEN OBJECTS BY PROVIDING A MORE INTEGRATED COMMUN
SOR DATA SUCH AS LOCATION HEARTBEAT ETC CAN BE MEASUF
AUTOMATION AND CONTROL PROCESS WHEREBY ADMINISTRATOF
CONSOLES AND SAVING IN THE OVERALL COST OF IMPLEMENT
VIDING DETAILED MEASUREMENTS AND THE ABILITY TO CHECK TH
ICCORDING TO 'OOGLE 4RENDS THE WORD h)O4v IS USED MOR
FOLLOWED BY h7EB OF 4HINGSv AND h)NTERNET OF %VERYTI
1UOTING THE SAME REFERENCE 3INGAPORE AND )NDIA ARE THE
)O4 4HIS IS ALIGNED WITH THE FACT THAT )NDIA IS ESTIMATED ~
VICES BY =

1.3 loT ARCHITECTURES

4HE BUILDING BLOCKS OF )O4 ARE SENSORY DEVICES REMOTE S
AND CONTEXT AWARE PROCESSING OF EVENTS THESE HAVE BEE
TRIES TO PICTURE IS A UNIIED NETWORK OF SMART OBJECTS ANI
IF NEEDED WHO ARE CAPABLE OF UNIVERSALLY AND UBIQUITOL

7THEN TALKING ABOUT A DISTRIBUTED ENVIRONMENT INTERCON
MENT AND )O4 IS A GOOD EXAMPLE ! HOLISTIC SYSTEM ARCHIT
OPERATION OF ITS COMPONENTS RELIABILITY IS CONSIDERED A¢
THE PHYSICAL AND VIRTUAL REALMS TOGETHER 40 ACHIEVE TH
ING FAILURE RECOVERY AND SCALABILITY !DDITIONALLY SINCE
BECOME AN INTEGRAL PART OF )O4 SYSTEMS WITH THE WIDESPRI
TECTURES NEED TO HAVE A CERTAIN LEVEL OF ADAPTABILITY TO
WHOLE ECOSYSTEM

2EFERENCE ARCHITECTURES AND MODELS GIVE A BIRD S EYE V
THEIR ADVANTAGE OVER OTHER ARCHITECTURES RELIES ON PRC
WHICH CONSEQUENTLY HIDES SPECIIC CONSTRAINTS AND IMPLEN



; = 4HE )04+

FOCUSES ON THE DEVELOPMENT AND VALIDATION OF AN INTEGRAT
BUILDING BLOCKS WITH THE OBJECTIVE TO BE hTHE %UROPEAN I
JNTERNET OF 4HINGS !RCHITECTURE v )O4 1 PROJECT RELATED T
FOCUSES ON THE PROMOTION OF )O4 SOLUTIONS CATCHING REQU
STRATEGIC OBJECTIVES SUCH AS CREATING A JOINT STRATEGIC
ENCOMPASSES THE CURRENTLY FRAGMENTED SECTORS OF THE )O
CREATION OF AN ECONOMICALLY SUSTAINABLE AND SOGIALLY ACC
NOLOGIES AND RESPECTIVE 2 $ ACTIVITIES

&G DEPICTS AN OUTLINE OF OUR EXTENDED VERS$ORF DREANREFE
SERVICE AND PRESENTATION LAYERS ARE SHOWN IN THIS ARCHITE
AND ANALYTICS RESOURCE MANAGEMENT AND SERVICE -DISCOVER
PRISE 3ERVICE "US %3" SERVICES BUILT ON TOP OF COMMUNICAT
WHICH IS ESSENTIAL FOR DEINING AND SHARING SYSTEM SERVICE
SMARTPHONE APPLICATIONS FOR MANAGING AND ACCESSING THES
$UE TO THE IMPORTANCE OF DEVICE MANAGEMENT SECURITY AND
THE ABILITY TO UNIQUELY IDENTIFY OBJECTS AND CONTROL THEIR
INDEPENDENTLY IN THIS ARCHITECTURE 4HESE COMPONENTS AND
IN MORE DETAIL THROUGHOUT THIS CHAPTER

1.3.1 SOA-BASED ARCHITECTURE

)N )O4 SERVICE ORIENTED ARCHITECTURE 3/! MIGHT BE IMPERA
; =3/! ENSURES THE INTEROPERABILITY AMONGOTBEARERE RIHGE
LET US CONSIDER A GENERIC 3/! CONSISTING OF FOUR LAYERS WI

s 3ENSING LAYER IS INTEGRATED WITH AVAILABLE HARDWARE OB.
s .ETWORK LAYER IS THE INFRASTRUCTURE TO SUPPORT OVER WI



7 =4HIS CAN ENSURE THA
CASE OF A COMPONENT FAILIWCROBMPOR RNERST CAN BH IRY SOEBMRATE
IMMENSE VALUE FOR EFFECTIXEIONESAGBNHOFELAN URE APRERE REL
SIGNIICANT PARAMETER
3/! HAS BEEN INTENSIVELY USED IN 73. DUE TO ITS APPROPRI/
PERTAINING TO ITS MODRBLRBINESTENSE BENEITS TO )O4- 3/! HAS
MENT THE LEVEL OF INTEROPERABILITY AND SCALABILITY AMONC
PERSPECTIVE ALL SERVICES ARE ABSTRACTED INTO COMMON S|
DEAL WITH DIFFERENT LAYBDRSTAQGORBRARRD TOEBIABILITY TO BUILD
SERVICES BY COMPOSING DIFFERENT FUNCTIONS OF THE SYSTEI
COMPOSITION SUITS THE HETEROGENEOUS NATURE OF )O4 WHEF
SERVICE CALLS ON ALL DIFFERENT ENTITHIES SPREAD ACROSS MU

1.3.2 API-ORIENTED ARCHITECTURE

#ONVENTIONAL APPROACHES FOR DEVELOPING SERVICE-ORIENTE
VOCATION 2-) AS A MEANS FOR DESCRIBING DISCOVERING AND
AND COMPLEXITY IMPOSED BY THESE TECHNIQUES 7EB !0)S AND
BASED METHODS WERE INTRODUCED AS PROMISING ALTERNATIVE
NETWORK BANDWIDTH TO COMPUTATIONAL AND STORAGE CAPA(
DATA CONVERSIONS HAPPENING REGULARLY DURING SERVICE C
*3/. CAN REDUCE THE AFOREMENTIONED OVERHEAD ESPECIALLY
AMOUNT OF RESOURCES BY REPLACING LARGE 8-, ILES USED TC
COMMUNICATION CHANNEL AND PROCESSING THE POWER OF DEVI

,IKEWISE BUILDING !0)S FOR )O4 APPLICATIONS HELPS THE S
WHILE FOCUSING ON THE FUNCTIONALITY OF THEIR PRODUCTS R4
TO ENABLE MULTITENANCY BY THE SECURITY FEATURES OF MODE
ARE CAPABLE OF BOOSTING AN ORGANIZATION S SERVICE EXPOZS
MORE EFICIENT SERVICE MONITORING AND PRICING TO®LS THAN

40 THIS END IN OUR PREVIOUS RESEARWHIWIE BAYERIRBE S MEVD
SORS HUMANS AND THEIR AVAILABLE SERVICES USING-WEB !0)
THERMORE A TWO PHASE DISCOVERY APPROACH WAS PROPOSED
DESIRABLE SERVICES AND MATCH CERTAIN FEATURES LIKE BEIN
ET AL=PROPOSED A SERVICE BROKER LAYER NAMED &/+53 THAT
SHARED ACCESS TO THE /PEN-4# CORE .OVEL APPROACHES FOR
AND MULTIAGENT ENVIRONMENTS LIKE )O4 CAN REDUCE THE SOP|
TION DEVELOPMENT CYCLE AND DIMINISH SERVICE CALL OVERHE.

BHIFTING FROM SERVICE DELIVERY PLATFORMS 3%$0S TOWARD
DOING SO ARE DISCUSSED BEVRINZRERSI ENDABUSINESS MANAGER



1.4 RESOURCE MANAGEMENT

OICTURING )O4 AS A BIG GRAPH WITH NUMEROUS NODES-WITH DIFF
VISIONING THE RESOURCES GREATLY IMPACTS 1UALITY OF 3ERVI(
MANAGEMENT IS VERY IMPORTANT IN DISTRIBUTED SYSTEMS AND
7THAT MAKES RESOURCE MANAGEMENT MORE CHALLENGING FOR )O¢
NATURE OF RESOURCES IN )O4 #ONSIDERING LARGE SCALE DEPLO®
OBVIOUS THAT AN EFICIENT RESOURCE MANAGEMENT MODULE NEE
SCALABILITY ENERGY EFICIENCY 103 AND 3,!

2ESOURCE MANAGEMENT INVOLVES DISCOVERING AND IDENTIFY
THEM TO MAXIMIZE A UTILITY FUNCTION"WHICH CAN BE IN TERMS
INALLY SCHEDULING THE TASKS GNGVBEPABIS FHESTAXO NENM Y LOA(
MANAGEMENT ACTIVITIES IN )O4

1.4.1 RESOURCE PARTITIONING

4HE IRST STEP FOR SATISFYING RESOURCE PROVISIONING REQUII
RESOURCES AND GAIN A HIGHER UTILIZATION RATE 4HIS IDEA IS \
TION TECHNIQUES AND COMMODITY INFRASTRUCTURES HOWEVER
ACHIEVING THE AFOREMENTIONED GOAL 3INCE THE HYPERVISOR
BETWEEN HOST AND GUEST 6-S REQUIRES A CONSIDERABLE AMOU
THIS CONIGURATION IS NOT SUITABLE FOR )O4 WHERE DEVICES OF
POWER 40 ADDRESS THESE CditaihdiEMNAE & MEHRE ED MGERA NBW FORM
IZATION TECHNOLOGY THAT CAN MATCH THE DEMAWNDI B DWWWES \
DOCKERANM2OGLCIKEPIS GITHUB CORECGREEDWCRKDST FAMOUS CONT

#ONTAINERS ARE ABLE TO PROVIDE PORTABLE AND PLATFORM I
APPLICATIONS AND ALL THEIR DEPENDENCIES CONIGURATIONS A
REDUCES THE BURDEN OF HANDLING DIFFERENT PLATFO-RM SPECII
ING APPLICATIONS HENCE PROVIDING A CONVENIENT LEVEL OF Tt¢
DEVELOPERS )N ADDITION CONTAINERS ARE LIGHTWEIGHT VIRTU
PROVIDERS TO EFICIENTLY UTILIZE THEIR HARDWARE RESOURCES
PENSIVE HARDWARE AND VIRTUALIZATION SOFTWARE PACKAGES
CONSIDERABLY LESS SPIN UP TIME THEY ARE IDEAL FOR DISTRIBI
WITHIN A SHORT AMOUNT OF TIME

IN EXTENSIVE SURVExYFBECUSGHEST AN VIRTUALIZATION TECHNIQUES
SYSTEMS AND THEIR EFICIENCY FOR SATISFYING REAL TIME APPLI
8EN BASED +6- BASED AND MICROKERNEL BASED SOLUTIONS THA
12- AUTHORS ARGUE THAT OPERATING SYSTEM VIRTUALIZATION TE
IZATION CAN BRING ADVANTAGES IN TERMS OF PERFORMANCE ANI



FIGURE 1.4 Taxonomy of Resource Management in [oT

7 =,INUX #ONTAINERS ,8# AND /PENG6: ARE E

/3 VIRTUALIZATION IN AN EMBEDDED SYSTEMS DOMAIN
4HE CONCEPT OF VIRTUALIZED OPERATING SYSTEMS FOR CON
TO SMARTPHONES BY PROVIDING THE MEANS TO RUN MULTIPLE !
CAL SMARTPHOMNMERESPECT TO HETEROGENEITY OF DEVICES IN )t
CAN LEVERAGE VIRTUALIZATION TO BOOST THEIR UTILIZATION R,
VIDUAL TASKS WITHIN DIFFERENT CONTAINERS AND VIRTUALIZED
RESOURCE MANAGEMENT ALGORITHMS ;THAT VIEW THESE LAYERS

1.4.2 COMPUTATION OFFLOADING

#ODE OFMOADING COMPUTEASIANOOHERASONUGTION FOR ADDRES!
AVAILABLE RESOURCES IN MOBILE AND SMART DEVICES 4HE ADV



;7 n =HENCE HERE WE MENTION SOME OF
THAT FOCUS ON EFICIENT CODE SEGMENTATION AND CLOUD COMPL
-AJORITY OF CODE OFmMOADING TECHNIQUES REQUIRE THE DEVE
REQUIRED TO EXECUTE © NOMECERER DIBNGCETATIC CODE ANALYZEF
PARSERS IS AN ALTERNATIVE APPROACH THAT RESULTS IN BETTEF
INCREASED EANBNEWD OF USING PHYSICAANDSA/ABMEGEEYV ERAGKE | R
VIRTUAL MACHINES OFFERED BY )AA3 CLOUD PROVIDERS AS OFmC
ELASTICITY 4HE PROPOSED COMBINATION OF 6-S AND MOBILE CLO
SHARING SYNCHRONIZING AND EXECUTING CODES IN DIFFERENT |

1.4.3 IDENTIFICATION AND RESOURCE/SERVICE DISCOVERY

)04 HAS EMERGED AS A GREATI ONWEGRTGANTTONSO A NDDIBSEBH LARLY
COMMUNITIES BUT CURRENT G\RREATMEN DFR)ESH ERIO PROGNER-EANORS L A CK
CIENT AND STANDARD WAY OFTSER VAGD OIEIRVIENR EGRAN BEIDNS IN A S(

4HE DISCOVERY MODULE IN )O4 IS TWOFOLD 4HE IRST OBJECTIV
VICE WHICH CAN BE ACHIEVED BY STORING AND INDEXING METADA
STEP IS TO DISCOVER THE TARGET SERVICE THAT NEEDS TO BE IN

,ACK OF AN EFFECTIVE DISCOVERY ALGORITHM CAN RESULT IN E
RUNTIME FAILURES 'S BIEEISERD AL@EBRITHMS THAT DYNAMICALI
OR mMOODING STRATEGIES CAN HELP MINIMIZE THE CONSUMED EN
MOBILITY AND LATENCY SHOULD BE FACTORED IN TO OFFER A SUIT
NATURE )N ANOTHER APPROACH WITHINVRHIEABOE REOMPWRCES CIXI
BANDWIDTH AND COMPUTATIONAL AND STORAGE CAPACITY METRIC
FRAMEWORK THAT FACILITATES RESOURCE SHARING $IFFERENT P/
AND AVAILABILITY OF SERVICES NEED TO BE INCLUDED IN PROPO¢
SHARING WITHIN A HETEROGENEOUS POOL OF RESOURCES

4HE 3EMANTIC 7EB OF 4HINGS 3704 ENVISIONS ADVANCED RES:
COVERY FOR )O4 BY EXTENDING 3EMANTIC 7EB NOTATION AND BLE
ACHIEVE THIS RESOURCES AND THEIR METADATA ARE DEINED AND
LANGUAGES SUCH AS 2%$& AND /7, 'DDITIONALLY SEARCH AND MA
DONE THROUGH QUERY LANGUAGEBHAVYEEABD@PTERUHA BB.A8' 7 # ON
TO COLLECT AND ANNOTATE DATA FROM 3EMANTIC 3ENSOR .ETWOEFE
PROTOCOL DIBCUSSENDNO2% ,INK &ORMAT THAT IS USED FOR RI
PROPOSED SOLUTION RANKS RESOURCES BASED ON PARTIAL OR FlI

1.5 loT DATA MANAGEMENT AND ANALYTICS

ILTHOUGH )O4 IS GETTING MOMENTUM TO ENABLE TECHNOLOGY F!
RONMENT SPECIAL CONSIDERATIONS ARE REQUIRED TO PROCESS
CIRCULATING IN SUCH A DISTRIBUTED AND HETEROGENEOUS EN\



;7 =IS AN EXEMPLARY FRAMEWORK PROPC
TO HANDLE "IG $ATA PROCESSING BY FOCUSING ON MULTIAPPLIC
TECHNIQUES )T HAS THREE MAIN LAYERS THAT ENABLE THE FR¢
EXTENSION POINTS SCALE OUT CAPABILITIES LOW LATENCY QUE
AND SYSTEM FAULTS &ROM A TOP DOWN VIEW THE IRST LAYER
DATASET AND BATCH VIEWS WHERE PRECOMPUTED QUERIES ARE
ADDS DYNAMIC QUERY CREATION AND EXECUTION TO THE BATCH
THE h3PEED ,AYERv CAPTURES AND PROCESSES RECENT DATA FC
#OLLECTING AND ANALYZING THE DATA CIRCULATING IN THE )O
RESIDES40 THIS END APPLICATIONS UTILIZE PATTERN DETECTIO
KNOWLEDGE AND MAKE SMARTER DECISIONS /NE OF THE KEY LIN
MINING ALGORITHMS LIES IN THE INHERENT CENTRALIZED NATUR
THEIR PERFORMANCE AND MAKES THEM UNSUITABLE FOR )O4 ENV
LY DISTRIBUTED AND HETEROGENEOUS $ISTRIBUTED ANOMALY D
MULTIPLE STREAMS OF DATA TO DETECT OUTLIERS GHAWREREEHEN W
SIVE SURVEY OF DATA MINING RESEARCH IN )XAN B A S BIHHEHNE § MNED
ABOUT VARIOUS CLASSIICATIONS CLUSTERING KNOWLEDGE DISC
TECHNIQUES .EVERTHELESS NEW APPROACHES LIKEHRAIOLI®ANID
BE EFICIENTLY IMPLEMENTED ON CONSTRAINED DEVICES ARE NO
CONIGURATIONS OF THEIR HOST DEVICES

1.5.1 1oT AND THE CLOUD

#LOUD COMPUTING DUE TO ITS ON DEMAND PROCESSING AND S
DATA GENERATED BY )O4 OBJECTS IN BATCH OR STREAM FORMAT
PROVIDERS HAS REDUCED THE PRICE OF COMPUTING DATA STOI
PROCESS FOR BUILDING )O4 APPLICATIONS 7ITH CLOUD S ELAST
30%S CAN IMPLEMENT IMPORTANT FEATURES SUCH AS FAULT TGO

)O4 APPLICATION DEVELOPMENT IN CLOUDS HAS BEEN ENVESTIC
PROPOSED A FRAMEWORK THAT SUPPORTS SENSOR DATA AGGRE
WORK IS 3/! BASED AND EVENT DRIVEN AND DEINES BENEITS FR
FOR EVENT PROCESSING AND REAPEBRIMNGS EXN VA LOAARITY O,R NETA 8 LA 3
SOLUTION FOR DEPLOYMENT OF )O4 APPLICATIONS 4HE SOLUTIC
A VIRTUALLY ISOLATED SERVICE THAT CAN BE CUSTOMIZED TO TI
CLOUD RESOURCES WITH OTHER TENANTS

.ASTIC ET-PAROPOSED 0AT2)#)! A FRAMEWORK THAT PROVIDES |,
OPMENT OF )O4 APPLICATIONS IN THE CLOUD O0AT2)#)! PROPOSE
THE CONCEPT OF INTENT BASEDDPROGRB3ANMMMHE IMROREIKMANRCE OF
DEVICES IN )O4 AND PROPOSED A SERVICE LAYER TO DEMONSTR.



)O4 APPLICATIONS CAN HARNHESE QVAUIDABER\SITEBALNDAWDEC O M |
TO MEET THEIR SCALABILITY GBS ICIGMPEMENNS ENGSVMEOFFRODHE CUF
PROACHES FOR INTEGRATINGNCA OB R BEITHERO A RGRHEI BRGEWDRE WHEI
CONSISTS OF )O4 DEVICES HWFMREIDAUPHRYERDISOMBEAYERIBOSTS DIF
AND HIGH LEVEL PROTOCOLSACHWEY DESUSNNSNDHISTARBRRMAE CLOL
AN )O4 MIDDLEWARE LIMITS UAHEH IZRACONCABEITY WD GCOMPUTING IN
MINIMIZING END TO END DELAY IN DNEIGEAAAMD B EXKRAAMPING WHER
IS AN IMPORTANT FACTOR HOR NI ERD SAEXIFAWTKIFOEY HAMILNERD AR E UWYA F
SELECTS THE NEAREST #ONTE&NTCAN BREBIUIM ANTIEYTWBDRKCE THE OV

1.5.2 REAL-TIME ANALYTICS IN loT AND FOG COMPUTING

#URRENT DATA ANALYTICS APPROACHES MAINLY FOCUS ON DEALIT
GENERATED FROM MILLIONS OF SENSORS AND G-EOROP®S SHEDREQ@LU|
TIONS THAT ONLY UTILIZE CLOUD COMPUTING AS A PROCESSING Of
ADDRESS THE LATENCY CONSTRAINTS OF REAL TIME APPLICATION
INCREASE IN COMPUTATIONAL POWER OF EDGE DEVICES SUCH AS
THE EMERGENCE OF THE %DGE #OMPUTING PARADIGM

4HE %DGE LAYER CONTAINS THE DEVICES THAT ARE IN CLOSER
SERVERS AND CAN INCLUDE SMARTPHONES SMART 46S NETWORK
CAPABILITY OF THESE DEVICES CAN BE UTILIZED TO EXTEND THE A
ING ANOTHER CLOUD KNOWN AS %DGE #LOUD NEAR APPLICATION
ING DELAYS SAVE PROCESSING OR STORAGE COST PERFORM DAT
LEAVING THE LLOGAL NETWORK

3IMILARLY &0G #OMPUTING IS A TERMAGCODI MPPLBE SSAODVANCRE BN
CLOUD COMPUTING THAT AIMS TO KEEP THE SAME FEATURES OF #L
ALIZATION AND STORAGE BUT ALSO MEETS THE REQUIREMENTS Ol
103 REQUIREMENTS 3ERVICE ,EVEL !GREEMENT 3,! CONSIDERATI
-OREOVER THESE EXTENSIONS CAN EASE APPLICATION DEVELOPM
APPLICATIONS SUCH AS 73. AND LARGE SCALE SYSTEMS USED FOF
SUCH AS SURVEILLANCE CAMERAPNRTSVOONRKRE #LOUD AND &0OG FEAT
4ABLEANSDOG SHOWS A GENERAL ARCHITECTURE FOR USING CLOUD

STONEBRAKER@®NRED OUT THAT THE FOLLOWING REQUIREMENTS
REAL TIME STREAM PROCESSING ENGINE 30%

$ATA mUIDITY WHICH REFERS TO PROCESSING DATA ON THE mY
(ANDLING OUT OF ORDER MISSING AND DELAYED STREAMS
(AVING A REPEATABLE AND DETERMINISTIC OUTCOME AFTER PR
+EEPING STREAMING AND STORED DATA INTEGRATED BY USING
ISSURING HIGH AVAILABILITY USING REAL TIME FAILOVER AND
BUPPORTING AUTOSCALING AND APPLICATION PARTITIONING

n n nunuonon



2ESPONSE TIME ,OW (IGH

IVAILABILITY ,OW (IGH

BECURITY LEVEL -EDIUM TO HARD %ASY TO MEDIL
3ERVICE FOCUS %DGE DEVICES .ETWORK ENTEF
#OST FOR EACH DEVICE ,OW (IGH

$OMINANT ARCHITECTURE $ISTRIBUTED #=ENTRAL DI

-AIN CONTENT GENERATOR"CONSUMER SMART DEVICES"HUMANS AND DEVI

1.6 COMMUNICATION PROTOCOLS

&ROM THE NETWORK AND COMMUNICATION PERSPECTIVE )04 CA
NETWORKS INCLUDING MOBILE NETWORKS ' ' #$-1I ETC 7,00
WORKS -!;%4

BEAMLESS CONNECTIVITY IS A KEY REQUIREMENT FOR )O4 .ETV
CONNECTION DURABILITY WILL IMPACT THE OVERALL )O4 EXPERIE
NETWORKS LIKE ' AND THE HIGHER AVAILABILITY OF LOCAL AND



1.6.1 NETWORK LAYER

"ASED ON THE DEVICE S SPECORAGTCEONBAMEERRYIEDBS5 TSHIE COMMUNI
PROTOCOLS VARY (OWEVER T HAET ICOONV MMFROONTLY CIOS SDACIO MSVMTANIIBCAR D S

s 2&)$ EG )3/ SERIES THAT COMES WITH IVE CLASSES AND T
ACTIVE AND PASSIVE 2&)%$ TAGS
S )%%% 7,0 )% %% 'IG"EE .EAR &IELD #OMMUNICAT
"LUETOOTH

s ,0W POWER 7IRELESS OERSONAL 'REA .ETWORKS ,070!. STANEL
- - PROTOCOLS SUCH AS -144 AND #0!0
s )0 LAYER TECHNOLOGIES SUCH AsS )OV )0V ETC

-ORE ELABORATION ON THE AFOREMENTIONED NETWORK LAYER
2EF = AND A BREAKDOWN OF LAYERS IN THE )O4 COMMUNICATION
IS SHO®INK IN

n

1.6.2 TRANSPORT AND APPLICATION LAYER

SEGMENTATION AND POOR COHERENCY LEVEL WHICH ARE RESUL"
MAXIMIZE THEIR MARKET SHARE AND REVENUE HAS MADE DEVELC
VERSAL APPLICATIONS THAT REQUIRE ONE TIME CODING AND CAN
EFICIENT

OROTOCOLS IN )O4 CAN BE CLASSIIED INTO THREE CATEGORIES

1. GENERAL PURPOSE PROTOCOLS LIKE )O AND 3.-0 THAT HAVE BEE
USED TO MANAGE MONITOR CONIGURE NETWORK DEVICES AND



4ABLESUMMARIZES THE CHARACTERISTICS OF MAJOR COMMUN
COMPARES THEIR DEPLOYMENT TOPOLOGY AND ENVIRONMENTS

--COMMUNICATION AIMS TO ENABLE SEAMLESS INTEGRATION C
AND GEOGRAPHICALLY DISTRIBUTED ENTERPRISES BY ELIMINATI
TO ACHIEVE THIS THE ENFORCEMENT OF HARMONY AND COLLABC
PHYSICAL TRANSPORT PRESENTATION APPLICATION AS WELL
STORAGE AND PASSING €AN BE CHALLENGING

4HE PUBLISH SUBSCRIBE MODEL IS A COMMON WAY OF EXCHA
MENTS AND BECAUSE OF SIMPLICITY IT HAS BEEN ADOPTED B
LIKE -144 )N DYNAMIC SCENARIOS WHERE NODES JOIN OR LEAVI
REQUIRED TO KEEP THE CONNECTIONS ALIVE THE PUBLISH SUBS
PUSH BASED NOTIICATIONS AND MAINTAINING QUEUES FOR DELA"

Table 1.2 loT Communication Protocols Comparison




1.7 INTERNET OF THINGS APPLICATIONS

)04 PROMISES AN INTERCONNBE NH DI AELTENONRARO FOBN ECUEREAHIS INF
THE NECESSARY BACKBONE FOBNWANHAIN REREIR ENSGEARAEES CONNI
ABILITY BETWEEN THEIR COMMP®NENATI OANHBE RMANIGIEI® W)DE AND ENC
TIONS FROM HOME AUTOMATIUNRDON WENRTES SOSBPEHSABCAVRRERITIES

JNDUSTRY FOCUSED APPLICATIONS INCEWSUEP RDG CGHACN MANATGHEA
7 = mEET MANAGEMENT AVIATION INDUSTRY AND ENTERPRISE Al
SMART CITIES AND BUILDINGS SOCIAL )O4 AND SMART SHOPPING .
IMPROVE THE DAILY LIFE OF INDIVIDUALS AS WELL AS THE WHOLE
MONITORING SMART WATERING AND OPTIMIZING ENERGY CONSUM
ING ARE EXAMPLES OF APPLICATIONS THAT FOCUS ON ENVIRONME!

JN A BROADER MAGNITUD ECLASGOIRNANDDIFINERENT )O4-APPLICATI
LOWING CATEGORIES SMART ENVIRONMENT SMART CITIES SMART
CIES RETAIL LOGISTICS INDUSTRIAL CONTROL SMART AGRICULT
AUTOMATION AND E(EALTH &OR ;FURANMERSBEVWEREN CAENDtIQL AT SAIE
ABOUT )O4 APPLICATIONS BASED ON APPLICATION DOMAIN AND TAI

JN THIS SECTION WE PRESENT CATEGORIZATION OF ENTERPRISE
A4HESE APPLICATIONS USUALLY FALL INTO THE FOLLOWING THREE
BUSINESS PROCESS AND DATA ANALYSIS AND INFORMATION GA
REST OF THIS SECTION IS DEDICATED TO CHARACTERISTICS AND R

1.7.1 MONITORING AND ACTUATING

-ONITORING DEVICES VIA 10)S CAN BE HELPFUL IN MULTIPLE DOM/
EQUIPMENT PERFORMANCE AND SENSOR STATUS AND THEY CAN P
MANDS 2EAL TIME APPLICATIONS CAN UTILIZE THESE FEATURES T
AGERS AND DEVELOPERS HAVE THE OPTION TO FREELY CALL THESE
THE DEVICES 3MART METERING AND IN A MORE DISTRIBUTED FOR
DUCTION OR PERFORMANCE DEFECTS VIA APPLICATION GF ANOMAL
CREASE THE PRODUCTIVITY ,IKEWISE INCORPORATING )O4 INTO B
;, =HELPS TO MOVE TOWARD GREEN SOLUTIONS SAVE ENERGY AN

INOTHER AREA THAT HAS BEEN UNDER FOCUS BY RESEARCHERS
MAINLY TARGET ENERGY SAVING AND MONITORING (OME MONITOR
DEVELOPED BY=ENRODZ@ONS SUPPORT DIFFERENT COMMUNICATION F
ETC TO CREATE AN INTERCONNECTED NETWORK OF OBJECTS TH.
CONIGURATIONS BASED ON THE USER S SETTINGS



1.7.2 BUSINESS PROCESS AND DATA ANALYSIS

2IGGINS; EFCATEGORIZED THE LEVEL OF Y)O4 ADOPTION TTHROUGH
LOWING CATEGORIES

s Societylevel WHERE )O4 MAINLY INmMUENCES AND IMPROVES GOVER?
AND INCREASING GOVERNMENT TRANSPARENCY AND ACCOUNTA

S Industry level IN WHICH MANUFACTURING EMERGENCY SERVICES RE
STUDIED AS EXAMPLES

s Organizational level IN WHICH )O4 CAN BRING THE SAME TYPE OF BENE
SOCIETY LEVEL

s Individual level WHERE DAILY LIFE IMPROVEMENTS INDIVIDUAL EFICI
MARKED AS )O4 BENEITS

4HE ABILITY TO CAPTURE AND STORE VAST AMOUNTS OF INDIVI
CARE APPLICATIONS OATIENTS DATA CAN BE CAPTURED MORE F
SMART WATCHES AND CAN BE PUBLISHED OVER THE )NT-ERNET ,
RITHMS ARE USED TO EXTRACT KNOWLEDGE AND PATTERNS FROM
REFERENCE (EALTHSENSE E.EIGHBOR DEVELOPED BY (UMANA IS
THAT USES SENSORS DEPLOYED IN HOUSES TO MEASURE FREQU
CUPANTS 4HE COLLECTED DATA IS THEN ANALYZED TO FORECACS
INCIDENTBRIVACY AND SECURITY CHALLENGES ARE TWO MAIN BAI
FROM EMBRACING )O4 IN THE HEALTHCARE DOMAIN

1.7.3 INFORMATION GATHERING AND COLLABORATIVE CONSUMPTION

B3OCIAL )NTERNET OF 4HINGS 3)0O4 1S WHERE )O4 MEETS SOCIAL
ISES TO LINK OBJECTS AROUND US WITH OUR SOCIAL MEDIA ANIL
THEM LOOK SMARTER AND MORE INTRACTABLE 3)0O4 CONCEPT N
BOOK AND 4WITTER HAS THE POTENTIAL TO AFFECT MANY PEOPL
HELPFUL FOR THE EVALUATION OF TRUST OF CROWDS INVOLVED |
HUMANS AND THEIR RELATIONSHIPS COMMUNITIES AND INTERA!
AND OBJECTS

4ABLECONTAINS A LIST OF PAST AND PRESENT OPEN SOURCE |
ITS APPLICATIONS

1.8 SECURITY

IS ADOPTION OF )O4 CONTINUMASLTOIGCROWSERTBALKE BE MMNIDNG THE
TO END DEVICES 4HERE ARRIKREVERNLTERNMSOORS FIDRSEMAGEASCCES
AND SENSORS ARE FAR LESE IPROINECPHYSIEBAN SEREERIORS DEV|
AN ADVANTAGE TO PENETRATH BV NIHVMIBERSGFABBEV EC B& CEGRARCAN B/
MORE THAN THE NUMBER OF SERVMERRBE-ORESOVE R OSTHRRUBIER S S
OF VALUABLE INFORMATION ANDNCGAS GANASOIROPUHECT COCHBSTEERROGE
UTED NATURE OF )O4 THE PMSCMING PIHUGESBHBSIMGRHEDOOR F



Table 1.3 List of loT-Related Projects

; AND

73.; =CONTEXT TO OVERCOME AFOREMENTIONED ISSUES BY CONS
71TH REGARD TO CONSTRAINED DEVICES SYMMETRIC CRYPTOGRAP
RESOURCES HOWEVER PUBLIC KEY CRYPTOGRAPHY IN THE 2&)$ C

73. WITH 2&)% TAGS AND THEIR CORRESPONDING READERS WERE
ENVIRONMENTS AND EVEN NOW MANY )O4 APPLICATIONS IN LOGI
ING AND SMART CITIES RELY ON THESE TECHNOLOGIES .EVERTHE
ARE VULNERABLE TO VARIOUS ATTACKS FROM DIFARNRESTIGAYERS
THESE ATTACKS BUT LESS ATTENTION IS GIVEN TO SOLUTIONS AN



1.9 IDENTITY MANAGEMENT AND AUTHENTICATION

7THEN TALKING ABOUT BILLIONS OF CONNECTED DEVICES METHC
ACCESS LEVEL PLAY AN IMPORTANT ROLE IN THE WHOLE-ECOSYS
VIDERS ARE ESSENTIAL PARTS OF )O4 IDENTITY MANAGEMENT A|
CONNECT THESE ENTITIES AFFECT BOTH THE AMOUNT OF TIME RE
DEN;CE£)O4 S INHERENT FEATURES SUCH AS DYNAMISM AND HETE
WHEN DEINING SECURITY MECHANISMS &OR INSTANCE |IN 6EHIC
ENTER AND LEAVE THE NETWORK DUE TO THEIR MOVEMENT SPEE
EXCHANGE DATA WITH ACCESS POINTS AND SENSORS ALONG THE
EACH OTHER AND FORM A COLLABORATIVE NETWORK

$EVICES OR OBJECTS IN )O4 HAVE TO BE UNIQUELY IDENTIIED
UCODE WHICH GENERATE BIT CODES AND CAN BE USED IN ACT
ORODUCT #ODE %0# WHICH CREATES UNIQUE IDENTIIERS USINC
; ="EING ABLE TO GLOBALLY AND UNIQUELY IDENTIFY AND LO:
EXPANDING THE LOCAL ENVIRONMENT AND=LINKING IT WITH THE (

)T IS COMMON FOR )O4 SENSORS AND SMART DEVICES TO SHA
EVEN FALL INTO SAME TYPE OR GROUP HENCE IDENTITY¥Y MANAGT
AGEMENT SYSTEMS )N SUCH ENVIRONMENTS LOCAL IDENTITY M
ACCESS CONTROL POLICIES AND ESTABLISH TRUST, NHSOEHSATION
TIGATED SECURITY REQUIREMENTS FOR MULTIMEDIA APPLICATIC(
SUPPORTS TRAFIC ANALYSIS AND SCHEDULING KEY MANAGEMEN"
AWARE PAIRING OF DEVICES AND AUTOMATIC AUTHENTICATION |
ENVIRONMENTS LIKE )O4 3OLUTIONS THAT [MBLBMERHBAAEZERWOPL
YET MORE SECURE PROCEDURES FOR CREATING A UBIQUITOUS N
IMPACT )O4 AND ITS ADOPTION

1.10 PRIVACY

ICCORDING TO THE REPORT PUBLISHED=BTHE} S IZEDO% -#FHENDI &5CT A
CONTAINING ALL CREATED REPLICATED AND CONSUMED DIGITA

HENCE FORECASTING ITS SIZE TO BE EXABYTES BY coO
DITIONALLY SOURCED FROM STATISTICBRAIN COM THE AVERAGE
PER GIGABYTE IN TO PER GIGABYTE IN 4HESE

DATA AND THE FACT THAT IT IS EASY AND CHEAP TO KEEP THE U
LINES FOR HARVESTING AS MUCH DATA AS POSSIBLE AND USING

$ATA GENERATION RATE HAS DRASTICALLY INCREASED IN REC
SECURE DATA STORAGE AND ACCESS MECHANISMS HAS BE TAKEN
ING DIFFERENT PARAMETERS SUCH AS USERS LOCATION HEART
TOPIC TO ENSURE USERS HAVE CONTROL OVER THE DATA THEY St

JN DISTRIBUTED ENVIRONMENTS LIKE )O4 PRESERVING PRIVAC
TRALIZED APPROACH OR BY HAVING EACH ENTITY MANAGE ITS OV
AS PRIVACY B¥ BENSSNERING THE LATTER APPROACH SINCE EAC



Table 1.4 10T Standards

7 = 0RIVACY ENHANCING FBFERHNOCDE CEAANDIDATE!
PROTECTING COLLABORATIVE PROTOCOLS )N ADDITION TO PROT
SOLUTIONS THAT LEVERAGE CONTAINERS, ON TOP OF VIRTUAL MAC

1.11 STANDARDIZATION AND REGULATORY LIMITATIONS

STANDARDIZATION AND THE LIMITATION CAUSED BY REGULATORY P
TION RATE OF )O4 AND CAN BE POTENTIAL BARRIERS IN EMBRACIN
STANDARDS WILL EASE THE BURDEN OF JOINING )O4 ENVIRONMENT
INTEROPERABILITY AMONG DIFFERENT COMPONENTS SERVICE PR
INMUENCED IN A POSITIVE WAY IF PERVASIVE STANDARDS ARE INT

%VEN THOUGH MORE ORGANIZATIONS AND INDUSTRIES MAKE THE
)O4 INCREASE IN )O4 GROWTH RATE WILL CAUSE DIFICU-LTIES FOR
CESSING RADIO FREQUENCY LEVELS CREATING A SUFICIENT LEVE
AUTHENTICATION IDENTIICATION AUTHORIZATION AND-COMMUNIC
ING )O4 STANBABDEZAOMNDANINS A LIST OF ORGANIZATIONS THAT HA
IZING TECHNOLOGIES EITHER USED WITHIN )O4 CONTEXT OR THOSI

1.12 CONCLUSIONS

)04 HAS EMERGED AS A NEW PARADIGM AIMED AT PROVIDING SOLU
CONSUMPTION AND ANALYSIS OF SMART DEVICES 40 THIS END C¢
ARE INEVITABLE PARTS OF )O4 COMMUNICATION SYSTEMS 7HERE
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