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Abstract

DataGridshave beenadoptedasthenext-generatiorplatformby mary scienti c communi-
tiesthatneedto share accesstransportprocessandmanagedarge datacollectionsdistributed
worldwide. They combinehigh-endcomputingtechnologiesith high-performancaetwork-
ing andwide-areastoragemanagemertechniquesin this paper we discusshe key concepts
behindDataGrids andcomparethemwith otherdatasharinganddistribution paradigmssuch
ascontentdelivery networks, peerto-peemetworksanddistributeddatabasesiNe thenprovide
comprehensie taxonomieghat cover variousaspect®of architecturedatatransportationgdata
replicationandresourceallocationandscheduling Finally, we mapthe proposedaxonomyto
variousDataGrid systemshot only to validatethetaxonomybut alsoto identify areador future
exploration.

1 Intr oduction

Thenext-generatiorof scienti ¢ applicationdn domainsasdiverseashigh-enegy physics,molec-
ular modelingandearthsciencesnvolve the productionof large datasetérom simulationsor from

large-scaleexperiments.Analysisof thesedataset@ndtheir disseminatiormamongresearcherto-

catedover a wide geographicarearequireshigh capacityresourcesuchas supercomputerdjigh

bandwidthnetworks and massstoragesystems. Collectively, theselarge scaleapplicationshave

cometo beknown aspartof e-SciencdHey andTrefethenl2002), a disciplinethatervisagesusing
high-endcomputing storage networking andWebtechnologiesogethelito facilitatecollaboratie,

data-intensie scienti ¢ researdh. However, thisrequiresnewn paradigmsn Internetcomputingthat
addressgssuessuchasmulti-domainapplicationsco-operatiorandco-ordinationof resourceswn-

ersandblurring of systemboundaries.Grid computing(FosterandKesselman1999 is onesuch
paradigmthat proposesggrgating geographically-disibuted, heterogeneousomputing,storage
andnetwork resourceso provide uni ed, secureandpenasive accesso theircombineccapabilities.
SuchaggreationsarealsocalledGrids.

DataGrids(Chenenaketall,2000) Hoscheket all,2000) primarily dealwith providing services
andinfrastructurdor distributeddata-intensie applicationghatneedto accesstransferandmodify
massie datasetstoredin distributed storageresourcesFor usersto derive maximumbene ts out
of theinfrastructurethe following capabilitiesareneeded:(a) ability to searchthroughnumerous

alsoknown ase-Researchvith theinclusionof digital librariesandthe humanitiescommunity



availabledatasetdor the requireddatasetaindto discover suitabledataresourcegor accessinghe
data, (b) ability to transferlarge-sizeddatasetdetweenresourcesn asshorta time aspossible,
(c) ability for usersto managemultiple copiesof their data,(d) ability to selectsuitablecompu-
tationalresourcesand processdataon themand (e) ability to manageaccesgpermissiondor the
data. Contentdelivery networks, peerto-peer le-sharing networks and distributed databaseare
someof the otherparadigmswith similar requirementgor supportinga distributed data-intensie
infrastructure.In the next section,we provide a generaloverviev andsystematicharacterization
of DataGrids and a thoroughexaminationof their differencedrom the distributed data-intensie
mechanismsnentionedefore.

Therapidemepgenceof DataGridsin scienti c andcommerciakettingshasled to a variety of
systemoffering solutionsfor dealingwith distributed data-intensie applications.Unfortunately
this hasalsoled to dif culty in evaluatingthesesolutionsbecausef the confusionin pinpointing
their exacttamget areas. The taxonomyprovided in section3 breaksdown the overall researchn
Data Grids into specialisedareasand catejorizeseachof themin turn. The following section,
sectiord thensuneys somerepresentate projectsandpublicationsandclassi esthemaccording
to thetaxonomy

A few studieshave investigatedand suneyed Grid researchn the recentpast. IKrauteret al
(2002 presenta taxonomyof various Grid resourcemanagemensystemsthat focuseson the
generalresourcemanagemendrchitecturesaand schedulingpolicies. Speci cally for Data Grids,
BunnandNewman (2003 provide an extensie suney of projectsin High Enegy Physicswhile
Qin andJiang (2003 producea compilationthat concentratesnore on the constituenttechnolo-
gies. IMoareandMerzki (2002 identify functional requirementgfeaturesand capabilities)and
componentof a persistentarchval system. In contrastto thesepapers/Einkelsteinetall (2004
spelloutrequirementgor DataGridsfrom a softwareengineeringerspectie andelaborateon the
impactthatthesehave on architecturakthoices.A similar characterisatiomasbeenperformedby
Mattmannetall (200%. Thework in this papey however, concentratesn issuespertainingto all
data-intensie applicationernvironmentsncludingDataGrids. It providesamoredetailedandcom-
plete understandingf Data Grids andits underlyingtechnologieghroughmultiple perspecties
includingresourceallocation,datamanagemeranduserrequirements.

The main objectie of this papey therefore,s to delineatevery clearlythe uniqguenessf Data
Grids from othersimilar paradigmsand provide a basisfor cateyorising presentandfuture devel-
opmentsn this area.This paperalsoaimsto provide readersvith anunderstandingf theessential
conceptof this rapidly changingresearctareaandhelpsthemidentify importantand outstanding
issuedor furtherinvestigation.

2 Overview

2.1 Termsand De nitions

A dataintensve computingervironmentconsistsof applicationghat produce manipulateor anal-
ysedatain therangeof hundredf MegaBytegMB) to PetaBytegPB) andbeyond (Moareetall,
1998. The datais organisedas collectionsor datasetsand are typically storedon massstorage
systemgalsocalledrepositorie¥ suchastapelibrariesor disk arrays.The datasetareaccessebly
usersin differentlocationswho may createlocal copiesor replicasof the dataset$o reducelaten-
ciesinvolvedin wide-areadatatransfersandthereforejmprove applicationperformanceA replica
may be a completeor a partial copy of the original dataset A replicamanagementsystenor data
replicationmedtanismallows usersto createregisterandmanageeplicasandmayalsoupdatethe
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replicasif theoriginal dataseteremodi ed. Thesystemmayalsocreatereplicasonits own guided
by replicationstratagiesthattake into accountcurrentandfuture demandor the datasetslocality
of requestaindstoragecapacityof the repositories Metadata or “dataaboutdata”,is information
thatdescribeshedatasetandcouldconsisof attributessuchasname time of creation sizeondisk
andtime of lastmodi cation. Metadatanayalsocontainspeci c informationsuchasdetailsof the
procesdhatproducedhe data. A replicacatalag containsinformationaboutlocationsof datasets
and associatedeplicasandthe metadataassociatedvith thesedatasets.Usersquerythe catalog
using metadataattributesto conductoperationssuchaslocatingthe nearesteplicaof a particular
dataset.

In thecontext of Grid computingary hardwareor softwareentity suchassupercomputerstor
agesystemar applicationghataresharedbetweerusersof a Grid is calledaresouce However,
for the restof this paperand unlessotherwisestated,the term resourcemeanshardware suchas
computersor storagesystems.Resourcesre alsonodesin the network andhence we usethese
termsinterchangeably The network-enabledcapabilitiesof the resourceghat canbe invoked by
usersapplicationsor otherresourcesirecalledservices

2.2 Data Grids

A DataGrid providesserviceghathelpuserdliscover, transferandmanipulatdarge datasetstored
in distributedrepositoriesandalso,createandmanagecopiesof thesedatasetsAt theminimum,a
DataGrid providestwo basicfunctionalities:ahigh-performanceagliabledatatransfermechanism,
anda scalablereplicadiscorery andmanagemenmechanisn{Chenenaketall, [200(). Depending
on applicationrequirementsyariousother servicesneedto be provided. Examplesof suchser
vicesinclude consisteng managementor replicas,metadatamanagemenanddata ltering and
reductionmechanismAll operationsn a DataGrid are mediatedby a securitylayerthathandles
authenticatiorof entitiesandensuresonductof only authorizedperations.

Anotheraspecbf aDataGrid is to maintainsharectollectionsof datadistributedacrossadmin-
istratve domains.Thesecollectionsaremaintainedndependentf the underlyingstoragesystems
andare ableto include new siteswithout major effort. More importantly it is requiredthat the
dataandinformationassociatedvith datasuchas metadataaccessontrolsandversionchanges
bepreseredevenin thefaceof platformchangesTheserequirementdéeadto the establishmentf
persistentarchival storagg|Mooreetall, 200%.

Figurel shavs a high-level view of a worldwide Data Grid consistingof computationabnd
storageaesourcedn differentcountriesthatareconnectedy high speedhetworks. Thethick lines
shav high bandwidthnetworks linking the major centresandthe thinnerlines arelower capacity
networksthatconnecthelatterto their subsidiarycentres.The datageneratedrom aninstrument,
experimentor a network of sensorgs storedin its principal storagesite andis transferredo the
other storagesitesaroundthe world on requestthroughthe datareplicationmechanism. Users
qguerytheir local replicacatalogto locatedatasetshatthey require. If they have beengrantedthe
requisiterights and permissionsthe datais fetchedfrom the repositorylocal to their area,if it is
presenthere;otherwiseit is fetchedfrom a remoterepository The datamay be transmittecto a
computationasite suchasa clusteror asupercomputdiacility for processingAfter processingthe
resultsmaybesentto avisualisatiorfacility, a sharedepositoryor to thedesktopf theindividual
users.

A DataGrid, therefore providesa platform throughwhich userscanaccessaggrgatedcom-
putational storageandnetworking resourceso executetheir data-intensie applicationson remote
data.lt promotesarich ervironmentfor usergo analysedata,sharetheresultswith their collabora-
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Figurel: A High-Level view of a DataGrid.

torsandmaintainstateinformationaboutthe dataseamlesshacrossanstitutionalandgeographical
boundaries Often cited examplesfor DataGrids arethe onesbeingsetup for analysingthe huge
amountof datathatwill begeneratedby the CMS (CompactMuon Solenoid) ATLAS (A Toroidal
LHC AppratuS) ALICE (A Largelon Collider ExperimentiandLHCb (LHC beauty)experiments
atthe Large HadronCollider (LHC) (Lebrun 1999 at CERNwhenthey will begin productionin
2007. TheseData Grids will involve thousand®f physicistsspreadover hundredsof institutions
worldwideandwill bereplicatingandanalysingterabytesf datadaily.

Resources a Grid areheterogeneous termsof operatingervironmentscapabilityandavail-
ability and are underthe control of their own local administratie domains. Thesedomainsare
autonomousindretaintherightsto grantusersaccesso the resourcesindertheir control. There-
fore, Grids areconcernedvith issuessuchas: sharingof resourcesauthenticatiorand authoriza-
tion of entities,andresourcananagemerdandschedulingor ef cient andeffective useof available
resources.Naturally Data Grids sharethesegeneralconcernsput have their own unigueset of
characteristicandchallengedisted below:

MassiveDatasets:Data-intensie applicationsare characterisethy the presencef large datasets
of the sizeof Gigabyteg GB) andbeyond. For example,the CMS experimentatthe LHC is
expectedo producel PB (10 bytes)of RAW dataand?2 PB of eventsummarydata(ESD)
annuallywhenit begins production(Holtmanetal., 2001). Resourcemanagementvithin
DataGridsthereforeextendsto minimizing latenciesof bulk datatransferscreatingreplicas
throughappropriateeplicationstratgiesandmanagingstorageresources.

ShaedDataCollections:Resourceharingwithin DataGridsalsoincludes amongothers sharing
distributeddatacollections.For example,participantswithin a scienti ¢ collaborationvould
want to usethe samerepositoriesas sourcesfor dataand for storing the outputsof their
analyses.



Uni ed NamespaceThe datain a Data Grid sharethe samelogical namespacé which every
dataelementhasa uniquelogical lename. Thelogical lename is mappedo oneor more
physical lenameson variousstorageresourcescrossa DataGrid.

AccessRestrictions:Usersmightwishto ensurecon dentiality of their dataor restrictdistribution
to closecollaborators. Authenticationand authorizationin Data Grids involves coarseto
ne-grainedaccesgontrolsover shareddatacollections.

However, certaincharacteristicef DataGridsarespeci c to theapplicationdor whichthey are
created For example for astrophysicer high enegy physicsexperimentsthe principalinstrument
suchasatelescoper a particleaccelerators the singlesite of datagenerationThis meanghatall
datais written atasinglesite,andthenreplicatedo othersitesfor readaccessUpdatego thesource
are propagatedo the replicaseither by the replicationmechanisnor by a separateconsisteng
managemergervice.

A lot of challengesn Grid computingrevolve aroundproviding accesdo differenttypesof
resources.Foster Kesselmarand Tuecle (2001 have proposeda Grid architecturefor resource
sharingamongdifferententitiesbasedaroundthe conceptof Virtual OrganizationgVOs) A VO is
formedwhendifferentorganisationgool resourcesindcollaboratein orderto achieze a common
goal. A VO de nestheresourcesvailablefor the participantsaandtherulesfor accessingndusing
theresourceandthe conditionsunderwhichtheresourcesnaybeused.Resourceberearenotjust
compute storageor network resourceshey mayalsobesoftware,scienti ¢ instrumentor business
data. A VO alsoprovides protocolsand mechanismgor applicationsto determinethe suitability
andaccessibilityof availableresourcesln practicalterms,a VO maybecreatedusingmechanisms
suchasCerti cate Authorities(CAs) andtrustchainsfor security replicamanagemergystemdgor
dataorganisatiorandretrieval andcentralisedschedulingnechanism$or resourcananagement.

Theexistenceof VOsimpactsthedesignof DataGrid architecturesn mary ways. For example,
a VO maybestandaloneor maybecomposef a hierarchyof regional, nationalandinternational
VOs.In thelattercasetheunderlyingDataGrid mayhave acorrespondindpierarchyof repositories
andthereplicadiscovery andmanagemergystemwill bestructuredaccordingly Moreimportantly
sharingof datacollectionsis guidedby therelationshipghatexist betweerthe VOsthatown each
of thecollections.In subsequerdectionsye will look athow DataGridsaredifferentiatedby such
designchoicesandhow theseaffect underlyingtechnologies.

2.3 Layered Architecture

The componentof a Data Grid can be organisedin a layeredarchitectureas shavn in Figure
2. This architecturdollows from similar de nitions given by Fosteretal. (2001) andBaker etal.
(2002. Eachlayer builds on the servicesofferedby the lower layerin additionto interactingand
co-operatingvith componentsindthesamedevel (eg. Resourcéroker invoking VO tools). We can
describehelayersfrom bottomto top asbelow:

Grid Fabric:. Consistsf thedistributed computationatesourcegclusters supercomputers),
storagaesourceg¢RAID arraystapearchives)andinstrumentgtelescopeacceleratorsyon-
nectedby high-bandwidthnetworks. Eachof the resourcesuns systemsoftware suchas
operatingsystemsjob submissiorandmanagemergystemsandrelationaldatabasenanage-
mentsystemgRDBMS).

CommunicationConsistf protocolsusedto queryresource the Grid Fabriclayerandto
conductdatatransfersbetweernthem. Theseprotocolsarebuilt on corecommunicatiompro-
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| Internet Protocol |

SOFTWARE BASIC GRID FABRIC

| Operating Systems || Batch Job Systems ” Dist. File Systems | | Databases |

HARDWARE / PHYSICAL LAYER

| Clusters || Instruments || Networks || Disks || TapeArchivesl | SAN |

Figure2: A LayeredArchitecture.

tocolssuchas TCP/IPandauthenticatiorprotocolssuchasPKI (PublicKey Infrastructure),
passwrdsor SSL (SecureSocletsLayer). Thecryptographigrotocolsallow veri cation of

users'identitiesandensuresecurityandintegrity of transferreddata. Thesesecuritymecha-
nismsform part of the Grid SecurityInfrastructure(GSl) (Fosteretal., 1998. File transfer
protocolssuchasGridFTP(Grid File TransferProtocol),amongothers,provide servicesor

ef cient transferf databetweertwo resourcesntheDataGrid. Application-speci coverlay
structureprovide ef cient searchandretrieval capabilitiedor distributeddataby maintaining
distributedindexes.

Data Grid ServicesProvidesservicedor managingandprocessinglatain a DataGrid. The
corelevel servicesuchasreplication,datadiscovery andjob submissiorprovide transparent
accesdo distributed dataand computation. Userlevel servicessuchasresourcebrokering
(selectionof resource$or auserbasedn hisrequirementsandreplicamanagemerprovide
mechanismghatallow for ef cient resourcenanagemerttiddenbehindinituitive commands
andAPIs (ApplicationProgrammingnterfaces).VO toolsprovide easywayto performfunc-
tions suchasaddingnew resourcedo a VO, queryingthe existing resourceandmanaging
users'accessights.

Applications Speci ¢ servicescaterto usershy invoking servicesprovided by the layers
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belowv andcustomisinghemto suit the target domainssuchashigh enegy physics biology
andclimatemodelling. Eachdomainprovidesafamiliarinterfaceandaccesso servicesuch
asvisualisation.Portalsareweb interfacesthat provide single-pointaccesgo available VO
servicesand domain-speci capplicationsandtools. CollaboratorieqKouzesetal., 1996
have similar intentandalsoprovide applicationghatallow usersto conductjoint operations
with their colleagues.

The securitylayer and DataGrid servicesprovide applicationsuniform accesgo resourcesn the
Fabriclayerwhile abstractingputmuchof theinherentcompleity andheterogeneityFormationof
VOsrequiresnteroperabilitybetweertheresourcegandcomponentshatareprovided by different
participants.This motivatesthe useof standargrotocolsandserviceinterfacesfor informationex-
changeamongVO entities.Serviceinterfacegshemseleshave to beseparateftom implementation
detailsandhave to bedescribedn languageandplatform-independdrormat. Realizatiorof these
requirementsave ledthe Grid computingresearcltommunity throughforumssuchasGlobal Grid
Forum(GGF),to adoptanen OpenGrid ServicesArchitecture(OGSA) (Fosteretal., 2002 thatis
basedon the emeging Web servicesparadigm.Web servicesare self-containedstatelessompo-
nentsthatusestandardnechanism$or representatioandexchangeof data. OGSA builds on Web
servicepropertiessuchasvendorand platform neutralservicede nition using XML (eXtensible
Markup Language)Bray etal., 2004 andstandarccommunicatiorprotocolssuchasSQAP (Sim-
ple Object AccessProtocol)to createGrid services Grid servicesare standardizedVeb service
interfacesthatprovide Grid capabilitiesn a securereliableandstatefulmanner Grid serviceanay
alsobe potentiallytransientand serviceinstancesupportservicelifetime managemenand state
noti cation. OGSA utilizes standard/Neb servicemechanismgor discorering andinvoking Grid
services.

TheOGSADataServiceqFosteretal., 2003 dealwith accessinggndmanagingdataresources
in a Grid ervironment. A data serviceimplementsone or more of a setof basicinterfacesthat
describethe dataand provide operationso manipulateit. The samedatacan be representedn
mary waysby differentdataserviceghatimplementdifferentsetof operationsanddataattributes.
This abstractview of datacreatedby a dataserviceis termeddatavirtualisation Subsequengf-
forts throughthe Data AccessandIntegration Servicesworking Group (DAIS-WG) at GGF have
produceda setof more concretestandardgAntoniolettietal., 2009 for representinglatathrough
services. While thesestandardgrovide the consumerf theseservicesthe adwvantageof being
isolatedfrom the innerworkingsof DataGrids, the actualwork of transferringandmanagingdata
is doneby the underlyingor coremechanismsuchasdatatransportdatareplicationandresource
managemeniThe taxonomysectionfocuseson thesecoremechanismasthesede ne thecapabil-
ities of a DataGrid.

2.4 RelatedData-Intensive Reseach Paradigms

Threerelateddistributeddata-intensie researclareaghatsharesimilarrequirementsunctionsand
characteristicaredescribecbelon. Thesehave beenchoserbecausef the similar propertiesand
requirementshatthey sharewith DataGrids.

2.4.1 Content Delivery Network

A ContentDelivery Network (CDN) (Davison, 2003, Dilley etal., 2002 consistof a“collection of
(non-origin)senersthatattemptto of oad work from origin senersby delivering contenton their
behalf’ (Krishnamurthyetal., 2001). Thatis, within a CDN, clientrequestaresatis edfrom other
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senersdistributed aroundthe Internet(also called edgeseners) that cachethe contentoriginally

storedatthesource(origin) sener. A clientrequesis reroutedrom themainsenerto anavailable
sener closestto the client likely to hostthe contentrequired(Dilley etal., 2002. This is done
by providing a DNS (Domain Name System)sener that resoles the client DNS requestto the
appropriateedgesener. If the latter doesnot have the requestedbjectthenit retrievesthe data
from the origin sener or anotheredgesener. The primary aims of a CDN are, therefore,load
balancingo reduceeffectsof suddersuigesin requestshandwidthconserationfor objectssuchas
mediaclips andreducingthe round-triptime to serne the contentto the client. CDNsaregenerally
emplo/ed by Web contentprovidersandcommercialproviderssuchasAkamailnc., Speederanc.

andIntelliDNS Inc. have built dedicatednfrastructureto sene multiple clients. However, CDNs
haven't gainedwide acceptancéor datadistribution becausef therestrictednodelthatthey follow.

Also, currentCDN infrastructuresreproprietaryin natureandownedcompletelyby theproviders.

2.4.2 Peerto-Peer Network

Peerto-peer(P2P)networks (Oram 2001 areformedby ad hoc aggregationof resourceso form

a decentralisedystemwithin which eachpeeris autonomousinddependson otherpeersfor re-
sources,jnformation and forwarding requests. The primary aims of a P2P network are: to en-
surescalabilityandreliability by removing the centralisedhuthority to ensuraedundanyg to share
resourcesandto ensureanorymity. An entity in a P2P network canjoin or leave arytime and
therefore,algorithmsand stratgjies have to be designedkeepingin mind the volatility and re-

guirementdor scalabilityandreliability. P2Pnetworks have beendesignedandimplementedor

mary tamget areassuchas computeresourcesharing(e.g. SETI@Home(Andersonretal., 2002,

ComputePaver Market (BuyyaandVazhkudaj2001)), contentand le sharing(NapsterGnutella,
Kazaa(Choon-Hoongetal., 2009) andcollaboratve applicationsuchasinstantmessengerglab-
ber(JabbeProject 2005). Milojicic etal. (2002 presenta detailedtaxonomyandsuney of peer

to-peersystemsHerewe areconcernednostlywith contentand le-sharing P2Pnetworksasthese
involve datadistribution. Suchnetworks have mainly focusedon creatingef cient stratgiesto lo-

cateparticular les within agroupof peersto provide reliabletransfersof such les in the faceof

high volatility andto managehigh load causeddueto demandor highly popular les. Currently

major P2Pcontentsharingnetworks do not provide anintegratedcomputatioranddatadistribution

ervironment.

2.4.3 Distributed Databases

A distributed databas€DDB) (CeriandPelagatti 1984 OzsuandValduriez 1999 is a logically
organisedcollection of datastoredat differentsitesof a computernetwork. Eachsite hasa de-
greeof autonomyis capableof executinga local application,andalsoparticipatesn the execution
of a global application. A distributed databasecan be formed either by taking an existing sin-
gle site databaseandsplitting it over differentsites(top-davn approach)r by federatingexisting

databasenanagemergystemsothatthey canbeaccessethrougha uniforminterface(bottom-up
approach) (ShethandLarson 1990. The latter are also called multidatabasesystems. Varying
degreesof autonomyarepossiblewithin DDBs rangingfrom tightly-coupledsitesto completesite
independenceDistributed databasebave evolved to sene the needsof large organisationgvhich

needto remove the needfor a centraliseccomputercentre,to interconnecexisting databasesp

replicatedatabaseto increaseaeliability andto addnew databaseasnew organisationalnitsare
added. This technologyis very robust. It providesdistributed transactiorprocessingdistributed



gueryoptimisationandef cient managemenif resourcesHowever, thesesystemscannotbe em-
ployedin their currentform atthe scaleof DataGridservisionedasthey have strongrequirements
for ACID (Atomicity, Consisteny, IsolationandDurability) propertieq GrayandReuter 1993 to
ensurghatthe stateof the databaseemainsconsistenanddeterministic.

2.5 Analysis of Data-Intensive Networks

This sectioncompareghe data-intensie paradigmsdescribedn the previous sectionswith Data
Gridsin orderto bring out the uniqguenes®sf the latter by highlight the respectre similaritiesand
differences Also, eachof theseareashave their own maturesolutionswhich may be applicableto
the sameproblemsin Data Grids eitherwholly or with somemodi cation basedon the differing
propertiesof thelatter Thesepropertiesaresummarisedn Table 1 andareexplainedbelow:

Purpose- Consideringhe purposeof the network, it is generallyseernthatP2Pcontentsharing
networks arevertically integratedsolutionsfor a singlegoal (for example, le-sharing). CDNsare
dedicatedo cachingweb contentso that clientsare able to accesst faster DDBs are usedfor
integratingexisting diversedatabaseto provide a uniform, consistentnterfacefor queryingand/or
for replicatingexisting database®r increasingreliability or throughput.n contrasto thesesingle
purposenetworks, Data Grids are primarily createdfor enablingcollaborationthroughsharingof
distributedresourcemcludingdatacollectionsandsupportvariousactvities includingdatatransfer
andcomputatioroverthesamenfrastructure Theoverallgoalis to bringtogetheexisting disparate
resourcesn orderto obtainbene tsof aggrgation.

Aggregation- All thenetworksareformedby aggrgatingindividualnodedo form adistributed
system.Theaggrgationcanbe createdhroughanad hoc processvhereinnodessubscribeo the
network without prior arrangementsr a speci ¢ processwherethey are broughttogetherfor a
particularpurpose.The aggrgationcanbe stableor dynamic P2Pnetworks, by de nition, aread
hocin naturewith nodesenteringandleaving atwill. A CDN provider createghe infrastructure
by settingup dedicatedsenersfor cachingcontent.DDBs arecreatedy eitherfederatingexisting
databasesr by establishinga tightly-couplednetwork of databaseby a single organisation. In
the caseof a CDN or a DDB system,the entire network is managedoy a single entity that has
the authorityto add or remove nodesandtherefore thesehave stablecon gurations. Data Grids
are createdby institutionsforming VOs by pooling their resourcegor achieving a commongoal.
However, within a DataGrid, dynamiccon gurationsare possibledueto introductionor removal
of resourcesindservices.

Organisation- The organisatiorof a CDN is hierarchicalwith thedata o wing from the origin
totheedgesDatais cachedhtthevariousedgesenersto exploit locality of datarequestsThereare
mary modelsfor organisatiorof P2Pcontentsharingnetwork andthesearelinkedto the searching
methoddor les within the network. Within Napstera peerhasto connecto a centralisecsener
andsearchfor anavailablepeerthathastherequiredle. Thetwo peerghendirectly communicate
with eachother Gnutellaavoids the centraliseddirectory by having a peerbroadcasits request
to its neighboursandso on until the peerwith therequired le is obtained.Kazaaand FastTrack
limit the fan-outin Gnutellaby restrictingbroadcast$o SuperPeersvho index a group of peers.
Freenet(Clarke etal., 2001 usescontent-basetiashing,in which a le is assigneda hashbased
onits contentsandnearesteighboursearchis usedto identify therequireddocument.Thus,three
differentmodelsof organisationyiz. centralisediwo-level hierarchyand at (structuredandun-
structuredcanbe seenin the examplespresentedbore. Distributeddatabaseprovide arelational
databasenanagemennterfaceandarethereforeorganisedaccordingly Global relationsare split
into fragmentghatareallocatedto eitheroneor mary physicalsites.In thelattercase replication



of fragmentss carriedoutto ensureeliability of thedatabaseWhile distribution transparencmay
be achieved within top-davn databasest may not be the casewith federateddatabasethathave
varying degreesof heterogeneityandautonomy As will be shavn in the taxonomysection,there
are4 differentkinds of organisationpresenin a DataGrid: monadic,hierarchical federatedand
hybrid combinationf these.

Tablel: Comparisorbetweervariousdatadistribution networks

Property P2P  (Content | CDN DDB Data Grids
sharing)
Purpose File sharing Reducingwebla- | Integrating ex- | Analysis, collab-
teny isting databases, oration
Replicating
database for
reliability &
throughput
Aggregation Ad hoc,Dynamic | Speci c, Stable | Specic, Stable | Specic, Dy-
namic
Organisation | Centralised,two- | Hierarchical Centralised, fed- | Hierarchical,fed-
level hierarchy eration eration, bottom
at up or hybrid
Data Access| Mostly readwith | Read-only Equally readand | Mostly read with
Type frequentwrites write rarewrites
Data Discov- | Centraldirectory | HTTP Request | Relational Catalogues
ery Flooded requests Schemas
or documentout-
ing
Lateny Man- | Replication, Caching,Stream-| Replication, Replication,
agement & | Caching,Stream-| ing Caching Caching,Stream-
Performance | ing ing, Pre-staging,
High-speed data
movement, Opti-
mal selection of
data source and
sink
Consisteng Weak Strong (read-| Strong Weak
Requirements only)
Transaction None Nonecurrently Yes Nonecurrently
Support
Computa- Nonecurrently None  (Client- | Transaction Pro- | Data Production
tional Re- side) cessing andAnalysis
quirements
Autonomy Operational,Par | None(Dedicated)| Operational(fed- | Access, Opera-
ticipation erated) tional, Participa-

tion
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Heterogeneity | System, Struc-| System System System, Syntac-

tural tic, Structural,
Semantic

Management | Individual Single Organisa-| Single Organisa-| VO

Entity tion tion

Security Anonymity Datalntegrity Authentication, | Authentication,

Requirements Authorisation, Authorisation,

Datalntegrity Datalntegrity

Data Accesslype - Accesstype distinguisheghe type of dataaccessoperationsconducted
within the network. P2P contentsharingnetworks are mostly read-onlyenvironmentsand write
operationoccurwhenan entity introducesnew datainto the network or createscopiesof existing
data. CDNs are almostexclusively read-onlyernvironmentsfor end-usersand updatingof data
happenst the origin senersonly. In DDBs, datais both readandwritten frequently DataGrids
are similar to P2P networks asthey are mostly read-onlyervironmentsinto which eitherdatais
introducedor existing datais replicated However, akey differences thatdependingnapplication
requirementsDataGrids mayalsosupportupdatingof datareplicasif the sourceis modi ed.

Data Discovery - Anotherdistinguishingpropertyis how the datais discoreredwithin the net-
work. Thethreeapproache$or searchingwithin P2Pnetworks have beenmentionedpreviously.
CurrentresearcHocuseson the documentouting modelandthe four algorithmsproposedor this
model: Chord(Stoicaetal., 2003, CAN (Ratnasamtal., 2001), Pastry(RowstronandDrusche]
200)) and Tapestry(Zhaoetal., 2001). CDNs fetch datawhich hasbeenrequestedy a browvser
throughHTTP (Hyper Text TransferProtocol). DDBs are organisedusing the samerelational
schemaparadigmas single-sitedatabaseandthus, datacan be searchedor andretrieved using
SQL (StructuredQueryLanguage).Datain DataGrids are organisednto cataloguesvhich map
thelogical descriptionof datato the actualphysicalrepresentationrOneform of thesecataloguess
thereplicacataloguevhich containsa (possibly)one-to-map mappingfrom thelogical (or device-
independent)lename to the actual physical lenames of the datasets. Data can be locatedby
gueryingthesecataloguesindresolvingthe physicallocationsof thelogical datasets.

In additionto thesemechanismsthe useof metadatdor searchinglatais supportedy certain
individual productsin eachof the four data-intensie networks. Datacanbe queriedfor basedon
attributes suchas descriptionor contenttype. In Data Grids, metadatecataloguesffer another
meansfor queryingfor data. In suchcasesmetadatehasto be curatedproperly as otherwiseit
would affectthe ef ciency andaccurag of datadiscorery. We will look attherole of metadatand
catalogues detailin latersections.

LatencyManagement& Performance- A key elementof performancen distributed data-
intensve networks is the mannerin which they reducethe lateny of datatransfers.Someof the
techniqguescommonlyusedin this regard are replicatingdatacloseto the point of consumption,
cachingof data, streamingdataand pre-stagingthe databeforethe applicationstartsexecuting.
Replicationis differentfrom cachingin thattheformerinvolvescreationandmaintenancef copies
of dataat differentplacesin the network dependingon accessatesor othercriteriawhile the lat-
ter involves creatingjust one copy of the datacloseto the point of consumption.Replicationis,
therefore, donemostly from the sourceof the data(provider side)andcachingis doneat the data
consumeiside. While both replicationand cachingseekto increaseperformancedy reducingla-
tengy, theformeralsoaimsto increaseeliability by creatingmultiple backupcopiesof data.
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CDNsemplg/ cachingandstreamingo enhanceperformanceespeciallyfor delivering media
content(Saroiuetal., 2002. While several replicationstratgieshave beensuggestedor a CDN,
KarlssonandMahalingam(2002 experimentallyshav that cachingprovides equivalent or even
betterperformanceahanreplication. In the absencef requirementdor consisteng or availability
guaranteen CDNs, computationallyexpensve replicationstratgiesdo not offer muchimprove-
mentover simplecachingmethods.P2Pnetworks alsoemploy replication,cachingandstreaming
of datain variousdegrees. Replicationand cachingare usedin distributed databasesystemsor
optimizingdistributedqueryprocessindKossmann2000.

In DataGrids, all of the techniquesnentionedareimplementedn oneform or another How-
ever, additionally DataGrids aredifferentiatedoy the requiremenftor transferof massie datasets.
Thisis eitherabsenin the otherdata-intensie networksor is not consideredvhile designingthese
networks. This motivatesuseof high-speediatatransfermechanismshat have separatiorof data
communication thatis, sendingof controlmessagebappenseparatelyrom theactualdatatrans-
fer. In addition,featuressuchas paralleland stripeddatatransfersamongothers,arerequiredto
furtherreducdime of datamovement.Optimizationmethodgo reducetheamountof datatransfers,
suchasaccessinglatacloseto the point of its consumptionarealsoemplo/edwithin DataGrids.

Consistency Consisteng is animportantpropertywhich determineshow “fresh” the datais.
GridsandP2Pnetworksgenerallydo notprovide strongconsisteng guaranteebecausef theover-
headof maintainingocksonhugevolumesof dataandtheadhocnatureof thenetwork respecirely.
Amongtheexceptionsfor DataGridsis thework of Dullmannetal. (2001) which discusses con-
sisteng servicefor replicationin DataGrids. In P2P networks, Oceanstor€Kubiatavicz etal.,
2000 is a distributed le systemthat provides strongconsisteng guaranteeshroughexpensie
locking protocols.In CDNs,while the datain a cachemaygo stale the systemalwayspresentshe
latestversionof the datawhenthe userrequestst. Thereforethe consisteng provided by a CDN
is strong.

Distributeddatabasessmentionedefore have strongrequirementsor satisfyingACID prop-
erties. While theserequirementsanbe relaxed in the caseof unstableconditionssuchasthose
found in mobile networks (PitouraandBhagava, 1999, eventhenthe semanticgor updatingare
much stricter within distributed databaseshanin otherdistribution networks. Also, updatesare
morefrequentandcanhappenfrom within ary sitein the network. Theseupdateshave to be mi-
gratedto othersitesin the network sothatall the copiesof the dataare synchronised.Thereare
two methoddor updatingthatarefollowed (Grayetal., 1999: lazy, in whichtheupdatesareasyn-
chronouslypropagate@ndeager, in whichthe copiesaresynchronouslypdated.

TransactionSupport- A transactions a setof operationgactions)suchthatall of themsucceed
or noneof themsucceedTransactiorsupportimpliesthe existenceof check-pointingandrollback
mechanismsothata databas@r datarepositorycanbe returnedto its previous consistenstatein
caseof failure. It follows from the discussiorof the previous propertythat transactiorsupportis
essentiafor distributeddatabase<CDNshave no requirementsor transactiorsupportasthey only
supportreadonly accesso datato theendusers.P2PNetworksandDataGridscurrentlydonothave
supportfor recovery androllback. However, efforts are on to provide transactiorsupportwithin
DataGridsto providefaulttolerancdor distributedtransactions{ransacton ManagemenResearclGroup(GGF),
2005.

ComputationaRequiements Computationatequirementf dataintensve ervironmentsorig-
inate from operationssuchas query processingapplyingtransformationdo dataand processing
datafor analysis. CDNs are exclusiely data-orientecenvironmentswith a client accessinglata
from remotenodesand processingt at its own site. While currentP2Pcontentsharingnetworks
have no processingf the data, it is possibleto integrate suchrequirementsn the future. Com-
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putationwithin DDBSs involves transactiorprocessingvhich canbe conductedn two ways: the
requesteddatais transmittedto the originatingsite of the transactiorand the transactions pro-
cessedht that site, or the transactioris distributedamongthe differentnodeswhich have the data.
High volumesof transactionsan causeheary computationaload within DDBs andthereare a
variety of optimisationtechniquego dealwith load balancingn parallelanddistributeddatabases.

DataGridshave heary computationatequirementshatarecausedy workloadsinvolving anal-
ysis of datasetsMarny operationsn DataGrids, especiallythoseinvolving analysis cantake long
intenals of time (measuredn hoursor evendays).Thisis in contrasto the situationwithin DDBs
wheretheturnaroundime of requestss shortandfor applicationssuchasOLTP (On Line Trans-
action Processing)measuredn milliseconds. High performancecomputingsites,that generally
constituteexisting DataGrids,aresharedacilitiesandareoversubscribednostof thetime. There-
fore, applicationexecutionwithin DataGridshasto take into accounthetime to bespentin queues
atthesesitesaswell.

Autonomy Autonomydealswith thedegreeof independencallowedto differentnodeswithin a
network. However, therecouldbedifferenttypesanddifferentlevelsof autonomyprovided(ShethandLarson
199Q AlonsoandBarbara 1989. Accessautonomyallows a site or a nodeto decidewhetherto
grantaccesso a useror anothemodewithin the network. Opemational autonomyrefersto the abil-
ity of anodeto conductits own operationswithout beingoverriddenby externaloperationof the
network. Participation autonomyimpliesthata nodehasthe ability to decidethe proportionof re-
sourcest donatego thenetwork andthetime it wantsto associater disassociatéfom thenetwork.
DataGrid nodeshave all the threekinds of autonomyto the fullest extent. While nodesin a P2P
network do nothave ne-grainedaccesgontrolsagainstusersthey have maximumindependence
in decidinghow muchsharewill they contrilkute to thenetwork. CDNsarededicatechetworksand
so, individual nodeshave no autonomyat all. Tightly coupleddatabasegetainall controlover the
individual siteswhereasnultidatabaseystemgetaincontrolover local operations.

Heteogeneity- Network environmentsencompasseterogeneousardware andsoftware con-
gurations that potentiallyusedifferentprotocols. This impactsapplicationsvhich have to be en-
gineeredo work acrosanultiple interfaces multiple dataformatsandmultiple protocolswherever
applicable.Interoperabilityof the systemtherefore refersto the degreeof transparenc a system
providesfor auserto accesshis informationwhile beingunavareof the underlyingcompleity.

Heterogeneitycanalsobe split into mary typesdependingon the differencesat variouslevels
of the network stack.Koutrika(2005 hasidenti ed four differenttypesof heterogeneityn thecase
of datasourceswithin digital libraries.

1. Systenhetepgeneity- arisesfrom differenthardwareplatformsandoperatingsystems.

2. Syntacticheteogeneity- arisesfrom the presencef differentprotocolsandencodingaused
with the system.

3. Structual hetepgeneity- originatesfrom the dataorganisedaccordingto differentmodels
andschemas.

4. Semantihetepgeneity- originatefrom differentmeaninggivento thesamedata,especially
becausef theuseof differentmetadataschemador cateyorisingthe data.

It canbe seenfrom the de nitions of the data-intensie networks that the sameclassi cationis
applicablan thecurrentcontext. Systemheterogeneitys afeatureof all thedata-intensie networks
discussedhere. ThoughP2Pnetworks, CDNsandDDBs cansimultaneouslstoredatain different
formats they requiretheestablishmentf commonprotocolswithin individual networks. CDNsand
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DDBs arealsohomogeneoushenit comesto structureof dataasthey enforcecommonschema
(Webcontentschemdor CDNsandrelationalschemdor DDBs). P2Pnetworksoffer structuraland
semanticheterogeneityasthey unify datafrom varioussourcesandallow the userto queryacross
all of theavailabledata.

The existenceof differentcomponentsncluding legag/ andotherwise that speaka variety of
protocolsandstoredatain their own (sometimegproprietary)formatswith little commonstructure
or consistenimetadatanformationmeanshat Data Grids containdatathat is syntactically struc-
turally and semanticallyheterogeneousHowever, where Data Grids truly differ from otherdata
intensve networksin this regardis the level of interoperabilityrequired.Userswithin a DataGrid
expectto have anintegratedview of datawhich abstractout the underlyingcompleity behinda
simpleinterface. Throughthis interface, they would requireto manipulatethe databy applying
transformation®r conductinganalysisand viewing its resultsand using theseresultsto conduct
further operations.This meansthat not only shoulda DataGrid provide interoperabilitybetween
differentprotocolsandsystemsijt shouldalsobe ableto extract meaningfulinformationfrom the
dataaccordingto users'requirementsThis is differentto P2Pcontentsharingnetworks wherethe
useronly queriesfor datasetsnatchinga particularcriterionanddownloadsthem.

ManagementEntity - Themanagemergntity administerghetasksfor maintainingtheaggrega-
tion. Generallythis entity is a collectionof the staleholderswithin the distribution network. While
thisbodyusuallydoesnothave controloverindividualnodesneverthelessit providesservicesuch
asa commondatadirectoryfor locatingcontentandan authenticatiorservicefor the usersof the
network. For theDataGrid, we have alreadydiscussedhe concepiof VO. Thoughentitiesin aP2P
network areindependenta centralentity may provide directoryserviceasin the caseof Napster
CDNs are owned and maintainedby a corporationor a single organisation. Likewise, DDBs are
alsomaintainedy singleorganisationgventhoughthe constituentdatabasemaybeindependent.

SecurityRequiements Securityrequirementgliffer dependingon perspectie. In a datadis-
tribution network, securitymay have to be ensuredagainstcorruptionof content(dataintegrity),
for safegyuardingusers'privacy (anorymity) andfor resourcego verify users'identities(authenti-
cation).P2PNetworks suchasFreenearemoreconcernedvith preservinganorymity of theusers
asthey may be breakinglocal censorshidaws. A CDN primarily hasto verify dataintegrity as
accesdor manipulatingdatais grantedonly to the contentprovider. Usershave to authenticate
againsta DDB for carryingout queriesandtransactiongnddataintegrity hasto be maintainedor
deterministicoperation.

SinceDataGridsaremulti-userervironmentswith sharedesourceshe mainsecurityconcerns
are authenticatiorof both usersand resourcesand grantingof permissiondor speci ¢ typesof
servicedo auser(authorisation)DataGridsresourcearealsospreacamongvariousadministratie
entitiesandthereforeacceptingecuritycredential®f auseralsoinvolvestrustingtheauthoritythat
issuedthe credentialdn the rst place. Many VOs have adoptedcommunity-base@uthorization
wherethe VO itself providesthe credentialsor certi es certainauthoritiesastrustedand setsthe
accesgights for the user While theseareissueswithin Gridsin general,Data Grids alsoneed
veri cation while accessinglataand needto guardagainstmaliciousoperationson datawhile in
transit. Also, more elaborateaccesscontrolsthan that mayberequiredin Grids are neededfor
safgyuardingcon dential datain DataGrids.

Thus,it canbe seenthatthoughDataGrids sharemary characteristicsvith othertypesof data
intensve network computingtechnologiesthey aredifferentiatedoy heary computationatequire-
ments,wider heterogeneitgndautonomyandthe presencef VOs. Most of the currentDataGrid
implementationgocusonscienti ¢ applicationsRecentpproachebave, however, exploredthein-
tegrationof the abore-mentionedechnologiesvithin DataGridsto take advantageof the strengths
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thatthey offer in areassuchasdatadiscovery, storagemanagemenand datareplication. This is
possibleasDataGrids alreadyencompasandbuild on diversetechnologies.Fosterandlamnitchi
(2003 discusghe corvergenceof P2PandGrid computingandcontendthatthelatterwill be able
to take advantageof thefailureresistancandscalabilityofferedby theformerwhich gainsfrom the
experiencan managingliverseandpowerful resourcesgcomplex applicationsaandthe multitudeof
userswith differentrequirementsLedlie etal. (2003 presenasimilarview anddiscusgheareaf
aggregation,algorithmsandmaintenancevhereP2Presearcttanbe bene cial to Grids. Practical
Grid technologiesuchasNaradaBrokering (Fox andPallickarg 2002 have usedP2Pmethodgor
deliveringascalablesvent-service.

3 Taxonomy

This sectiondetailsa taxonomythat coversvariousaspectof DataGrids. As DataGrids consist
of several elementspur taxonomycovers eachoneof themin depth. This taxonomyis split into

four sub-taxonomiegsshavn in Figure 3. The rst sub-taxonomys from the point of view of

DataGrid organization. This classi es ongoingscienti ¢ Data Grid efforts worldwide. The next

sub-taxonomydealswith the transporttechnologiesisedwithin DataGrids. This not only covers
well-knowvn le transferprotocolsbut alsoincludesothermeansof managinglatatransportationA

scalablerohustandintelligentreplicationmechanisms crucialto the smoothoperationof a Data
Grid andthe sub-taxonomypresentechext takesinto accountconcernof Grid ervironmentssuch
asmetadataandthe natureof datatransfermechanismsised. The last sub-taxonomycateyorizes
resourcellocationandschedulingesearclandlooksinto issuessuchaslocality of data.

While eachof the areasof datatransport,replicamanagemenandresourcemanagemenare
independentelds of researchand merit detailedinvestigationson their own, in this papey these
arestudiedfrom the point of view of thespeci c requirementsf DataGrid ervironmentshathave
beenprovidedin previoussections.

3.1 Data Grid Organization

Figure4 shavs ataxonomybasednthevariousorganizationatharacteristicef DataGrid projects.
Thesecharacteristicare centralto ary DataGrid and are manifestin differentwaysin different
systems.

Model- Themodelis the manneiin which datasourcesareorganisedn a system.A variety of
modelsarein placefor the operationof a DataGrid. Thesearedependenbn: the sourceof data,
whethersingleor distributed, the sizeof dataandthe modeof sharing.Four of thecommonmodels
foundin DataGridsareshavn in Figure5 andarediscussedsfollows:
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Monadic: This is the generalform of a Data Grid in which all the datais gatheredat a
centralrepositorythat then answersuser queriesand provides the data. The datacan be
from mary sourcesuchasdistributedinstrumentsandsenometworks andis madeavailable
througha centralisednterfacesuchasa web portalwhich alsoveri es usersandchecksfor
authorization. This modelis shavn in Figure 5(a) and hasbeenappliedin the NEESgrid
(Network for Earthquak EngineeringSimulation)project(2004) in the United States.

The differencebetweenthis and other modelsof Data Grids is that thereis only a single
point for accessinghe data. In contrast,within other models,the datacan be wholly or
partially accessedt different points whereit is madeavailable throughreplication. The
centralrepositorymay be replicatedin this casefor fault tolerancebut not for improving
locality of data. Thus,this modelsenesbetterin scenariosvherethe overheadf replication
is notcompensatetbr by anincreasen ef ciency of dataaccessuchasthecasewhereinall
accessearelocalto a particularregion.

Hierarchical: This modelis usedin DataGrids wherethereis a single sourcefor dataand
the datahasto be distributedacrosscollaborationsvorldwide. For example,the MONARC
(Models of Networked Analysis at Regional Centres)group within CERN hasproposeda
tieredinfrastructurenodelfor distribution of CMS data(Aderholzetal., 2000. Thismodelis
presentedh Figure5(b) andspeci esrequirementsor transferof datafrom CERNto various
groupsof physicistsaroundthe world. The rst level is the computeand storagefarm at
CERNwhich storesghedatageneratedrom thedetector This datais thendistributedto sites
distributedworldwide calledRegional CentredRCs). Fromthe RCs,the datais thenpassed
downstreamto the nationalandinstitutionalcentresand nally ontothe physicists.A Tierl
or aTier2 centrehasto satisfycertainbandwidth storageandcomputationatequirementgas
shavn in the gure.
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The massie amountsof datageneratedn theseexperimentsmotivate the needfor a robust

datadistribution mechanismAlso, researcherat participatinginstitutionsmay be interested
only in subsetof the entiredatasethatmaybeidenti ed by queryingusingmetadataOne
adwantageof this modelis that maintenancef consisteng is muchsimplerasthereis only

onesourcefor thedata.

Fedeation: Thefederationmodel(Rajasekaetal., 2009 is presentedn Figure5(c) andis
prevalentin Data Grids createdby institutionswho wish to sharedatain alreadyexisting
databasesOneexampleof a federatedataGrid is the BiolnformaticsResearctNetwork
(BIRN) (2005 in the United States. Researcherat a participatinginstitution can request
datafrom ary one of the databasesvithin the federationaslong asthey have the proper
authentication.Eachinstitution retainscontrol over its local database.Varying degreesof
integration can be presentwithin a federatedDataGrid. For example, Mooreetal. (2004
discussabout10 differenttypesof federationghat are possibleusingthe StorageResource
Broker (SRB) (Baruetal., 1998 in variouscon gurations. The differencesare basedon
the degree of autonomyof eachsite, constraintson cross-rgistration of users,degree of
replicationof dataanddegreeof synchronization.

Hybrid: Hybrid modelsthat combinethe abore modelsare beginning to emege as Data
Gridsmatureandenterinto productionusage.Thesecomeout of the needfor researcherto
collaborateandshareproductsof their analysis.A hybrid modelof a hierarchicalDataGrid
with peerlinkagesatthe edgeds shavn in Figure5(d).

Scope- The scopeof a DataGrid canvary dependingon whetherit is restrictedto a single
domain(intradomain or if it is acommoninfrastructurefor variousscienti ¢ areaginterdomair).
In theformercasetheinfrastructurds adaptedo the particulameedsof thatdomain.For example,
specialanalysissoftwaremaybe madeavailableto the participantf adomain-speci cDataGrid.
In thelattercasetheinfrastructureprovidedwill begeneric.

Virtual Organizations DataGridsareformedby VOsandthereforethedesignof VOsre ects
on the socialorganizationof the DataGrid. A VO is collaborative if it is createdby entitieswho
have cometogetherto shareresourcegndcollaborateon a singlegoal. Here,thereis animplicit
agreemenbetweerthe participantson the usageof resourcesA regulatedVO may be controlled
by asingleorganizationwvhich laysdown rulesfor accessingndsharingresourcesln aneconomy-
basedvO, resourceprovidersenterinto collaborationsvith consumersiueto pro t motive. In such
casesservice-lgel agreementdictatetherightsof eachof the participants A reputation-base®O
maybe createdoy inviting entitiesto join a collaboratiorbasednthelevel of serviceghatthey are
known to provide.

DataSouces- Datasourcesn aDataGrid maybetransientor stable A scenaridor atransient
datasourceis a satellitewhich broadcastslataonly at certaintimes of the day In suchcases,
applicationmeedto be awareof the shortlife of the datastream.As we will seelater mostof the
currentData Grid implementationdiave always-ondatasourcessuchas massstoragesystemsor
productiondatabasesin future, with diversi cation, DataGrids are expectedto handletransient
datasourceslso.

Management- The managemenof a Data Grid canbe autonomicor managied Presentday
Data Grids require plenty of humaninterventionfor taskssuchas resourcemonitoring, userau-
thorizationand datareplication. However, researchs leadingto autonomic(ParashaandHariri,
2004 Ardaizetal., 2003 or self-oganizing, self-gorerning systemswhosetechniquesmay nd
applicationsn future DataGrids.
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3.2 Data Transport

Thedatatransporimechanismis oneof thefundamentatechnologiesinderlyinga DataGrid. Data

transportinvolves not just movementof bits acrossresourcedut alsootheraspectof dataaccess
suchassecurity accessontrolsandmanagemendf datatransfers.A taxonomyfor datatransport
mechanismsyithin DataGridsis shavn in Figure®.

Functions- Datatransportin Grids canbe modelledasa three-tierstructurethatis similar to
the networking stackssuchasthe OSl referencemodel. At the bottomis the TransferProtocol
thatspeci esa commonlanguagéor two nodesin a network to initiate andcontrol datatransfers.
This tier takes careof simple bit movementbetweentwo hostson a network. The mostwidely-
usedtransporprotocolsin DataGridsareFTP (File TransferProtocol)(PostelandReynolds 1985
and GridFTP (Allcock, 2003. The secondtier is an optional Overlay Networkthat takes careof
routing the data. An overlay network providesits own semanticsover the Internetprotocol to
satisfy a particularpurpose. In P2P networks, overlaysbasedon distributed hashtablesprovide
amoreefcient way of locatingandtransferringles (Anderseretal., 2001). Overlay networks
in DataGrids provide servicessuchasstoragen the network, cachingof datatransfersfor better
reliability andthe ability for applicationsto managetransferof large datasets.The topmosttier
providesapplication-speci dunctionssuchasFile /0. A le 1/0 mechanisnallows anapplication
to accessemote les asif they arelocally available. This mechanisnpresentgo the applicationa
transpareninterfacethroughAPIs thathidethe compleity andtheunreliability of thenetworks. A
datatransporimechanisntanthereforeperformoneof thesefunctions.

Security- Securityis animportantrequirementwhile accessingr transferring les to ensure
properauthenticatiorof users, le integrity andcon dentiality. Transportsecuritycanbe divided
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into threemain catgyories: authenticatiorandauthorizationof usersandencryptionof datatrans-
fer. Authenticationcanbe basedon eitherpasswods or symmetricor asymmetrigoublic key cryp-
tographicprotocolssuchasthe KerberogNeumarandTs'o, 1994 or the X.509 (Housleg etal.,

2002 mechanismsespecirely. In the context of datamovementauthorizatiorof userss enforced
by mechanismsuchasaccesgontrolson thedatathatis to betransferred Coarse-gainedautho-
rization methodsusetraditionalmethodssuchasUNIX le permissiongo restrictthe numberof

les or collectionsthatareaccessibld¢o the user However, expansionof DataGridsto elds such
asmedicalresearchhathave strict controlson the distribution of datahave led to requirementsor

ne-grained authorization.Suchrequirementsncluderestrictingthe numberof accessesven for
authorisedisersdelayatingreadandwrite accessightsto particular les or collectionsand e xible
ownershipof data(Mooreetal., 2004). Fine-grainecaccesontrolmethodghatmaybeemploed
to achieve theserequirementincludetime-andusage-limitedickets,AccessControlLists (ACLS),

Role BasedAccessControl (RBAC) methodgSandhwetal., 1996 and Task-Basedhuthorization
Controls(TBAC) (ThomasandSandhi11997). Dataencryptionmay be presenbr absentwithin a
transfermechanism.The mostprevalentform of dataencryptionis throughSSL (SecureSoclets
Layer) (WagnerandSchneier1996).

Fault Tolerance- Faulttolerancds alsoanimportantfeaturethatis requiredin a DataGrid en-
vironmentespeciallywhentransfersof largedata les occur Faulttolerancecanbesubdvidedinto
restartingover, resumingfrom interruptionandproviding caching.Restartingthe transferall over
againmeanghat the datatransportmechanisndoesnot provide ary failure tolerance.However,
all datain transitwould be lost andthereis a slight overheadfor settingup the connectioragain.
ProtocolssuchasGridFTPallow for resumingransferdrom the lastbyte acknavledged.Overlay
networks provide cading of transfersvia store-and-fonard protocols. In this case,the recever
doesnot have to wait until the connectionsarerestored. However, cachingreducesperformance
of the overall datatransferandthe amountof datathat canbe cacheds dependenbn the storage
policiesattheintermediatenetwork points.

TransferMode - The last catayory is the transfermodessupportedoy the mechanism.Block,
streamandcompessednodesof datatransferhave beenavailablein traditionaldatatransmission
protocolssuchasFTP However, it hasbeenarguedthattransfersof large datasetsuchasthosethat
are anticipatedwithin Data Grids are restrictedby vanilla FTP and underlyinginternetprotocols
suchasTransmissiorControlProtocol(TCP)whichwereinitially designedor low bandwidth high
lateny networks. As such theseareunableto take advantageof the capabilitiesof high bandwidth,
optical bre networksthatareavailablefor DataGrid ervironments(Leeetal., 2001). Therefore,
se/eral optimisationshave beensuggestedior improving the performancef datatransferan Grid
ernvironmentsby reducinglateny andincreasingransferspeed Someof themarelistedbelow:

Parallel datatransfer- is the ability to usemultiple datastreamsover the samechannelto
transfera le. Thisalsosaturatesvailablebandwidthin achannelwhile completingtransfer

Stripeddata transfer- is the ability to usemultiple datastreamsgo simultaneouslyaccess
differentblocksof a le thatis partitionedamongmultiple storagenodegalsocalledstriping).
This distributesthe accessoadamongthe nodesandalsoimprovesbandwidthutilisation.

Auto-resizingof buffers - is the ability to automaticallyresizesenderndrecever TCP win-
dow andbuffer sizessothatthe availablebandwidthcanbe moreeffectively utilised.

Containeroperations- is theability to aggrgatemultiple les into onelargedatasethatcan
betransferredr storedmoreef ciently. Theef ciency gainscomefrom reducingthenumber
of connectionsequiredto transferthe dataandalso,by reducingtheinitial lateng.
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The rst threeareprotocol-speci coptimisationswhile thelastoneis appliedto thetransfermech-
anism. We grouptheseenhancementsnderbulk transfermode. A mechanismmay supportmore
thanonemodeandits suitability for anapplicationcanbe gaugeddy thefeaturest provideswithin
eachof thetransfermodes.

3.3 Data Replication and Storage

A DataGrid is ageographically-disibuted collaboratiorin which all membersequireaccesso the
datasetproducedwithin the collaboration. Replicationof the datasetss thereforea key require-
mentto ensurescalabilityof the collaborationyeliability of dataaccesandto presere bandwidth.
Replicationis boundedby the size of storageavailable at differentsiteswithin the DataGrid and
the bandwidthbetweenthesesites. A replicamanagemensystemthereforeensuresaccesgo the
requireddatawhile managinghe underlyingstorage.

A replicamanagemergystemshawvn in Figure 7, consistf storagenodeswhicharelinkedto
eachothervia high-performancelatatransportprotocols.The replicamanagedirectsthe creation
andmanagemendf replicasaccordingto the demandof the usersandthe availability of storage,
andacatalogor adirectorykeepdrackof thereplicasandtheirlocations.Thecatalogcanbequeried
by applicationgo discorerthenumberandthelocationsof availablereplicasof a particulardataset.
In somesystemsthe managerand the catalogare meigedinto one entity. Client-sidesoftware
generallyconsistof alibrary thatcanbeintegratedinto applicationsanda setof command®r GUI
utilities thatarebuilt on top of thelibraries. The client librariesallow queryingof the catalogto
discover datasetandto requesteplicationof a particulardataset.

Theimportantelementf areplicationmechanisnarethereforethe architectureof the system
andthe stratgy followed for replication. The rst cateyorizationof DataGrid replicationis there-
fore, basednthesepropertiesasis shavn in Figure 8. Thearchitectureof areplicationmechanism
canbefurthersubdvidedinto the cateyoriesshavn in Figure9.

Model& Topolagyy - Themodelfollowedby the systemargely determinesheway in whichthe
nodesare organizedandthe methodof replication. A centialized systemwould have one master
replicawhichis updatedandthe updatesarepropagatedo theothernodes A decentalizedor peer
to-peemechanisnwould have mary copies all of which needto be synchronizedvith eachother

21



—— Replica Architecture Taxonom»
Replication Taxonomy —

—— Replication Strategy Taxonom)

Figure8: ReplicationTaxonomy

—— Centralized
— Model ——
—— Decentralized
— Hierarchical
— Topology ———— Flat
—— Hybrid
—— Tightly coupled
Storage .
— . —— Intermediate
Integration
Replica Architecture Loosely coupled
Taxonomy Transfer —— Open Protocols
Protocols '— Closed Protocols
— System
—— Attributes —
—— User defined
— Metadata —
Update —— Active
Type — Passive
—— Synchronous
. lFJ)pdate ion— —— Epidemic
ropogaton L Asynchronous—
—— Ondemanc
—— Tree
L Catalo.g . ——— Hash based
Organization
—— DBMS

Figure9: ReplicaArchitectureTaxonomy

Nodesundera replicamanagemensystemcanbe organisedn a variety of topologieswhich can
be groupedchie y into three: Hierarchy, Flat andHybrid. Hierarchicaltopologieshave tree-like
structurein which updategropogatehroughde nite paths.Flat topologiesarefound within P2P
systemsand progressiorof updatess entirely dependenbn the arrangementbetweenthe peers.
ThesecanbebothstructurecandunstructuredHybrid topologiescanbeachieedin situationssuch
asa hierarchywith peerconnectionst differentlevelsashasbeendiscussedy Lamehamedetal.
(2002.

Stoage Integration - Therelationof replicationto storagds very importantanddetermineghe
scalability robustnessadaptabilityandapplicability of thereplicationmechanismTightly-coupled
replicationmechanismshat exert ne-grained control over the replicationprocessaretied to the
storagearchitectureon which they areimplementedThereplicationsystemcontrolsthe lesystem
andl/O mechanisnof thelocal disk. Thereplicationis conductecdat the level of processeandis
oftentriggeredby areador write requesto a le ataremotelocationby a program.Suchsystems
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moreor lesstry to behae asadistributed le systemsuchasNFS (Network File System)asthey
aimto provide transparenaccesgso remote les to applications An exampleof sucha mechanism
is Gfarm (Tatebeetal., 2002. Intermediately-coupd replicationsystemsexert control over the
replicationmechanisnbut not over the storageresources.The lesystemsare hostedon diverse
storagearchitecturesndarecontrolledby theirrespectie systemsHowever, thereplicationis still
initiatedandmanagedy the mechanismandthereforet interactswith the storagesystematavery
low-level. Suchmechanismsvork atthelevel of individual applicationsanddatatransferis handled
by the system.While replicationcanbe conductedransparento usersandapplicationsijt is also
possiblefor thelatterto directthemechanismandtherebycontrolthereplicationprocessExample
of sucha systemis the SRB. Loosely-coupledeplicationmechanismsire superimposeaver the
existing lesystemsand storagesystems. The mechanisnexerts no control over the lesystem.
Replicationis initiated and managedoy applicationsand users. Suchmechanismsnteractwith
the storagesystemghroughstandardle transferprotocolsandata high level. The architecturas
capableof completeheterogeneity

TransferProtocols- The datatransportprotocolsusedwithin replicamanagemensystemss
also a differentiatingcharacteristic. Open protocolsfor datamovementsuchas GridFTP allow
clientsto transferdataindependenbf the replicamanagemensystem. The replicateddatais ac-
cessibleoutsideof the replica managemensystem. Systemsthat follow closedor unpublished
protocolsrestrictaccesgo the replicasto their client libraries. Tightly-coupledreplicationsys-
temsaremostlyclosedin termsof datatransfer RLS (ReplicaLocationService)(Chenenaketal.,
2002 andGDMP (Grid DataMirroring Pilot) (SamarandStockinger 2001) useGridFTPastheir
primarytransportmechanismBut the ip-side to having openprotocolsis thatthe useror the ap-
plicationmusttake careof updatingthereplicalocationsin the catalogif they transferdataoutside
thereplicationmanagemergystem.

Metadata- It is dif cult, if notimpossiblefor usersto identify particulardataset®ut of hun-
dredsandthousandshat may be presentin alarge, distributed, collection. Fromthis perspectie,
having propermetadataaboutthe replicateddataaidsusersin queryingfor datasetdasedon at-
tributesthatare morefamiliar to them. Metadatacanhave two typesof attributes: oneis system-
dependenmetadatawhich consistsof le attributessuchascreationdate,size on disk, physical
location(s)and le checksumandtheotheris userde ned attributeswhich consistof propertieghat
dependon the experimentor VO thatthe useris associatedvith. For examplein a High-Enegy
Physicsexperiment,the metadatacould describeattributessuchas experimentdate, modeof pro-
duction(simulationor experimentallandeventtype. The metadataanbe activelyupdatedoy the
replicamanagemensystemor elseupdatedoassivelyby the userswhenthey createnew replicas,
modify existing onesor addanew le to thecatalog.

ReplicaUpdate Propegation - Within a Data Grid, datais generallyupdatedat one site and
the updatesarethenpropagatedo the restof its replicas. This canbein synd&ronousor in asyn-
chronousmodes.While synchronousipdatingis followed in databasest is not practicedin Data
Gridsbecausef the expensive wide-aredocking protocolsandthe frequentmovementof massie
datarequired.Asynchronousipdatingcanbe epidemic(Holliday et al., 2000, thatis, the primary
copy is changedandthe updatesare propagatedo all the otherreplicasor it canbe on-demand
asin GDMP (Stockingeretal., 2001 whereinreplicasitessubscribeo updatenoti cations at the
primarysiteanddecidethemseleswhento updatetheir copies.

Catalagy Organization- A replicacatalogcanbe distinguishedn the basisof its organization.
The catalogcan be organizedas a tree as in the caseof LDAP (Lightweight Directory Access
Protocol)basedcatalogsuchasthe Globus ReplicaCatalog(Allcock etal., 2001). Thedatacanbe
cataloguedn the basisof documenhashesashasbeenseenin P2Pnetworks. However, SRBand
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othersfollow the approacthof storingthe catalogwithin adatabase

Replicationstratgies determinewhenandwhereto createa replicaof the data. Thesestrate-
giesareguidedby factorssuchasdemandfor data,network conditionsand costof transfer The
replicationstratgiescanbe catgyorizedasshavn in Figure 10.

Method- The rst classi cationis basedon whetherthe stratgies are static or dynamic Dy-
namic stratgies adaptto changesn demandand bandwidthand storageavailability but induce
overheaddueto largernumberof operationghatthey undertak asthesearerun atregularintenals
or in responséo events(for example,increasen demandor a particular le). Dynamicstratgies
areableto recover from failuressuchasnetwork partitioning. However, frequenttransfersof mas-
sive datasetghat resultdueto suchstratgies canleadto strainon the network resources.There
maybelittle gainfrom usingdynamicstratgiesif theresourceonditionsarefairly stablein aData
Grid overalongtime. Thereforejn suchcasesstaticstratgiesareappliedfor replication.

Granularity - Thesecondlassi cationrelatego thelevel of subdvision of datathatthestratgy
workswith. Replicationstratgiesthatdealwith multiple les atthe sametime work at the gran-
ularity of datasets The next level of granularityis individual les while therearesomestratgies
thatdealwith smallersubdvisionsof les suchasobjectsor fragments

ObjectiveFunction- Thethird classi cationdealswith the objective functionof thereplication
stratgly. Possibleobjectives of a replicationstratgy areto maximisethe locality or move data
to the point of computation,to exploit popularity by replicatingthe mostrequestediatasetsto
minimize the updatecostsor to maximize someeconomicobjectve suchaspro ts gainedby a
particularsite for hostinga particulardatasetwersusthe expenseof leasingthe datasefrom some
othersite. Preservatiordrivenstratgiesprovide protectionof dataevenin the caseof failuressuch
ascorruptionor obsolescencef underlyingstoragemediaor software errors. Another possible
objectie function for a replicationstratgy is to ensureeffective publicationby propagatinghew

les to interestedtlients.
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3.4 ResourceAllocation and Scheduling

Therequirementgor large datasetandthe presence®f multiple replicasof thesedatasetscattered
at geographically-disibuted locationsmakes schedulingof data-intensie jobs differentfrom that
of computationajobs. Schedulershave to take into accountthe bandwidthavailability and the
lateny of transferbetweena computationahodeto which a job is going to be submittedandthe
storageresource(sjrom which the datarequiredis to beretrieved. Therefore the scheduleneeds
to be aware of ary replicascloseto the point of computationandif the replicationis coupledto
the schedulingthencreatea new copy of the data. A taxonomyfor schedulingof data-intensie
applicationds shavn in Figure11. The catgyoriesareexplainedasfollows:

ApplicationModel- Schedulingstratgiescanbe classi ed by the applicationmodelthatthey
are taigetedtowards. Application modelsare de ned in the mannerin which the applicationis
composedr distributed for schedulingover global grids. Thesecanrangefrom ne-grainedlev-
elssuchasprocesseto coarsetevels suchasindividual tasksto setsof taskssuchaswork ows.
Here,ataskis consideredisthe smallestindependentinit of computation.Eachlevel hasits own
schedulingequirementsProcess-orientedpplicationsarethosein which the datais manipulated
attheprocesdevel. Examplesof suchapplicationsare MPI (MessagdPassinginterface)programs
that executeover global grids (FosterandKaronis 1998. Independentaskshaving differentob-
jectives are scheduledndividually andit is ensuredhat eachof them get their requiredshareof
resourcesA Bag of Tasks(BoT)applicationconsistof a setof independentasksall of which must
beexecutedsuccessfullysubjectto certaincommonconstraintsuchasa deadlingfor the entireap-
plication. Suchapplicationsarisein parametestudie Abramsonretal., 2000 whereinasetof tasks
is createdby runningthe sameprogramon differentinputs. In contrasta work ow is a sequence
of tasksin which eachtaskis dependenbn the resultsof its predecessor(s)The productsof the
precedingasksmay be large datasetshemseles (for example,a simpletwo-stepwork ow could
beadata-intensie simulationtaskandthetaskfor analysisof theresultsof simulation). Therefore,
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schedulingof individual tasksin a work o w requirescarefulanalysisof the dependencieandthe
resultsto reducetheamountof datatransfer

Scope Scoperelatesto the extentof applicationof the schedulingstratgy within a DataGrid.
If thescopeds individual thentheschedulingstrategy is concerneanly with meetingtheobjectves
from ausers perspectie. In amulti-userervironmenttherefore gachschedulewould have its own
independenview of the resourceshatit wantsto utilise. A scheduleiis avareof uctuationsin
resourceavailability causedoy otherschedulersubmittingtheir jobsto commonresourcesandit
strivesto schedulgobsontheleast-loadedesourceshatcanmeetits objectves. With theadwentof
VOs, efforts have movedtowardscommunity-basedchedulingn which schedulergollow policies
thataresetatthe VO level andenforcedat the resourcdevel throughservicelevel agreementand
allocationquotagDumitrescuandFoster 2004 WassorandHumphrey, 2003.

Data Replication- The next classi cationrelatesto whetherjob schedulings coupledto data
replicationor not. Assumea job is scheduledo be executedat a particularcomputenode. When
job schedulingis coupledto replicationandthe datahasto be fetchedfrom remotestorage the
schedulecreatesa copy of thedataat the point of computatiorsothatfuturerequestdor thesame

le thatcomefrom theneighbourhooaf the computenodecanbesatis ed morequickly. Not only
that,in thefuture,ary job dealingwith thatparticulardatawill be scheduledtthatcomputenode
if available.However, onerequiremenfor acomputenodeis to have enoughstorageo storeall the
copiesof data.While storagemanagemerdchemesuchasLRU (LeastRecentlyUsed)andFIFO
(FirstIn FirstOut) canbeusedio managehecopiestheselectiorof computenodess prejudicedby
thisrequirementThereis a possibilitythatpromisingcomputationatesourcesnay be disregarded
dueto lack of storagespace.Also, the processof creationof the replicaandregisteringit into a
catalogaddsfurther overheaddo job execution. In a decoupledschedulerthe job is scheduledo

a suitablecomputationaresourceand a suitablereplicalocationis identi ed to requestthe data
required.Thestoragerequiremenits transientthatis, disk spaces requiredonly for thedurationof

execution.A comparisorof decoupledgainstoupledstratgiesby RanganathaandFoster(2002

hasshavn thatdecoupledstratgies promiseincreaseerformanceandreducethe compleity of

designingalgorithmsfor DataGrid ervironments.

Utility function- A job schedulingalgorithmtriesto minimize or maximizesomeform of autil-
ity function. Theutility functioncanvary dependingon therequirement®f the usersandarchitec-
ture of thedistributed systemthatthe algorithmis tamgetedat. Traditionally schedulingalgorithms
have aimedat reducingat the total time requiredfor computingall the jobsin a set, alsocalled
its malkespan Load balancingalgorithmstry to distribute load amongthe machinesso that max-
imum work canbe obtainedout of the systems.Schedulingalgorithmswith economicobjectves
try to maximizetheusers'economiautility usuallyexpressedssomepro t functionthattakesinto
accounteconomiccostsof executingthe jobs on the DataGrid. Anotherpossibleobjective is to
meetthe Quality-of-ServicdQoS)requirementspeci ed by theuser QoSrequirementshatcanbe
speci edincludeminimisingthe costof computationmeetinga deadline meetingstrictersecurity
requirementand/ormeetingspeci ¢ resourceequirements.

Locality - Exploiting the locality of datahasbeena tried andtestedtechniquefor scheduling
andload-balancingn parallelprogramqPolychronopouloandKuck, 1987 Hockaufetal., 1998
McKinley etal., 1996 andin queryprocessingn databasetShatdaktal., 1994 Stonebra&r etal.,
1994. Similarly, datagrid schedulingalgorithmscanbe cateyorizedaswhetherthey exploit the
spatial or tempoal locality of the datarequests.Spatiallocality is locatinga job in sucha way
thatall the datarequiredfor the job is available on datahoststhat arelocatedcloseto the point of
computation.Temporallocality exploits thefactthatif datarequiredfor ajob is closeto acompute
node,subsequerjbbswhich requirethe samedataarescheduledo the samenode.Spatiallocality
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canalsobetermedas“moving computatiorto data”andtemporallocality canbecalledas“moving
datato computation”. It canbe easily seenthat schedulersvhich coupledatareplicationto job
schedulingexploit thetemporallocality of datarequests.

4 Mapping of Taxonomyto Various Data Grid Systems

In this section,we classify various Data Grid researchprojectsaccordingto the taxonomieswe

developedin Section3. While the list of examplesystemss not exhausive, it is representate

of the classeghat have beendiscussed.The projectsin eachcatayory have beenchosenbased
on several factorssuchas broad coverageof applicationareas,project supportfor one or more

applications,scopeand visibility, large-scaleproblemfocus and readyavailability of documents
from projectweb pagesandothersources.

4.1 Data Grid Projects

In this space we study and analysethe variousData Grid projectsthat have beendevelopedfor
variousapplicationdomainsaroundtheworld. While mary of theseprojectscover aspectof Data
Grid researclsuchasmiddlevaredevelopmentadwvancednetworking andstoragemanagementye
will however, only focuson thoseprojectswhich areinvolved in settingup infrastructure. A list
of theseprojectsanda brief summaryabouteachof themis provided in Table 2. Thesearealso
classi edaccordingo thetaxonomyprovidedin Figure4

Table2: DataGrid Projectsaroundtheworld.

Name Domain Grid Type Remarks Country
/ Region
LCG (2005 High Enegy | Hierarchical model, | To createandmaintaina | Global
Physics Intradomain,Collabora-| datamovementandanal-
tive VO, StableSources,| ysis infrastructure for
Managed theusersof LHC.
EGEE(2005 | High En- | Hierarchical model, | To create a seamlesg Global
elgy Physics,| Interdomain,Collabora-| commonGrid infrastruc-
Biomedical tive VO, StableSources,| tureto supportscienti ¢
Sciences Managed research.
BIRN (2005 Bio-Informat- | Federated model, | To foster collaboration| United
ics Intradomain,Collabora-| in biomedical science| States
tive VO, StableSources, throughsharingof data.
Managed
NEESgrid Earthquak Monadic model, In- | To enable scientiststo | United
(Pearlmaretal.] Engineering | tradomain,  Collabo-| carryout experimentsn | States
2009 ratve VO, Transient| distributedlocationsand
SourcesManaged analysedata through a
uniforminterface.
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GriPhyn High Enegy | Hierarchical model, | To createan integrated| United
(Avery andFostePhysics Intradomain,Collabora-| infrastructure that pro- | States
200)) tive VO, StableSources,| vides computational
Managed and storage facilities
for high-enegy physics
experiments.
Grid3 Physics, Biol- | Hierarchical model, | To provide a uniform, | United
(Gardneretal., | ogy Interdomain,Collabora-| scalable and managed States
2009 tive VO, StableSources,| grid infrastructure for
Managed scienceapplications
BioGrid, Protein Sim- | Federated model, | Computationaland data | Japan
Japan(2005 ulation, Brain | Intradomain,Collabora-| infrastructure for med-
Activity tive VO, StableSources,| ical and biological re-
Analysis Managed search.
Virtual  Ob- | Astronomy Federated model, | Infrastructurdor access- Global
senatories Intradomain,Collabora-| ing diverse astronomy
(SzalayandGray, tive VO, StableSources, obseration and simula-
200)) Managed tion archvesthroughin-
tegratedmechanisms.
Earth Sys- | Climate Mod- | Federated model, | Integrating  computa-| United
tem Grid | elling Intradomain,Collabora-| tional, dataand analysis| States
(Allcock etal., tive VO, StableSources,| resources to create
200)) Managed ernvironment for next
generation climate
research.
GridPP High Enegy | Hierarchical model, | To createcomputational| United
(Huffmanetal.,| Physics Intradomain,Collabora-| and storage infrastruc-| Kingdom
2002 tive VO, StableSources, ture for Particle Physics
Managed in the UK.
eDiaMoND Breast Cancer| Federated model,| To provide medical| United
(Bradyetall., Treatment Intradomain,Collabora-| professionals and re- | Kingdom
2003 tive VO, StableSources,| searchers access to
Managed distributed database®f
mammogrammages.
Belle Analysis | High Enegy | Hierarchical model, | To createcomputational| Australia
Data Grid | Physics Intradomain,Collabora-| and storage infrastruc-
(Winton, tive VO, StableSources,| ture in Australia for
2003 Managed physicists involved in

the Belle and ATLAS

experiments.

Someof thescienti c domainghataremakinguseof DataGridsareasfollows:

High Energy Physics(HEP) The computationaland storagerequirementgor HEP experiments
have alreadybeencoveredin previousliterature(BunnandNewman 2003. Otherthanthe
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four experimentsat the LHC alreadymentionedthe Belle experimentat KEK, Japanthe
BaBarexperimentat the StanfordLinear AcceleratorCenter(SLAC) andthe CDF and DO
experimentsat Fermi NationalLaboratory US arealsoadoptingData Grid technologiesor
their computinginfrastructure. Therehave beennumerousGrid projectsaroundthe world
that are settingup the infrastructurefor physiciststo processdatafrom HEP experiments.
Someof thesearethe LHC ComputingGrid (LCG) led by CERN, the Particle PhysicsData
Grid (PPDG)andGrid PhysicsNetwork (GriPhyN)in the United States GridPPin the UK
andBelle AnalysisDataGrid (BADG) in Australia. Theseprojectshave commonfeatures
suchasa tieredmodelfor distributing the data,sharedfacilities for computingand storage
andpersonnetledicatedowardsmanaginghe infrastructure.Someof themare enteringor
arebeingtestedfor productionusage.

Astronomy The communityof astrophysicistaroundthe globearesettingup Virtual Obserato-
riesfor accessinghedataarchivesthathasgatheredy telescopeandinstrumentsaroundthe
world. Theseincludethe NationalVirtual Obseratory (NVO) in the US, AustralianVirtual
Obsenatory AstrophysicalVirtual Obsenatoryin EuropeandAstroGridin the UK (Szalay
2002. ThelnternationalVirtual Obseratory Alliance (IVOA) is coordinatingtheseefforts
aroundtheworld for ensuringnteroperability Commonly theseprojectsprovide uniformac-
cesdo datarepositoriemlongwith accesso softwarelibrariesandtoolsthatmayberequired
to analysethe data. Other servicesthat are provided include accesgo high-performance
computingfacilities and visualizationthroughdesktoptools suchasweb browvsers. Other
astronomygrid projectsinclude thosebeing constructedor the LIGO (LaserInterferom-
eter Gravitational-wave Obsenratory) (2005 and SDSS(SloanDigital Sky Suney) (2005
projects.

Biolnformatics Theincreasingmportanceof realisticmodelingandsimulationof biologicalpro-
cessesoupledwith the needfor accessingxisting databasebasled to DataGrid solutions
beingadoptedby bioinformaticsresearchergvorldwide. Theseprojectsinvolve federating
existing databaseand providing commondataformatsfor the informationexchange. Ex-
amplesof theseprojectsare BioGrid projectin Japanfor online brain actiity analysisand
proteinfolding simulation,the eDiaMoND projectin the UK for breastcancertreatmeniand
the BiolnformaticsResearchiNetwork (BIRN) for imaging of neurologicaldisordersusing
datafrom federateddatabases.

Earth SciencesResearchergn disciplinessuch as earthqua& engineeringand climate model-
ing and simulationare adoptingGrids to solve their computationabnd datarequirements.
NEESgridis a projectto link earthqua& researcherwith high performancecomputingand
sensorequipmentso that they can collaborateon designingand performing experiments.
Earth SystemsGrid aimsto integrate high-performanceomputationaland dataresources
to studythe petabyte®f dataresultingfrom climatemodellingandsimulation.

4.2 Data Transport Technologies

Within this subsectionyarious projectsinvolved in datatransportover Grids are discussedand
classi ed accordingto the taxonomyprovided in Section 3.2 The datatransporttechnologies
studiedhererangefrom protocolssuchas FTP to overlay methodssuchas InternetBackplane
Protocolto le I/O mechanisms Eachtechnologyhasuniguepropertiesandis representate of
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Table3: Comparisorbetweervariousdatatransportechnologies.

Project Function Security Fault Transfer
Toler- Mode
ance
GASS File I/O PKI, Unencrypted,| Caching | Block, Stream
Coarse-grained append
IBP Overlay Passvord, Unencrypted, Caching | Block
Mechanism Coarse-grained
FTP Transfer Pro- | Password, Unencrypted, Restart | All
tocol Coarse-grained
SFTP Transfer Pro-| PKI, SSL, Coarse-| Restart All
tocol grained
GridFTP Transfer Pro- | PKI, SSL, Coarse-| Resume | All
tocol grained
Kangaroo Overlay PKI, Unencrypted,| Caching | Block
Mechanism Coarse-grained
Legion File I/O PKI, Unencrypted,| Caching | Block
Coarse-grained
SRB File I/O PKI, SSL,Fine-grained | Restart Block, Stream,
Bulk transfer

the categoriesin which it is placed. A summaryof thesetechnologiesandtheir cateyorizationis
providedin Table3.

4.2.1 GASS

Global Accessto Secondanstorageg(GASS) (Besteretal., 1999 is a dataaccessnechanisnpro-
vided within the Glohus toolkit for readinglocal dataat remotemachinesandfor writing datato
remotestorageandmoving it to alocal disk. Thegoalof GASSis to provide a uniformremotel/O
interfaceto applicationsrunning at remoteresourcesvhile keepingthe functionality demandson
boththeresourcesndthe applicationdimited.

GASSconductsts operationssziaa le cachewhichis anareaon the secondarystoragevhere
theremote les arestored.Whenaremote le is requestedby anapplicationfor reading,GASSby
defaultfetchesheentire le into thecachefrom whereit is openedor readingasin a corventional
le access.lt is retainedin the cacheaslong as applicationsare accessingt. While writing to
aremote le, the le is createdor openedwithin the cachewhere GASS keepstrack of all the
applicationswriting to it viareferenceount. Whenthereferenceountis zero,the le istransferred
to the remotemachine. Therefore,all operationson the remote le are conductedocally in the
cachewhich reducesdemandon bandwidth. A large le canbe prestaged into the cache thatis,
fetchedbeforean applicationrequestst for reading. Similarly, a le canbe transferredout via
poststging. GASSoperationsalsoallow accesdo permitteddisk areasotherthanthe le cache
andareavailablethroughan APl andalsothroughGlobus commandsGASSis integratedwith the
GlohusResourcéccessandMonitoring (GRAM) service(Czajlowski etal., 1998 andis usedfor
stagingexecutablesstagingin les andretrieving the standardutputanderrorstream®f thejobs.
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GASSprovidesa limited ability for datatransferbetweenremotenodes. As it prefetcheghe
entire le into thecachejt is not suitableasa transfermechanisnfor large data les (of GigaByte
upwards)asthe requiredcachecapacitymight not be available. Also, it doesnot provide features
suchas le striping, third-partytransfey TCP tuning, etc. provided by protocolssuchasGridFTR
However, becausef its lightweightfunctionality it is suitablefor applicationsvherethe overhead
of settingup a GridFTPconnectiordominates.

42.2 IBP

InternetBackplane&Protocol(IBP) (Planketal., 1999 Bassietal., 2002 allows applicationgo opti-
mizedatatransferandstorageoperationdy controllingdatatransferexplicitly by storingthedataat
intermediatdocations.IBP usesa “store-and-fonard” protocolto move dataaroundthe network.
Eachof the IBP nodeshasa temporarybuffer into which datacanbe storedfor a x ed amountof
time. Applicationscanmanipulateéhesebuffers sothatdatais movedto locationscloseto whereit
is required.

IBP is modelledafterthe InternetProtocol. Thedatais handledn unitsof x ed-sizebytearrays
which are analogougo IP datagramsr network paclets. Justas|P datagramsareindependent
of the datalink layer, byte arraysareindependenbf the underlyingstoragenodes. This means
thatapplicationscanmove dataaroundwithout worrying aboutmanagingstorageon theindividual
nodes.IBP alsoprovidesa globaladdressingpacehatis basedn global P addressingThus,ary
clientwithin anIBP network canmale useof ary IBP node.

IBP canalsobethoughtof asa virtualisationlayer or asanaccessayerbuilt ontop of storage
resources.IBP provides accesdo heterogeneoustorageresourceshrougha global addressing
spacein termsof x edblock sizesthusmakingaccesgo dataindependenof the storagemethod
andmedia. The storagebuffers cangrow to ary size,andthusthe byte arrayscanalsobe thought
of as les whichlive onthe network.

IBP also provides a client API and libraries that provide semanticssimilar to UNIX system
calls. A client connectdo anIBP “depot”, or a sener, andrequeststorageallocation. In return,
the sener providesit threecapabilities for readingfrom, writing to andmanaginghe allocation.
Capabilitiesare cryptographicallysecurebyte stringswhich are generatedy the sener. Subse-
guentcallsfrom the client mustmake useof the samecapabilitiesto performthe operationsThus,
capabilitiesprovide a notion of securityasa client canonly manipulatets own data. Capabilities
canbeexchangedetweerclientsasthey aretext. Higherorderaggreationof bytearraysis possi-
ble throughexNodeswhich aresimilarto UNIX inodes.exNodesallow uploading replicatingand
managingof les onanetwork with anIBP layerabove the networking layer (Planketal., 2002.

Beyond the useof capabilities,IBP doesnot have an addressmechanisnthat keepstrack of
every replicagenerated. Thereis no directory servicethat keepstrack of every replicaand no
information servicethat canreturnthe IBP addresof a replicaoncequeried. ThoughexNodes
storemetadatalBP itself doesnot provide a metadatasearchingservice. IBP is morea low-level
storagesolutionthatfunctionsjust above the networking layet

423 FTP

FTP (File TransferProtocol)(PostelandReynolds 1985 is one of the fundamentaprotocolsfor
datamovementin the Internet. FTP is thereforeubiquitousandevery operatingsystemshipswith
anFTPclient.
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FTP separatethe procesof datatransferinto two channelsthe controlchannelusedfor send-
ing commandsandrepliesbetweena client anda sener andthe datachannelthroughwhich the
actualtransfertakes place. The FTP commandssetup the dataconnectionby specifyingthe pa-
rametersuchasdataport, modeof transfey datarepresentatioandstructure.Oncethe connection
is setup the sener theninitiatesthe datatransferbetweenitself andthe client. The separatiorof
controlanddatachannelsalsoallows third-partytransfergo take place.A clientcanopentwo con-
trol channelgo two senersanddirectthemto starta datatransferbetweenthemselesbypassing
the client. Datacanbe transferredn threemodes:. stream,block andcompressedin the stream
mode,datais transmittedasis andit is the responsibilityof the sendinghostto notify the endof
stream.In theblock mode,datais transferrechsa seriesof blocksprecededy headebytes.In the
compressedanode,a precedingoyte denoteghe numberof replicationsof the following byte and

ller bytesarerepresentetly asinglebyte.

Error recovery andrestartwithin FTP doesnot cover corrupteddatabut takes careof datalost
dueto lossof network or ahostor of the FTP processtself. This requireshe sendinghostto insert
markersat regularintenalswithin the datastream A transmissioris restartedrom thelastmarlker
sentby the senderbeforethe previous transfercrashed. However, restartis not available within
the streamtransfermode. Securitywithin FTPis very minimal andlimited to the control channel.
Theusernameandpassverd aretransmittedascleartext andthereis nofacility for encryptingdata
while in transitwithin the protocol. Thislimits theuseof FTPfor con dential transfers.

Numerousextensiongo FTPhave beenproposedo offsetits limitations. RFCs2228(Horowitz andLunt,
1997 and2389(HethmonandElz, 1998 proposesecurityandfeaturesextensiongo FTP respec-
tively. However, theseare not implementedoy popularFTP seners suchaswu-ftpd. SSHFile
TransferProtocol(SFTP)(Galbraithetal., 2009 is a securele transferprotocolthatusesthe Se-
cure Shell (SSH) Protocolfor both authenticatioranddatachannelencryption. SFTPis designed
to be botha transferprotocolanda remote le systemaccesgrotocol. However, it doesnot sup-
port featuresrequiredfor high-performancelatatransfersuchasparallelandstripeddatatransfey
resumingnterruptedransmissionsr tuningof TCPwindows.

4.2.4 GridFTP

GridFTP (Allcock, 2003 Allcock etal., 2002 extendsthe default FTP protocolby providing fea-
turesthat are requiredin a Data Grid ervironment. The aim of GridFTP is to provide secure,
ef cient, andreliabledatatransferin Grid environments.

GridFTPextendgheFTPprotocolby allowing GSlandKerberosasedauthenticationGridFTP
providesmechanisms$or parallelandstripeddatatransfersandsupportartial le transferthatis,
theability to acces®nly partof a le. It allows changingthe sizesof the TCP buffersandconges-
tion windows to improve transferperformance.Transferof massie data-setss proneto failures
asthe network may exhibit transientbehaiour over long periodsof time. GridFTP sendsrestart
marlersindicatinga byte rangethat hasbeensuccessfullywritten by the recever every 5 seconds
over the controlchannel.In caseof afailure,transmissions resumedrom the pointindicatedby
thelastrestartmarker receved by thesender

GridFTPprovidesthesefeaturesby extendingthe basicFTP protocolthroughnew commands,
featuresanda new transfermode. The StripedPassve(SAS) commands anextensionto the FTP
PASV commandwhereinthe sener presents list of portsto connectto ratherthanjust a single
port. This allows for multiple connectionto downloadthesamele or for receving multiple les
in parallel. The ExtendedRetrieve (ERET) commandsupportspartial le transferamongother
things. The SetBuffer (SBUF) andAutoNegotiateBuffer (ABUF) extensionsallow the resizingof
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TCP buffers on both clientandsener sides. The DataChannelAuthentication(DCAU) extension
providesfor encryptingof datachanneldor con dential le transfer DCAU is usedonly when
the control channelis authenticatedhrough RFC 2228 (Horowitz andLunt, 1997 mechanisms.
Parallel and striped datatransfersare realisedthrougha new transfermode called the extended
block mode(modeE). The sendemoti es therecever of the numberof datastreamsy usingthe
End of Data(EOD) andEnd of DataCount(EODC) codes.The EODC codesigni es how mary
EOD codesshouldbe receved to considera transferclosed. An additionalprotocolis therefore
requiredfrom the sendersideto ensurethat the recever obtainsthe datacorrectly GridFTPim-
plementsRFC2389(HethmonandElz, 1998 for negotiationof featuresetsbetweertheclientand
thesener. Thereforethe senderrst requestghe featuressupportedy the recever andthensets
connectiorparameteraccordingly GridFTPalsosupportgestartfor streammodetransfersvhich
is not providedin thevanilla FTP protocol.

Theonly publicimplementatiorfor the GridFTPsener-sideprotocolss providedin the Globus
Toolkit (FosterandKesselmanl998. TheGlobusGridFTPseneris amodi ed wu-ftpd senerthat
supportanostof GridFTP's featuresexceptfor stripeddatatransferandautomaticT CP buffer size
negotiation. The Globus Toolkit provides libraries and APIs for clientsto connectto GridFTP
seners. A command-lingool, globus-url-copy built usingtheselibrariesfunctionsasa GridFTP
client. Anotherexamplesof a GridFTPclientsis theUberFTP(NCSA GridFTPClient, 2005 client
from NCSA.

Evaluationof GridFTP protocolsalongsideFTP hasshavn that using the additionalfeatures
of GridFTPincreaseperformanceof datatransfer(Ellert etal., 2002. Particularly the usageof
parallelthreadsdramaticallyimprovesthe transferspeedover bothloadedandunloadecdhetworks.
Also, paralleltransfersaturateahe bandwidththusimproving thelink utilisation.

4.2.5 Kangaroo

Kangaroo(Thainetal., 200)) is an end-to-enddatamovementprotocolthat aimsto improve the
responsienessandreliability of large datatransferswithin the Grid. The mainideain Kangaroo
is to conductthe datatransferasa backgroundorocessso that failuresdueto sener crashesand
network partitionsarehandledransparentlyy the processnsteadof theapplicationhaving to deal
with them.

Kangaroausesnemoryanddisk storageashbuffersto which datais written to by theapplication
andmovedout by a backgroundorocess.Thetransferof datais performedconcurrentlywith CPU
burststherebyimproving utilization. The transferis conductedhroughhops or stagesvherean
intermediatesener is introducedbetweerthe client andthe remotestoragerom which the datais
to bereador written. Datareceved by the intermediatestageis spooledinto the disk from where
it is copiedto the next stageby a backgroundorocessalledthe mover. This meanghata client
applicationwriting datato aremotestorages isolatedfrom the effectsof a network crashor slow-
down aslong asit cankeepwriting to the disk spool. However, it is alsopossiblefor a client to
write datato the destinatiorsener directly over a TCP connectiorusingthe Kangarogprimitives.

Kangaroacservicesareprovidedthroughaninterfacewhich implementdour simple le seman-
tics: get (non-blockingread),put (non-blockingwrite), commit (block until writes have been
deliveredto the next stage)andpush (block until all writesaredeliveredto the nal destination).
However, this pravidesonly weakconsisteng sinceit is ervisionedfor grid applicationsan which
data o w is primarily in onedirection. As canbe seen,Kangaroois an output-orientedprotocol
which primarily dealswith reliability of datatransferbetweera clientanda sener.

Thedesignof Kangaroais similar to thatof IBP eventhoughtheir aimsaredifferent. Both of
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themusestore-and-fonard methodasa meansof transportingdata. However, while IBP allows

applicationgo explicitly controldatamovementthrougha network, Kangarocaimsto keepthedata
transferhiddenthroughthe usageof backgroundorocessesAlso, IBP usesbyte arrayswhereas
Kangaroauseshe default TCP/IPdatagramgor datatransmission.

4.2.6 Legion!/O model

Legion (Chapinetal., 1999 is a object-orientedgrid middlewvare for providing a single system
imageacrossa collectionof distributedresourcesThe l/O mechanisnwithin Legion (White etal.,
2000 aimsto provide transparenaccesso les storedon distributedresourceshroughAPls and
daemonghatcanbeusedby native andlegag/ applicationsalike.

Resourcesvithin the Legion systemarerepresentetby objects. BasicFileObjectsorrespond
to les in a cornventional le systemwhile ContetObjectscorrespondo directories. However,
theseare separatedrom the actual le system. A data le is copiedto a BasicFileObjecto be
registeredwithin the contet spaceof Legion. The context spaceprovides location-indepenretht
identi ers which areboundto human-readableontext names.This present@ singleaddresspace
andhierarchyfrom which userscanrequestles without worrying abouttheir location. Also, the
representatiomnf BasicFileObjectis system-independengnd thereforeprovides interoperability
betweerheterogeneousystems.

Accessto aLegion le objectis provided throughvariousmeans.Command-linautilities pro-
vide a familiar interfaceto the Legion context space.Application developerscanuseAPIs which
closelymimic C andC++ le primitivesandUnix systemcalls. For legag/ codes,a buffering in-
terfaceis provided throughwhich applicationscan operateon local les copiedfrom the Legion
objectsandthe changesare copiedback. Anothermethodis to usea modi ed NFS daemonthat
translatelient requesto appropriatd_egion invocations.

Securityfor le transferis providedthroughmeansof X.509 proxieswhich aredelegatedto the
le accessnechanismgFerrarietal., 1999. Dataitself is not encryptedwhile in transit. Caching
andprefetchings implementedor increasingoerformancendto ensureeliability.

4.2.7 SRBI/O

TheStorageResourc@roker (SRB)(Baruetal., 1998 developedatthe SanDiego Supercomputing
Centre(SDSC)focuseson providing a uniform andtranspareninterfaceto heterogenoustorage
systemghatincludedisks,tapearchvesanddatabasesA studyof SRBasareplicationmechanism
is provided in the following section,in this sectionhowever, we will focuson the datatransport
mechanisnwithin SRB.

Datatransportwithin SRB providesfeaturessuchasparalleldatatransfersfor performingbulk
datatransferoperationsacrossgeographicallydistributedsites. If paralleltransferis requestedy
aclient, the SRB sener createsa numberof parallelstreamsdependingon bandwidthavailability
andspeedf the storagemedium.SRBalsoallows streaminglatatransferandsupportsulk ingest
operationsn whichmultiple les aresentusingmultiple streamgo astoragaesource SRBI/O can
transfermultiple les ascontainersaandcanstageles from tapeor archval storageto disk storage
for fasteraccess.

SRBprovidesfor strongsecuritymechanismsupportedy ne-grainedaccesgontrolsondata.
Accesssecurityis provided throughcredentialssuchas passwerds or public key and private key
pair which canbe storedwithin MCAT itself. Controlledauthorizatiorfor readaccesss provided
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Table4: Comparisorbetweervariousdatareplicationmechanisms.

Project Model Topology | Storage | Data Meta- Update Catalog
Integra- | Trans- data
tion port
Grid Centralised | Hierarchy | Tightly- Closed System, | Async., DBMS
Datafirm coupled Active epidemic
RLS Centralised | Hierarchy | Loosely- | Open User Async.,on- | DBMS
coupled de ned, demand
Passve
GDMP Centralised | Hierarchy | Loosely- | Open User Async.,on- | DBMS
coupled de ned, demand
Passve
SRB Decentral- | Flat Intermed-| Closed User Async.,on- | DBMS
ised iate de ned, demand
Passve

throughtickets issuedby userswho have control privilegeson data. Tickets aretime-limited or
use-limited.Userscanalsocontrolaccesgrivilegesalongacollectionhierarchy

SRBalsoprovidessupportfor remoteproceduresTheseareoperationsvhichcanbeperformed
on the datawithin SRB without having to move it. Remoteproceduresncludeexecutionof SQL
queries,ltering of dataandmetadataxtraction. Thisalsoprovidesfor anadditionallevel of access
control as userscan specify certaindatasetsor collectionsto be accessibleonly throughremote
procedures.

4.3 DataReplication and Storage

In this subsectionfour of the datareplicationmechanismsisedwithin DataGrids are studiedin
depthandclassi ed accordingto thetaxonomygivenin Section3.3. Thesewerechosemot only
becausef their wide usagebut alsobecausef the wide variationsin designandimplementation
thattheserepresentA summaryis givenin Table4. Table5 encapsulatethe differencedbetween
thevariousreplicationmechanismen the basisof thereplicationstratgiesthatthey follow. Some
of thereplicationstratgieshave beenonly simulatedandthereforetheseareexplainedin aseparate
subsection.

4.3.1 Grid DataFarm

Grid Datafarm (Gfarm) (Tatebeetal., 2002 is anarchitecturghatcouplesstorage)/O bandwidth
andprocessingo provide scalablecomputingto procesgetabytegPB) of data. The architecture
consistsof nodesthat have a large disk space(in the orderof terabyteqTB)) coupledwith com-
puting powver. Thesenodesare connectedria a high speedinterconnectsuchasMyrinet or Fast
Ethernet.Gfarmconsistf the Gfarm lesystem, processcheduleandthe parallell/O APIs.

The Gfarm lesystemis a parallel lesystemthatuni es the le addressingpaceover all the
nodes.It providesscalabld/O bandwidthby integratingprocessschedulingwith datadistribution.
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Table5: Comparisorbetweerreplicationstratgies.

Project Method Granularity Objective  Func-
tion

Grid Datafirm Static File, Fragment Locality

RLS Static DatasetsFile Popularity Publica-
tion

GDMP((Stockingeretal.,| Static Datasets, File, | Popularity Publica-

200) Fragment tion

SRB Static Containers, Preseration, Publi-

DatasetsFile cation

Lamehamedi et. | Dynamic File UpdateCosts

al[(2002; (2003]

Bell etal. (2003 Dynamic File Economic

LeeandWeissman Dynamic File Popularity

(2001

Ranganathaatal. Dynamic File Popularity

(2002

A Gfarm le is alarge le thatis storedthroughouthe lesystem on multiple disksasfragments.
Eachfragmenthasarbitrary lengthand canbe storedon ary node. Individual fragmentscan be
replicatedand the replicasare managedhrough Gfarm metadata. Individual fragmentsmay be
replicatedandthereplicasaremanagedhroughthe lesystem metadatandreplicacatalog.Meta-
datais updatedat the endof eachoperationona le. A Gfarm le is write-once thatis, if a le is
modi ed andsaved,theninternallyit is versionedandanew le is created.

Gfarmtamgetsdata-intensie applicationsn which the sameprogramis executedover different
data les andwherethe primary taskis of readinga large body of data. The datais split up and
storedasfragmentonthenodes While executinga program the processcheduledispatched to
thenodethathasthe sggmentof datathatthe programwantsto accesslf thenodeghatcontainthe
dataandits replicasareunderheary CPUload,thenthe lesystemcreatesreplicaof therequested
fragmenton anothernodeandassignghe procesdo it. In this way, I/O bandwidthis gainedby
exploiting the accesdocality of data. This processanalsobe controlledthroughthe GfarmAPIs.
It is alsopossibleto accesshe le usingalocal buffer cacheinsteadof replication.

On the whole, Gfarm is a systemthat is tunedfor high-speeddataaccesswithin a tightly-
coupledyet large-scalearchitecturesuchas clustersconsistingof hundredsof nodes. It requires
high-speednterconnectbetweenthe nodesso that bandwidth-intensie taskssuchasreplication
do not causeperformancehits. This is evidentthroughexperimentscarriedout over clustersand
wide-aredestbedgYamamotcetal., 2004 Tatebeetal., 2004. Theschedulingn Gfarmis atthe
procesdevel andapplicationshave to usethe API thougha systemcall trappinglibrary is provided
for interoperatingwith legag applications GfarmtargetsapplicationsuchasHigh Enegy Physics
wherethe datais “write-onceread-mawg”. For applicationswherethe datais constantlyupdated,
therecould be problemswith managinghe consisteng of thereplicasandthe metadatahoughan
upcomingversionaimsto x them(Tatebeetal., 2009).
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4.3.2 RLS

Giggle(GlGa-scalgslobalLocationEngine)(Chenenaketal., 2002 is anarchitecturaframewnork
for aReplicaLocationService(RLS) thatmaintainsnformationaboutphysicallocationsof copies
of data. Themaincomponent®f RLS arethe Local ReplicaCatalog(LRC) which mapsthelogical
representatiomo the physicallocationsandthe ReplicalLocationIndex (RLI) which indexesthe
catalogitself.

Theactualdatais representetdy alogical le name(LFN) andcontainsomeinformationsuch
asthesizeof the le, its creationdateandary othersuchmetadatahatmight helpusergo identify
the les thatthey seek. A logical le hasa mappingto the actualphysicallocation(s)of the data
le andits replicas,if ary. Thephysicallocationis identi ed by auniquephysical le name(PFN)
whichis aURL (Uniform Resourcé.ocator)to thedata le onstorageThereforeaLRC provides
thePFNcorrespondingo anLFN. TheLRC alsosupportsauthenticatequerieghatis, information
aboutthedatais not availablein theabsencef propercredentials.

A data le may be replicatedacrossseveral geographicabnd administratie boundariesand
informationaboutits replicasmay be presentn several replicacatalogs.An RLI createsanindex
of replicacatalogsasa setof logical le namesanda pointerto a replicacatalogentries. There-
fore, it is possibleto de ne several con gurationsof replicaindexes, for examplea hierarchical
con guration or a central,single-ind&ed con guration or a partitionedindex con guration. Some
of thepossiblecon gurationsarelistedby Chenenaketal. (2002. Theinformationwithin anRLI
is periodicallyupdatedusing soft-statemechanismsimilar to thoseusedin Globus MDS (Moni-
toring andDiscovery System).In fact, the structureof thereplicacatalogis quite similar to that of
MDS (Czajlkowski etal., 2001).

RLSis aimedatreplicatingdatathatis “write oncereadmary”. Datafrom scienti ¢ instruments
thatneeddo bedistributedaroundtheworld is falls into this cateyory. This datais seldomupdated
andtherefore strict consisteng managemenis not required.Soft-statemanagemeris enoughfor
suchapplicationsRLS is alsoa standaloneeplicationservicethatis it doesnothandle le transfer
or datareplicationitself. It providesonly anindex for thereplicateddata.

4.3.3 GDMP

GDMP (SamarandStockinger 2001, Stockingeretal., 200]) is a replicationmanagetthat aims
to provide secureand high-speedle transferservicesfor replicatinglarge data les and object
databases GDMP provides point-to-pointreplicationcapabilitiesby utilizing the capabilitiesof
otherDataGrid toolssuchasreplicacatalogandGridFTR

GDMPis basednthepublish-subscribenodel,whereinthesener publisheshesetof new les
thatareaddedo thereplicacatalogandthe clientcanrequest copy of theseaftermakinga secure
connectionto the sener. GDMP usesGSI asits authenticatiorand authorizationinfrastructure.
Clients rst registerwith thesenerandreceve noti cations aboutnew datathatareavailablewhich
arethenrequestedor replication.Failureduringreplicationis assumedo be handledby theclient.
For example,if the connectiorfails while replicatinga setof les, the client may reconnectvith
thesenerandrequesare-transferThe le transferis conductedhroughGridFTR

GDMP dealswith object databasesreatedby High Enegy Physicsexperiments. A single
le may containup to a billion (10°) objectsandtherefore,it is advantageougor the replication
mechanismso dealwith objectsratherthan les. Objectsrequestedy a site are copiedto a new
le atthesource.This le isthentransferredo therecipientandthe databasat the remoteendis
updatedo includethenew objects.The le is thendeletedattheorigin. In this case replicationis
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staticaschangingGrid conditionsare not taken into accountby the sourcesite. It is left uptothe
client siteto determinghetime andthevolumeof replication.

GDMP was originally conceved for the CMS experimentat the LHC in which the datais
generatect onepointandhasto bereplicatedglobally Therefore consisteng of replicasis nota
big issueasthereareno updatesandall the noti cations arein a singledirection. The datafor this
experimentwasin the form of les containingobjectswhereeachobjectrepresentea collision.
GDMP caninteractwith the objectdatabaséo replicatespeci ¢ groupsof objectsbetweersites.

4.3.4 SRB

Thepurposeof the SRBis to enablethe creationof sharedcollectionsthroughmanagementf con-
sistentstateinformation,lateny managementpad leveling, logical resourcesisageand multiple
accessnterfacegBaruetal., 1998 Rajasekaetal., 2003. SRBalsoaimsto provideauni ed view
of thedata les storedin disparatenediaandlocationsby providing the capabilityto organisethem
into virtual collectionsindependenof their physicallocationandorganization.It providesa large
numberof capabilitiesthat are not only applicableto Data Grids but alsofor collectionbuilding,
digital librariesandpersistentairchival applications.

An SRB installationfollows a three-tierarchitecture the bottomtier is the actualstoragere-
source,the middlevare lies in betweenand at the top is the Application Programmingnterface
(API) andthe metadatacatalog(MCAT). File systemsanddatabasearemanagedsphysicalstor
age resouces(PSRsWwhich arethencombinedinto logical storage resouces(LSRs) Dataitems
in SRB areorganisedwithin a hierarchyof collectionsandsub-collectionghatis analogougo the
UNIX lesystemhierarchy CollectionsareimplementedisingLSRswhile the dataitemswithin a
collectioncanbelocatedon ary PSR.Dataitemswithin SRB collectionsareassociatedvith meta-
datawhich describesystemattributessuchasaccessnformationandsize,anddescriptve attributes
whichrecordpropertieddeemedmportantby theusers.Themetadatas storedwithin MCAT which
alsorecordsattributesof the collectionsandthe PSRs. Attribute-basedccesdo the dataitemsis
madepossibleby searchingICAT.

The middlevare is madeup of the SRB Masterdaemonandthe SRB Agent processes.The
clients authenticate¢o the SRB Masterand the latter startsan Agent processthat processeshe
client requests. An SRB agentinterfaceswith the MCAT and the storageresourcedo execute
a particularrequest. It is possibleto createa federationof SRB seners by interconnectinghe
masters.ln afederationa sener actsasa clientto anothersener. A clientrequesis handedover
to theappropriatesener dependingon thelocationdeterminedy the MCAT service.

SRB implementstransparenc for dataaccessand transferby managingdataas collections
which own andmanageall of the informationrequiredfor describingthe dataindependenof the
underlyingstoragesystem.The collectiontakescareof updatingandmanagingconsisteng of the
dataalongwith otherstateinformationsuchastimestampsndaudittrails. Consisteng is managed
by providing synchronisatiomechanismshatlock staledataagainsticcesandpropagatespdates
throughouthe ervironmentuntil globalconsisteng is achieved.

SRB is one of the mostwidely usedData Grid technologiesn variousapplicationdomains
aroundtheworld includingthe UK eSciencdeDiaMoND),BaBat BIRN, IVOA andtheCalifornia
Digital Library (Rajasekaetal., 2002.
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4.3.5 Other Replication Strategies

Lamehamedigt. al [(2002);(2003)] study replicationstratgies basedon the replicasitesbeing
arrangedn differenttopologiessuchasring, treeor hybrid. Eachsite or nodemaintainsanindex
of the replicasit hostsand the otherlocationsof thesereplicasthatit knows. Replicationof a
dataseis triggeredwhenrequestdor it at a site exceedsomethreshold. The replicationstrategy
placesa replicaat a site that minimisesthe total accessostsincluding both readandwrite costs
for thedatasetsThewrite costconsiderghe costof updatingall thereplicasafterawrite atoneof
thereplicas.They shav throughsimulationthat the bestresultsareachieved whenthereplication
processs carriedout closesto theusers.

Bell etal. (2003 presentan le replicationstratgy basednaneconomianodelthatoptimises
the selectionof sitesfor creatingreplicas. Replicationis triggeredby the numberof requestse-
ceived for a dataset.Accessmediatorsreceve theserequestsand startauctionsto determinethe
cheapesteplicas.A StorageBroker (SB) participatesn theseauctionsby offering a priceatwhich
it will sellaccesgo areplicaif it is presentlf thereplicais notpresentatthelocal storageslement,
thenthe broker startsan auctionto replicatethe requestedle ontoits storagaf it determineshat
having the datasets economicallyfeasible.Other SBsthenbid with thelowestpricethatthey can
offerfor the le. Thelowestbidderwinstheauctionbutis paidtheamountbid by thesecond-lavest
bidder Thisis aVickrey secondoriceauction(Vickrey, 1961 with descendindpids.

LeeandWeissmar(200]) presenainarchitecturdor dynamicreplicationwithin aserviceGrid.
Thereplicasarecreatednthebasisof eachsiteevaluatingwhetherits performanceanbeimproved
by requestingpne morereplica. The mostpopularservicesare, thereforemostreplicatedasthis
will entaila performancéoostby lesseningheloadrequirement®n aparticularreplica.

Ranganathaatal. (2002 presenta dynamicreplicationstratgy that createscopiesbasedon
trade-ofs betweenthe costandthe future bene ts of creatinga replica. The stratgy is designed
for peerpeerenvironmentswherethereis a high-deyree of unreliability and hence,considersa
minimum numberof replicasthat might be requiredgiven the probability of a nodebeingup and
theaccurayg of informationpossesselly a sitein a peerpeernetwork.

4.4 ResourceAllocation and Scheduling

This subsectiordealswith the study of resourceallocationand schedulingstratgieswithin Data
Grids. While Grid schedulinghasbeena well-researchetbpic, this studyis limited to only those
stratgiesthatexplicitly dealwith transferof dataduring processing.Therefore the focushereis
on featuressuchasadaptingto ervironmentswith varieddatasourcesandschedulingobsin order
to minimisethe movementof data. Table 6 summariseshe schedulingstratgiessuneyedin this
sectionandtheir classi cation.

Schedulingstratgjiesfor data-intensie applicationsanbedistinguishednthebasisof whether
they coupledatamovementto job submissioror they dont. As mentionedearlierin Section3.4,
in theformercasethetemporallocality of datarequestss exploited. Initial work focusedon reuse
of cacheddata. An exampleof this directionis thework by Casanwa etal. (2000 who introduce
heuristicdor schedulingndependentaskssharingcommon les, ona Grid composef intercon-
nectedclusters.Here,the stratgy is to prefernodeswithin clustersto which the datahasalready
beentransferredatherthanthoseclusterswherethe datais not present.The sourceof the datais
consideredo betheclientnode,i.e., the machinewhich submitsthe jobsto the Grid. Laterefforts
looked at extendingthis to datareplicationwherecopiesof the dataare maintainedover a longer
termto bene t requestzomingfrom futurejob submissionsTakefusaetal. (2003 have simulated
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Table6: Comparisorbetweerschedulingstratgies.

Work/Pr oject Application Scope Data Utility Locality
Model Replica- Function
tion
Casanwa, et al. | Bag-of-Tasks | Individual Coupled Makespan | Temporal
(2000
GrADS Process-leel Individual Decoupled | Makespan | Spatial
(Dail etal., 2009
Ranganathan & | Independent | Individual Decoupled | Makespan | Spatial
Foster(2002 Tasks
Kim andWeissman| Independent | Individual Decoupled | Makespan | Spatial
(2003 Tasks
Takefusa, et. | Process-leel Individual Coupled Makespan | Temporal
al (2003
PegasugDeelmanetialiyork ows Individual Decoupled | Makespan | Temporal
2003
Thainetal. (2001)) | Independent | Community | Coupled Makespan | Both
Tasks
Chameleorf2003 | Independent | Individual Decoupled | Makespan | Spatial
Tasks
SPHINX (Inetal., | Work ows Community | Decoupled | QoS Spatial
2003 2004
Gridbus Bro- | Bag-of-Tasks | Individual Decoupled | QoS Spatial
ker(VenugopabndBusyd,  Work-
2005 and Work- | ows
ow (YuandBuyya,
2009

job schedulingand datareplicationpoliciesfor centralandtier modelorganizationof DataGrids
basedon the Grid Datafarm (Tatebeetal., 2002 architecture. Out of the several policies simu-
lated, the authorsestablishthat the combinationof OwnerComputestratgy (job is executedon
the resourcehat containsthe data)for job schedulingalongwith backgroundeplicationpolicies

basedon numberof accessefloadBound-Replicajeor on the nodewith the maximumestimated
performancgAggressive-Replicatigrprovidesthe minimumexecutiontime for ajob.

Similar in intent, Thainetal. (2001 describea meansof creatingl/O communitieswhich are

groupsof CPU resourcesuchas Condorpools clusteredarounda storageresource.The storage

appliancesatis esthedatarequirementsor jobsthatareexecutedon boththe processewithin and

outsidethe community The schedulingstratgy in this work allows for both the datato be staged

to a communitywherethe job is executedandthe job to migrateto a communitywherethe data
requiredis alreadystaged.Thedecisionis madeby the useraftercomparinghe overhead®f either

stagingtheapplicationor replicatingthedata.This is differentto the policiespreviously mentioned

whereinthe replicationprocessis basedon heuristicsand requiresno userintervention. Again,

improving temporalocality of databy replicatingit within acommunityimprovesthe performance.
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Laterin this section,we will look at anothercoupledstratgy proposeddy Phanetal. (2005 that
usesGeneticAlgorithmsasa schedulingheuristic.

Stratgyiesthatdecouplgob submissiorfrom datamovementattempto reducehe datatransfer
time eitherby schedulingthe job closeto or at the sourceof the data, or by accessinghe data
from a replicasite which is closestto the site of computation.Here,the term “close” refersto a
sitewith minimumtransfertime. RanganathaandFoster(2002 proposea decoupledscheduling
architecturdor dataintensve applicationsvhich consistsof 3 componentsthe ExternalScheduler
(ES)thatdecidedo which nodethejobsmustbe submittedthe Local SchedulefLS) on eachnode
thatdecideghe priority of thejobsarriving atthatnodeandthe DatasetScheduleDS) thattracks
the popularityof thedatasetanddecidesvhich datasetso replicateor delete. Throughsimulation,
they evaluatecombinationof 4 job schedulingalgorithmsfor the ES and3 replicationalgorithms
for the DS. Theresultsshav thattheworstperformancas givenby executingajob atthe sourceof
datain theabsenc®f replication. This is because few siteswhich hostthe dataareoverloadedn
this case.The bestperformances given by samejob schedulingstrategy but with datareplication.
A similar stratgyy is proposedn Chameleor{Park andKim, 2003 whereina siteonwhichthedata
hasalreadybeenreplicateds preferredfor submittinga job over onewherethe datais not present.

Most of the stratgjies studiedtry to reducethe malespanor the Minimum CompletionTime
(MCT) of the task which is de ned as the differencebetweenthe time whenthe job was sub-
mitted to a computationaresourceandthe time it completed. Makespanalsoincludesthe time
takento transferthe datato the point of computationif thatis allowed by the schedulingstrateyy.
Takefusaetal. (2003 and Grid Application DevelopmentSoftware (GrADS) project (Dail etal.,
2009 aremakesparschedulershatoperateatthesystenprocesdevel. Schedulingvithin thelatter
is carriedout in threephasesbeforethe execution,thereis aninitial matchingof anapplications
requirementso availableresourcedasedonits performancenodelandthisis calledlaunch-time
scheduling then,theinitial schedulds modi ed duringthe executionto take into accountdynamic
changesn the systemavailability which is called restieduling nally, the co-ordinationof all
scheduless donethroughmeta-sheduling Contracts(Vraalsenetal., 200]) are formedto en-
sureguaranteedxecutionperformanceThemappingandsearchprocedurgresentedby Dail etal.
(2002 forms CandidateMachineGroups(CMG) consistingof availableresourcesvhich arethen
prunedto yield onesuitablegroup perapplication. The mapperthenmapsthe applicationdatato
physicallocationfor this group. Therefore,spatiallocality is primarily exploited. The scheduler
is tightly integratedinto the applicationandworks at the procesdevel. However, the algorithms
arethemselesindependentf the application. Recentwork however hassuggesteaxtendingthe
GrADS schedulingconcepto work ow applicationg Cooperetal., 2004. However, thetreatment
of datastill remainghesame.

Casanwvaetal. (2000 extendthreeheuristicsfor reducingmakespan— Min-Min, Max-Min
and Suferage that were introducedby Mahesvaranetal. (1999 — to considerinput and output
datatransfertimes. Min-Min assigngaskswith theleastmalkesparnto thosenodeswhich will exe-
cutethemthefastesivhereasMax-Min assigngaskswith maximummakesparto fastesexecuting
nodes. Sufferageassigngaskson the basisof how muchthey would “suffer” if they arenot as-
signedto a particularnode. This “sufferage”valueis computedasthe differencebetweenhe best
MCT for ataskon a particularnodeandthe second-bes¥ICT on anothemode. Taskswith higher
sufferagevaluesreceve morepriority. The authorsintroduceanotherheuristic,XSuferage, which
is an extendedversionof Sufferagethattakesinto accountle locality beforeschedulingobs by
consideringMCT onthe clusterlevel. Within XSufferage,ajob is scheduledo a clusterif the le
requiredfor thejob hasbeenpreviously transferredo ary nodewithin the cluster

Kim andWeissman2003 introducea GeneticAlgorithm (GA) basedschedulerfor reducing
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makesparof DataGrid applicationslecomposablato independentasks.Thescheduletargetsan
applicationmodelwhereina large datasets split into multiple smallerdataset@ndthesearethen
processedh parallelon multiple “virtual sites”,whereavirtual siteis consideredo bea collection
of computeresourcesanddataseners. The solutionto the schedulingoroblemis representedsa
chromosomeén which eachgenerepresents taskallocatedto a site. Eachsub-genes associated
with a value that representghe fraction of a datasetassignedo the site andthe whole geneis
associatedavith a value denotingcapability of the site given the fraction of the datasetassigned,
the time taken to transferthesefractionsand the executiontime. The chromosomesre mutated
to form the next generationof chromosomes.At the end of an iteration, the chromosomesre
rankedaccordingo anobjectve functionandtheiterationstopsataprede nedcondition.Sincethe
objective of thealgorithmis to reducethe completiontime, theiterationstendto favour thosetasks
in which the datais processeloseto or atthe point of computatiortherebyexploiting the spatial
locality of datasets.Phanetal. (2005 apply a similar GA basedstratgy, but in their case,data
movementis coupledto job submission.The chromosomehatthey adoptrepresentfob ordering,
assignmentsf jobsto computenodesandtheassignmentf datato replicalocations.At theendof
aspeci ednumberof iterations(100in this case)the GA corvemgesto a nearoptimalsolutionthat
givesajob orderqueuejob assignmentanddataassignmentthatminimize makespan.

While the stratgjiesbeforehave concentratedn independentasksor BoT modelof Grid ap-
plications,PegasugDeelmanretal., 2003 concentratesn reducingmakesparfor work o w-based
applications. The stratgy reducesan abstiact work ow that containsthe order of executionof
componentinto a concetework ow wherethecomponents turnedinto anexecutablgob andthe
locationsof the computationakresourcesandthe dataare speci ed. The abstractwork ow goes
througha procesf reductionwherethe componentsvhoseoutputshave alreadybeengenerated
andenterednto a ReplicaLocation Serviceareremoved from the work o w andsubstitutedwith
the physicallocationof the products. The emphasiss thereforeon the reuseof alreadyproduced
dataproducts.The planningprocesselectsa sourceof dataatrandom thatis, neitherthetemporal
northespatiallocality is exploited.

Otherprojectsaim to achieve differentschedulingobjectves suchasachierzing a speci ¢ QoS
demandedy the application. SPHINX (Schedulingin Parallel for a Heterogeneouthdependent
NetworX) (In etal., 2003 is one suchmiddlevare projectfor schedulingdata-intensie applica-
tions on the Grid. Schedulingwithin SPHINX is basedon a client-serer framewvork in which a
schedulingclientwithin a VO submitsameta-jobasa DirectedAcyclic Graph(DAG) to oneof the
schedulingsenersfor the VO alongwith QoSrequirementsuchasnumberof CPUsrequiredand
deadlineof execution.QoSprivilegesthata userenjoys mayvary with thegroupsheor shebelongs
to. Theseneris allocateda portionof theVVO resourcesindin turn, it reseressomeof thesefor the
job submittedby theclientbasedn theallocatedQoSfor the userandsendghe clientanestimate
of the completiontime. The sener alsoreduceshe DAG by removing taskswhoseoutputsare
alreadypresent.If the client acceptshe completiontime, thenthe sener begins executionof the
reducedAG. Theschedulingstratgy in SPHINX (In etal., 2004 considers/O policiesasafour
dimensionakpacewith the resourcepraovider, resourcepropertiesuserandtime forming eachof
thedimensionsPoliciesareexpressedn termsof quotaswvhich aretuplesformedby valuesof each
dimension.Theptimal resourceallocationfor a userrequesis provided by a linear programming
solutionwhich minimizesthe usageof the userquotason the variousresources.

Data-intensie applicationschedulingwithin the Gridbus Broker (VenugopabndBuyya, 2005
is carriedout on the basisof QoSfactorssuchasdeadlineandbudget. The executionmodelin this
work is thatof parametesweepor Bagof Tasks,eachof which depend®n multiple data les each
replicatedon multiple dataresources.The schedulingalgorithmtries to minimize the economic
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Figure12: Mappingof DataGrid OrganizationTaxonomyto DataGrid Projects.

objective by incrementallybuilding resourcesetsconsistingof onecomputeresourcdor executing
thejob andonedatasiteeachfor eachle thatneeddo beaccessetly thejob. Theschedulertself
performsno replicationof datain this case.Schedulingof work o ws is supportedy the Gridbus
Work ow Engine(Yu andBuyya 2004 which otherwisehassimilar propertieswith respecto the
schedulingof dataintensve applications.

5 Discussion

Figures12 — 16 pictorially representhe mappingof the systemshatwere analysedn Section4
to the taxonomy Eachof the boxes at the “leaves” of the taxonomy“branches”containsthose
systemghat exhibit the propertyat theleaf. A box containing“(All)” impliesthatall the systems
studiedsatisfythe propertygivenby the correspondindeaf. Fromthe gures it canbeseerthatthe
taxonomyis shavn to be completewith respecto the systemsstudiedaseachof themcanbefully
describedy the cateyorieswithin thistaxonomy

Figure 12 shavs the organizationataxonomyannotatedvith the DataGrid projectsthatwere
studiedin Section4.1 As canbeseenfrom the gure, currentscienti c DataGrids mostlyfollow
the hierarchicalbr the federatednodelsof organizationbecause¢he datasourcesarefew andwell-
establishedThesedatasourcesaregenerallymassstoragesystemdrom which datais transferred
outas les or dataset$o otherrepositoriesFroma socialpointof view, suchDataGridsareformed
by establishingcollaborationdbetweerresearchersom the samedomain. In suchcasesary new
participantswilling to join or contritute have to be partof the particularscienti c communityto be
inductedinto thecollaboration.

Themappingof variousDataGrid transportmechanismstudiedin Section4.2to theproposed
taxonomyis shavn in Figure 13. Therequiremento transferlarge datasetfiasled to the develop-
mentof high-speedlow lateny transferprotocolssuchasGridFTPwhich s rapidly becomingthe
default transferprotocolfor all DataGrid projects.While FTP is alsousedwithin certainprojects
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for datawith lessersizeandsecurityconstraintsandSRBI/O is applicablen ary SRBinstallation,
IBP andKangaroacarenotdeplg/edin existing DataGrids. Thisis dueto thefactthatthelatterare
researclprojectsratherthanproductsanddo not meetall requirementsf a DataGrid ervironment.

Figuresl4 and15 shav mappingof the datareplicationsystemsoveredin Sections4.3to the
replicaarchitectureandstratgy taxonomy The hierarchicaimodelof the HEP experimentsn Fig-
ure 12 hasmotivatedthe developmentof tree-structuredeplicationmechanismshataredesigned
to betop-davn in termsof organizationanddatapropagation.Many of the projectsthat have fol-
lowedthefederationrmodelhave usedSRBwhich offersmore e xibility in the organizatiormodel
of replicasites. SRBis alsousedby mary HEP experimentssuchasBelle andBaBarbut con g-
uredasa hierarchyof sites. Currently massve datasetsre beingreplicatedstatically by project
administratorsn selectlocationsfor all the projectsandintelligentanddynamicreplicationstrate-
gieshave notyet found a placein productionDataGrids. The staticreplicationstratgy is guided
by the objectie of increasindocality of datasetsMost resourceallocationandschedulingefforts,
especiallythosethatinvolve couplingof replicationto job submissionfollow similar stratgiesto
reducemakespan. This can be inferred from Figure 16 which illustratesmappingof scheduling
effortsto thetaxonomy

DataGrid technologiesreonly beaginningto beemplo/edin productionenvironmentsandare
still evolving to meetpresentandfuturerequirementsSomeof thenew developmentsn areassuch
asreplicationandresourceallocationand schedulinghave alreadybeencoveredin Section4. In
thenext subsectionywe will look attheemepging trendsandhow thesewill drive evolution of Data
Grid technologies.
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5.1 FutureTrends

Four trendsthat will drive innovation within Data Grids are: Increasedcollaboration,Service-
orientedarchitecture$SOAs), Market mechanismandEnterprisegequirementsThekey properties
of eachof the constituentechnologiesidenti ed within thetaxonomy thatarerequiredto realize
thisinnovationis discussedh detailbelov andsummarizedn Table7. However, it is importantto
notethatthis doesnot excludeothercharacteristicerom consideration.

IncreasedCollabomtion: While Data Grids are built aroundVOs, currenttechnologiesio not
provide much of the capabilitiesrequiredfor enablingcollaborationbetweenparticipants.
For example,the tree structureof mary replicationmechanismsnhibits direct copying of
databetweenparticipantsthat resideon differentbranches.Replicationsystemstherefore,
will follow hybrid topologiesthat involve peerto-peerlinks betweendifferentbranchedor
enhancedollaboration Exchangef datashouldbeaccompanietdy enhancedecurityguar
antees.Therefore this motivatesthe useof ne-grainedaccessontrolsthroughoutthe sys-
tem.

Sincecommunitiesare formed by pooling of resourcedy participantsresourceallocation
mustensurefair shareso everyone. This requirescommunity-basedchedulerghat assign
gquotado eachof theusersbasedn prioritiesandresourcevailability. Individualusersched-
ulersshouldthensubmitjobstakinginto accountheassignedjuotasandcouldnegotiatewith
the centralschedulefor quotaincreaseor changen priorities. It couldalsobe ableto swap
or reducequotasn orderto gainresourcesharein thefuture. Usersareableto planaheador
futureresourceequirementdy advanceresenration of resources.

Service-Orientedrchitectue: An importantelementwithin Web (or Grid) serviceds the ability
for servicego becomposeaf otherservicesdy building on standargrotocolsandinvocation
mechanismsThis is the key differencebetweenan SOA (PapazoglowandGeogalopoulos
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Table7: FutureTrendsandKey Characteristics.

Trend Organization Transport Replication Scheduling
Collabora- | Hybrid models Fine-grained | Hybrid topology | Community
tion access Active metadata,
ReplicaPublication
SQA Autonomic Manage-| Overlay net-| Open Protocols, Ac- | Work ow
ment works, Fault | tive metadata,Popu-| models,QoS
Tolerance larity and Economic-
basedeplication
Market Interdomain sys-| Fault Toler | Decentralized Prot, QoS
tems, Economic & | ance model, Dynamic
Reputation-based and Economy-based
VOs, Autonomic Replication
Management
Enterprise | Regulated,Economic| Security Active metadata, Work ow
Require- & Reputation-based Replica update,| models,QoS
ments VOs Preserationstratgy

2003 andatraditionalclient-serer architectureThehighlevel of transparencwithin SOQAs
requiresgreaterreliability guaranteeghatimpactall of the consituentechnologiesService
disruptionsshouldbe accountedor andquickly recoveredfrom. This requirescleanfailure
modelsandtransparenservicemigration capabilitiesthat canbe realisedby implementing
autonomicsystemmanagemenin serviceGrids. Servicecompositionalsorequiresselect-
ing theright serviceswith the requiredQoS parameters.This impactsboth replicationand
resourceallocationandleadsto diversi cation of objective functionsandstratgjiesfrom the
currentstaticmethods.

As discussedh Section2, themajorfocusontherealisatiorof SQAs in Gridsbeganwith the
introductionof the OGSA. To realisethe requirement®f OGSA, the Web ServiceResource
Framevork (WSRF) (Fosteretal., 2005 speci cation hasbeenadoptedby the Grid stan-
dardscommunity GlobusToolkit versiord.0(Foster 2005 andWSRENET (Humphre etal.,
2009 aretwo implementationsf the WSRFthatprovide thebasicinfrastructurerequiredfor
Grid servicesHowever, servicecompositionin Gridsis currentlyawork in progressandwill
only beaidedby theongoingstandardisatioefforts atthe GGF

Market medanismsTheincreasingoopularityof DataGridsasasolutionfor large-scaleomputa-

tionalandstoragegoroblemswill leadto entryof commerciakesourcerovidersandtherefore,
will leadto market-orientedvOs whereindemand-and-supplyatternsdecidethe price and

availability of resources.This alsoprovidesincentve for contentownersto offer their data

for consumptioroutsidespeci ¢ domainsand opensup mary interestingnew applications.
SuchVOsarelikely to have abroadinterdomainscopeandconsumersvill be ableto access
domain-speci cserviceshy buying themoff competingserviceproviders.

Fromthepreviousdiscussionit canbe seenthatmarket mechanismsvill bebasedn SQAs.
Additionally, resourceallocationandreplicationpolicies needto be guidedby utility func-
tionsdrivenby pro t andatthesameime satisfyuserde ned servicequality parametersiAn
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exampleis a dynamicsystempresentedy Lin (2005 thattakesinto accountcostof data
movement.

EnterpriserequitmentEnterprisesilreadyhave productionsystemsn placethathandlebusiness
functionsusing distributed data. However, the amountof datathat hasto be retainedand
manipulatechasbeengrowing by leapsand bounds. Also, with storagedevices even with
terabytecapacitybeingcommaoditizedthe challengenow is to organizemassie volumesof
datato enabletime-boundextractionof usefulinformation.

DataGridsthatprovide asolutionto theseproblemsalsoneedto take into accounthestricter
reliability andsecurityrequirement enterprisecomputing.Supporfor transactiorprocess-
ing is requiredto provided consistentomputatiormodelsin enterprisesAnotherchallenge
is to extendthe existing Grid mechanismsuchasreplication,datatransferand scheduling
to work with new datasourcessuchasdistributed databasefoundin businesse¢Magovan,

2003.

6 Summary and Conclusion

In this paper we have studied characterisedndcateyorisedserseral aspectof DataGrid systems.
DataGridshave severaluniquefeaturessuchaspresencef applicationswith heary computingre-

quirementsgeographically-ditibuted andheterogeneoussourcesinderdifferentadministratre

domainsandlarge numberof userssharingtheseresourcesind wantingto collaboratewith each
other We have enumeratedereral characteristicsvhere Data Grids sharesimilarities with, and

are differentfrom, other distributed data-intensie paradigmssuchas contentdelivery networks,

peerto-peemetworks anddistributeddatabases.

Furtheron, we focuson the architectureof the Data Grids andthe fundamentalrequirements
of datatransportmechanismgdatareplicationsystemsandresourceallocationandjob scheduling.
We have developedtaxonomiedor eachof theseareado classifythe commonapproacheandto
provide a basisfor comparisorof DataGrid systemsandtechnologiesWe thencomparesomeof
the representate systemsn eachof theseareasand cateyorize themaccordingto the respecire
taxonomies.In doing so, we have gainedaninsightinto the architecturesstratgyiesandpractices
that are currently followed within Data Grids. Also, throughour characterisatiorye have also
beenableto discorer someof the shortcomingsandidentify gapsin the currentarchitecturesand
systemsTheserepresensomeof thedirectionsthatcanbefollowedin thefuture by researcherm
thisarea.Thus,this papedaysdown acomprehense classi cationframenork thatnotonly senes
asatool to understandinghis complex areabut alsopresents referenceo which future efforts can
bemapped.

ToconcludeDataGridsarebeingadoptedvidely for sharingdataandcollaboratvely managing
andexecutinglarge-scalescienti ¢ applicationsthat procesdarge datasetslistributed aroundthe
world. However, moreresearcmeedso be undertaknin termsof scalability interoperabilityand
datamaintainabilityamongothers beforeDataGrids cantruly becomehe preferrednfrastructure
for suchapplications But, solvingtheseproblemscreateghe potentialfor DataGridsto evolve to
becomeself-oganizedandself-containedandthus, creatingthe next generatiorinfrastructurefor
enablingusergo extractmaximumutility out of the volumesof availableinformationanddata.
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