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Abstract

DataGridshavebeenadoptedasthenext-generationplatformby many scienti�c communi-
tiesthatneedto share,access,transport,processandmanagelargedatacollectionsdistributed
worldwide. They combinehigh-endcomputingtechnologieswith high-performancenetwork-
ing andwide-areastoragemanagementtechniques.In this paper, we discussthekey concepts
behindDataGridsandcomparethemwith otherdatasharinganddistribution paradigmssuch
ascontentdeliverynetworks,peer-to-peernetworksanddistributeddatabases.Wethenprovide
comprehensive taxonomiesthatcover variousaspectsof architecture,datatransportation,data
replicationandresourceallocationandscheduling.Finally, we maptheproposedtaxonomyto
variousDataGrid systemsnotonly to validatethetaxonomybut alsoto identify areasfor future
exploration.

1 Intr oduction

Thenext-generationof scienti�c applicationsin domainsasdiverseashigh-energy physics,molec-
ular modelingandearthsciencesinvolve theproductionof largedatasetsfrom simulationsor from
large-scaleexperiments.Analysisof thesedatasetsandtheir disseminationamongresearcherslo-
catedover a wide geographicarearequireshigh capacityresourcessuchassupercomputers,high
bandwidthnetworks andmassstoragesystems.Collectively, theselarge scaleapplicationshave
cometo beknown aspartof e-Science(Hey andTrefethen, 2002), adisciplinethatenvisagesusing
high-endcomputing,storage,networking andWebtechnologiestogetherto facilitatecollaborative,
data-intensive scienti�c research1. However, thisrequiresnew paradigmsin Internetcomputingthat
addressissuessuchasmulti-domainapplications,co-operationandco-ordinationof resourceown-
ersandblurring of systemboundaries.Grid computing(FosterandKesselman, 1999) is onesuch
paradigmthatproposesaggregatinggeographically-distributed, heterogeneouscomputing,storage
andnetwork resourcestoprovideuni�ed, secureandpervasiveaccessto theircombinedcapabilities.
SuchaggregationsarealsocalledGrids.

DataGrids(Chervenaketal., 2000; Hoscheket al., 2000) primarily dealwith providing services
andinfrastructurefor distributeddata-intensive applicationsthatneedto access,transferandmodify
massive datasetsstoredin distributedstorageresources.For usersto derive maximumbene�tsout
of the infrastructure,the following capabilitiesareneeded:(a) ability to searchthroughnumerous

1alsoknown ase-Researchwith theinclusionof digital librariesandthehumanitiescommunity.
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availabledatasetsfor therequireddatasetandto discover suitabledataresourcesfor accessingthe
data,(b) ability to transferlarge-sizeddatasetsbetweenresourcesin asshorta time aspossible,
(c) ability for usersto managemultiple copiesof their data,(d) ability to selectsuitablecompu-
tationalresourcesandprocessdataon themand(e) ability to manageaccesspermissionsfor the
data. Contentdelivery networks, peer-to-peer�le-sharing networks anddistributeddatabasesare
someof theotherparadigmswith similar requirementsfor supportinga distributeddata-intensive
infrastructure.In thenext section,we provide a generaloverview andsystematiccharacterization
of DataGrids anda thoroughexaminationof their differencesfrom the distributeddata-intensive
mechanismsmentionedbefore.

Therapidemergenceof DataGridsin scienti�c andcommercialsettingshasled to a varietyof
systemsoffering solutionsfor dealingwith distributeddata-intensive applications.Unfortunately,
this hasalsoled to dif�culty in evaluatingthesesolutionsbecauseof theconfusionin pinpointing
their exact target areas.The taxonomyprovided in section3 breaksdown the overall researchin
Data Grids into specialisedareasand categorizeseachof them in turn. The following section,
section4 thensurveys somerepresentative projectsandpublicationsandclassi�esthemaccording
to thetaxonomy.

A few studieshave investigatedandsurveyed Grid researchin the recentpast. Krauteret al.
(2002) presenta taxonomyof various Grid resourcemanagementsystemsthat focuseson the
generalresourcemanagementarchitecturesandschedulingpolicies. Speci�cally for DataGrids,
BunnandNewman(2003) provide an extensive survey of projectsin High Energy Physicswhile
Qin andJiang(2003) producea compilationthat concentratesmoreon the constituenttechnolo-
gies. MooreandMerzky (2002) identify functional requirements(featuresand capabilities)and
componentsof a persistentarchival system. In contrastto thesepapers,Finkelsteinet al. (2004)
spellout requirementsfor DataGridsfrom a softwareengineeringperspective andelaborateon the
impactthat thesehave on architecturalchoices.A similar characterisationhasbeenperformedby
Mattmannet al. (2005). The work in this paper, however, concentrateson issuespertainingto all
data-intensive applicationenvironmentsincludingDataGrids. It providesamoredetailedandcom-
pleteunderstandingof DataGrids and its underlyingtechnologiesthroughmultiple perspectives
includingresourceallocation,datamanagementanduserrequirements.

Themainobjective of this paper, therefore,is to delineatevery clearly theuniquenessof Data
Grids from othersimilar paradigmsandprovide a basisfor categorisingpresentandfuturedevel-
opmentsin thisarea.Thispaperalsoaimsto provide readerswith anunderstandingof theessential
conceptsof this rapidly changingresearchareaandhelpsthemidentify importantandoutstanding
issuesfor furtherinvestigation.

2 Overview

2.1 Terms and De�nitions

A dataintensive computingenvironmentconsistsof applicationsthatproduce,manipulateor anal-
ysedatain therangeof hundredsof MegaBytes(MB) to PetaBytes(PB)andbeyond(Mooreetal.,
1998). The datais organisedascollectionsor datasetsandare typically storedon massstorage
systems(alsocalledrepositories) suchastapelibrariesor diskarrays.Thedatasetsareaccessedby
usersin differentlocationswho maycreatelocal copiesor replicasof thedatasetsto reducelaten-
ciesinvolvedin wide-areadatatransfersandtherefore,improve applicationperformance.A replica
maybea completeor a partialcopy of theoriginal dataset.A replicamanagementsystemor data
replicationmechanismallows usersto create,registerandmanagereplicasandmayalsoupdatethe
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replicasif theoriginaldatasetsaremodi�ed. Thesystemmayalsocreatereplicason its own guided
by replicationstrategiesthat take into accountcurrentandfuturedemandfor thedatasets,locality
of requestsandstoragecapacityof therepositories.Metadata, or “dataaboutdata”,is information
thatdescribesthedatasetsandcouldconsistof attributessuchasname,timeof creation,sizeondisk
andtimeof lastmodi�cation. Metadatamayalsocontainspeci�c informationsuchasdetailsof the
processthatproducedthedata.A replicacatalog containsinformationaboutlocationsof datasets
andassociatedreplicasandthe metadataassociatedwith thesedatasets.Usersquerythe catalog
usingmetadataattributesto conductoperationssuchaslocatingthenearestreplicaof a particular
dataset.

In thecontext of Grid computing,any hardwareor softwareentitysuchassupercomputers,stor-
agesystemsor applicationsthataresharedbetweenusersof a Grid is calleda resource. However,
for the restof this paperandunlessotherwisestated,the term resourcemeanshardwaresuchas
computersor storagesystems.Resourcesarealsonodesin the network andhence,we usethese
termsinterchangeably. The network-enabledcapabilitiesof the resourcesthat canbe invoked by
users,applicationsor otherresourcesarecalledservices.

2.2 Data Grids

A DataGrid providesservicesthathelpusersdiscover, transferandmanipulatelargedatasetsstored
in distributedrepositoriesandalso,createandmanagecopiesof thesedatasets.At theminimum,a
DataGrid providestwo basicfunctionalities:ahigh-performance,reliabledatatransfermechanism,
anda scalablereplicadiscovery andmanagementmechanism(Chervenaketal., 2000). Depending
on applicationrequirements,variousotherservicesneedto be provided. Examplesof suchser-
vices includeconsistency managementfor replicas,metadatamanagementanddata�ltering and
reductionmechanism.All operationsin a DataGrid aremediatedby a securitylayer thathandles
authenticationof entitiesandensuresconductof only authorizedoperations.

Anotheraspectof aDataGrid is to maintainsharedcollectionsof datadistributedacrossadmin-
istrative domains.Thesecollectionsaremaintainedindependentof theunderlyingstoragesystems
andareable to includenew siteswithout major effort. More importantly, it is requiredthat the
dataandinformationassociatedwith datasuchasmetadata,accesscontrolsandversionchanges
bepreservedevenin thefaceof platformchanges.Theserequirementsleadto theestablishmentof
persistentarchival storage(Mooreetal., 2005).

Figure1 shows a high-level view of a worldwide DataGrid consistingof computationaland
storageresourcesin differentcountriesthatareconnectedby high speednetworks. Thethick lines
show high bandwidthnetworks linking the major centresandthe thinnerlines arelower capacity
networksthatconnectthelatterto their subsidiarycentres.Thedatageneratedfrom aninstrument,
experimentor a network of sensorsis storedin its principal storagesite andis transferredto the
other storagesitesaroundthe world on requestthroughthe datareplicationmechanism.Users
querytheir local replicacatalogto locatedatasetsthat they require. If they have beengrantedthe
requisiterightsandpermissions,the datais fetchedfrom the repositorylocal to their area,if it is
presentthere;otherwiseit is fetchedfrom a remoterepository. The datamay be transmittedto a
computationalsitesuchasaclusteror asupercomputerfacility for processing.After processing,the
resultsmaybesentto avisualisationfacility, asharedrepositoryor to thedesktopsof theindividual
users.

A DataGrid, therefore,providesa platform throughwhich userscanaccessaggregatedcom-
putational,storageandnetworking resourcesto executetheir data-intensive applicationson remote
data.It promotesarich environmentfor usersto analysedata,sharetheresultswith theircollabora-
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Figure1: A High-Level view of aDataGrid.

torsandmaintainstateinformationaboutthedataseamlesslyacrossinstitutionalandgeographical
boundaries.Oftencitedexamplesfor DataGridsaretheonesbeingsetup for analysingthehuge
amountsof datathatwill begeneratedby theCMS(CompactMuonSolenoid),ATLAS (A Toroidal
LHC AppratuS),ALICE (A LargeIon ColliderExperiment)andLHCb (LHC beauty)experiments
at theLargeHadronCollider (LHC) (Lebrun, 1999) at CERNwhenthey will begin productionin
2007. TheseDataGridswill involve thousandsof physicistsspreadover hundredsof institutions
worldwideandwill bereplicatingandanalysingterabytesof datadaily.

Resourcesin aGrid areheterogeneousin termsof operatingenvironments,capabilityandavail-
ability andare underthe control of their own local administrative domains. Thesedomainsare
autonomousandretaintherights to grantusersaccessto theresourcesundertheir control. There-
fore, Gridsareconcernedwith issuessuchas: sharingof resources,authenticationandauthoriza-
tion of entities,andresourcemanagementandschedulingfor ef�cient andeffective useof available
resources.Naturally, DataGrids sharethesegeneralconcerns,but have their own uniquesetof
characteristicsandchallengeslistedbelow:

MassiveDatasets:Data-intensive applicationsarecharacterisedby thepresenceof largedatasets
of thesizeof Gigabytes(GB) andbeyond. For example,theCMS experimentat theLHC is
expectedto produce1 PB (1015 bytes)of RAW dataand2 PB of eventsummarydata(ESD)
annuallywhen it begins production(Holtmanet al., 2001). Resourcemanagementwithin
DataGridsthereforeextendsto minimizing latenciesof bulk datatransfers,creatingreplicas
throughappropriatereplicationstrategiesandmanagingstorageresources.

SharedDataCollections:Resourcesharingwithin DataGridsalsoincludes,amongothers,sharing
distributeddatacollections.For example,participantswithin ascienti�c collaborationwould
want to usethe samerepositoriesas sourcesfor dataand for storing the outputsof their
analyses.
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Uni�ed Namespace:The datain a DataGrid sharethe samelogical namespacein which every
dataelementhasa uniquelogical �lename. The logical �lename is mappedto oneor more
physical�lenamesonvariousstorageresourcesacrossaDataGrid.

AccessRestrictions:Usersmightwish to ensurecon�dentiality of theirdataor restrictdistribution
to closecollaborators. Authenticationand authorizationin Data Grids involves coarseto
�ne-grainedaccesscontrolsovershareddatacollections.

However, certaincharacteristicsof DataGridsarespeci�c to theapplicationsfor whichthey are
created.For example,for astrophysicsor highenergy physicsexperiments,theprincipalinstrument
suchasa telescopeor a particleacceleratoris thesinglesiteof datageneration.Thismeansthatall
datais writtenatasinglesite,andthenreplicatedto othersitesfor readaccess.Updatesto thesource
are propagatedto the replicaseither by the replicationmechanismor by a separateconsistency
managementservice.

A lot of challengesin Grid computingrevolve aroundproviding accessto different typesof
resources.Foster, KesselmanandTuecke (2001) have proposeda Grid architecturefor resource
sharingamongdifferententitiesbasedaroundtheconceptof Virtual Organizations(VOs). A VO is
formedwhendifferentorganisationspool resourcesandcollaboratein orderto achieve a common
goal.A VO de�nestheresourcesavailablefor theparticipantsandtherulesfor accessingandusing
theresourcesandtheconditionsunderwhichtheresourcesmaybeused.Resourcesherearenot just
compute,storageor network resources,they mayalsobesoftware,scienti�c instrumentsor business
data. A VO alsoprovidesprotocolsandmechanismsfor applicationsto determinethe suitability
andaccessibilityof availableresources.In practicalterms,aVO maybecreatedusingmechanisms
suchasCerti�cate Authorities(CAs) andtrustchainsfor security, replicamanagementsystemsfor
dataorganisationandretrieval andcentralisedschedulingmechanismsfor resourcemanagement.

Theexistenceof VOsimpactsthedesignof DataGrid architecturesin many ways.For example,
aVO maybestandaloneor maybecomposedof ahierarchyof regional,nationalandinternational
VOs.In thelattercase,theunderlyingDataGrid mayhaveacorrespondinghierarchyof repositories
andthereplicadiscoveryandmanagementsystemwill bestructuredaccordingly. Moreimportantly,
sharingof datacollectionsis guidedby therelationshipsthatexist betweentheVOsthatown each
of thecollections.In subsequentsections,wewill look athow DataGridsaredifferentiatedby such
designchoicesandhow theseaffectunderlyingtechnologies.

2.3 Layered Ar chitecture

The componentsof a Data Grid can be organisedin a layeredarchitectureas shown in Figure
2. This architecturefollows from similar de�nitions given by Fosteretal. (2001) andBaker et al.
(2002). Eachlayerbuilds on theservicesofferedby the lower layer in additionto interactingand
co-operatingwith componentsandthesamelevel (eg. Resourcebroker invokingVO tools).Wecan
describethelayersfrom bottomto topasbelow:

� Grid Fabric: Consistsof thedistributedcomputationalresources(clusters,supercomputers),
storageresources(RAID arrays,tapearchives)andinstruments(telescope,accelerators)con-
nectedby high-bandwidthnetworks. Eachof the resourcesruns systemsoftware suchas
operatingsystems,job submissionandmanagementsystemsandrelationaldatabasemanage-
mentsystems(RDBMS).

� Communication: Consistsof protocolsusedto queryresourcesin theGrid Fabriclayerandto
conductdatatransfersbetweenthem. Theseprotocolsarebuilt on corecommunicationpro-
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Figure2: A LayeredArchitecture.

tocolssuchasTCP/IPandauthenticationprotocolssuchasPKI (PublicKey Infrastructure),
passwordsor SSL(SecureSocketsLayer).Thecryptographicprotocolsallow veri�cation of
users'identitiesandensuresecurityandintegrity of transferreddata.Thesesecuritymecha-
nismsform part of theGrid SecurityInfrastructure(GSI) (Fosteretal., 1998). File transfer
protocolssuchasGridFTP(Grid File TransferProtocol),amongothers,provide servicesfor
ef�cient transferof databetweentwo resourcesontheDataGrid. Application-speci�coverlay
structuresprovideef�cient searchandretrieval capabilitiesfor distributeddataby maintaining
distributedindexes.

� DataGrid Services: Providesservicesfor managingandprocessingdatain aDataGrid. The
corelevel servicessuchasreplication,datadiscoveryandjob submissionprovide transparent
accessto distributeddataandcomputation.User-level servicessuchasresourcebrokering
(selectionof resourcesfor auserbasedonhisrequirements)andreplicamanagementprovide
mechanismsthatallow for ef�cient resourcemanagementhiddenbehindinituitivecommands
andAPIs(ApplicationProgrammingInterfaces).VO toolsprovideeasywayto performfunc-
tions suchasaddingnew resourcesto a VO, queryingthe existing resourcesandmanaging
users'accessrights.

� Applications: Speci�c servicescaterto usersby invoking servicesprovided by the layers
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below andcustomisingthemto suit thetargetdomainssuchashigh energy physics,biology
andclimatemodelling.Eachdomainprovidesafamiliar interfaceandaccessto servicessuch
asvisualisation.Portalsareweb interfacesthatprovide single-pointaccessto availableVO
servicesand domain-speci�capplicationsand tools. Collaboratories(Kouzesetal., 1996)
have similar intentandalsoprovide applicationsthatallow usersto conductjoint operations
with their colleagues.

ThesecuritylayerandDataGrid servicesprovide applicationsuniform accessto resourcesin the
Fabriclayerwhile abstractingoutmuchof theinherentcomplexity andheterogeneity. Formationof
VOsrequiresinteroperabilitybetweentheresourcesandcomponentsthatareprovidedby different
participants.Thismotivatestheuseof standardprotocolsandserviceinterfacesfor informationex-
changeamongVO entities.Serviceinterfacesthemselveshaveto beseparatedfrom implementation
detailsandhaveto bedescribedin language-andplatform-independent format.Realizationof these
requirementshaveledtheGrid computingresearchcommunity, throughforumssuchasGlobalGrid
Forum(GGF),to adoptanew OpenGrid ServicesArchitecture(OGSA)(Fosteretal., 2002) thatis
basedon theemerging Webservicesparadigm.Webservicesareself-contained,statelesscompo-
nentsthatusestandardmechanismsfor representationandexchangeof data.OGSAbuildson Web
servicepropertiessuchasvendorandplatform neutralservicede�nition usingXML (eXtensible
MarkupLanguage)(Bray etal., 2004) andstandardcommunicationprotocolssuchasSOAP (Sim-
ple ObjectAccessProtocol)to createGrid services. Grid servicesarestandardizedWeb service
interfacesthatprovideGrid capabilitiesin asecure,reliableandstatefulmanner. Grid servicesmay
alsobe potentiallytransientandserviceinstancessupportservicelifetime managementandstate
noti�cation. OGSA utilizes standardWeb servicemechanismsfor discovering andinvoking Grid
services.

TheOGSADataServices(Fosteret al., 2003) dealwith accessingandmanagingdataresources
in a Grid environment. A data serviceimplementsoneor moreof a setof basicinterfacesthat
describethe dataandprovide operationsto manipulateit. The samedatacanbe representedin
many waysby differentdataservicesthatimplementdifferentsetof operationsanddataattributes.
This abstractview of datacreatedby a dataserviceis termeddata virtualisation. Subsequentef-
forts throughtheDataAccessandIntegrationServicesWorking Group(DAIS-WG) at GGF have
produceda setof moreconcretestandards(Antoniolettiet al., 2005) for representingdatathrough
services. While thesestandardsprovide the consumersof theseservicesthe advantageof being
isolatedfrom theinnerworkingsof DataGrids,theactualwork of transferringandmanagingdata
is doneby theunderlyingor coremechanismssuchasdatatransport,datareplicationandresource
management.Thetaxonomysectionfocuseson thesecoremechanismsasthesede�ne thecapabil-
itiesof aDataGrid.

2.4 RelatedData-IntensiveResearch Paradigms

Threerelateddistributeddata-intensive researchareasthatsharesimilarrequirements,functionsand
characteristicsaredescribedbelow. Thesehave beenchosenbecauseof thesimilar propertiesand
requirementsthatthey sharewith DataGrids.

2.4.1 Content Delivery Network

A ContentDeliveryNetwork (CDN) (Davison, 2001; Dilley etal., 2002) consistsof a“collectionof
(non-origin)serversthatattemptto of�oad work from origin serversby deliveringcontenton their
behalf” (Krishnamurthyetal., 2001). Thatis, within aCDN, client requestsaresatis�edfrom other
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serversdistributedaroundthe Internet(alsocallededgeservers) that cachethe contentoriginally
storedat thesource(origin) server. A client requestis reroutedfrom themainserver to anavailable
server closestto the client likely to host the contentrequired(Dilley etal., 2002). This is done
by providing a DNS (DomainNameSystem)server that resolves the client DNS requestto the
appropriateedgeserver. If the latter doesnot have the requestedobject thenit retrieves the data
from the origin server or anotheredgeserver. The primary aims of a CDN are, therefore,load
balancingto reduceeffectsof suddensurgesin requests,bandwidthconservationfor objectssuchas
mediaclips andreducingtheround-triptime to serve thecontentto theclient. CDNsaregenerally
employedby WebcontentprovidersandcommercialproviderssuchasAkamaiInc., SpeederaInc.
andIntelliDNS Inc. have built dedicatedinfrastructureto serve multiple clients. However, CDNs
haven't gainedwideacceptancefor datadistributionbecauseof therestrictedmodelthatthey follow.
Also, currentCDN infrastructuresareproprietaryin natureandownedcompletelyby theproviders.

2.4.2 Peer-to-Peer Network

Peer-to-peer(P2P)networks(Oram, 2001) areformedby adhocaggregationof resourcesto form
a decentralisedsystemwithin which eachpeeris autonomousanddependson otherpeersfor re-
sources,information and forwarding requests.The primary aims of a P2Pnetwork are: to en-
surescalabilityandreliability by removing thecentralisedauthority, to ensureredundancy, to share
resourcesand to ensureanonymity. An entity in a P2Pnetwork can join or leave anytime and
therefore,algorithmsand strategies have to be designedkeepingin mind the volatility and re-
quirementsfor scalabilityandreliability. P2Pnetworks have beendesignedandimplementedfor
many target areassuchascomputeresourcesharing(e.g. SETI@Home(Andersonetal., 2002),
ComputePowerMarket (BuyyaandVazhkudai, 2001)), contentand�le sharing(Napster, Gnutella,
Kazaa(Choon-Hoonget al., 2005)) andcollaborative applicationssuchasinstantmessengers(Jab-
ber(JabberProject, 2005)). Milojicic etal. (2002) presenta detailedtaxonomyandsurvey of peer-
to-peersystems.Hereweareconcernedmostlywith contentand�le-sharingP2Pnetworksasthese
involve datadistribution. Suchnetworkshave mainly focusedon creatingef�cient strategiesto lo-
cateparticular�les within a groupof peers,to provide reliabletransfersof such�les in thefaceof
high volatility andto managehigh loadcauseddueto demandfor highly popular�les. Currently,
majorP2Pcontentsharingnetworksdonotprovide anintegratedcomputationanddatadistribution
environment.

2.4.3 Distributed Databases

A distributed database(DDB) (Ceri andPelagatti, 1984; OzsuandValduriez, 1999) is a logically
organisedcollectionof datastoredat differentsitesof a computernetwork. Eachsite hasa de-
greeof autonomy, is capableof executinga localapplication,andalsoparticipatesin theexecution
of a global application. A distributed databasecan be formed either by taking an existing sin-
gle sitedatabaseandsplitting it over differentsites(top-down approach)or by federatingexisting
databasemanagementsystemssothatthey canbeaccessedthroughauniform interface(bottom-up
approach) (ShethandLarson, 1990). The latter arealsocalledmultidatabasesystems.Varying
degreesof autonomyarepossiblewithin DDBs rangingfrom tightly-coupledsitesto completesite
independence.Distributeddatabaseshave evolved to serve theneedsof large organisationswhich
needto remove the needfor a centralisedcomputercentre,to interconnectexisting databases,to
replicatedatabasesto increasereliability andto addnew databasesasnew organisationalunitsare
added.This technologyis very robust. It providesdistributed transactionprocessing,distributed
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queryoptimisationandef�cient managementof resources.However, thesesystemscannotbeem-
ployedin their currentform at thescaleof DataGridsenvisionedasthey have strongrequirements
for ACID (Atomicity, Consistency, IsolationandDurability) properties(GrayandReuter, 1993) to
ensurethatthestateof thedatabaseremainsconsistentanddeterministic.

2.5 Analysisof Data-IntensiveNetworks

This sectioncomparesthe data-intensive paradigmsdescribedin the previous sectionswith Data
Grids in orderto bring out theuniquenessof the latterby highlight the respective similaritiesand
differences.Also, eachof theseareashave their own maturesolutionswhich maybeapplicableto
the sameproblemsin DataGrids eitherwholly or with somemodi�cation basedon the differing
propertiesof thelatter. Thesepropertiesaresummarisedin Table1 andareexplainedbelow:

Purpose- Consideringthepurposeof thenetwork, it is generallyseenthatP2Pcontentsharing
networksarevertically integratedsolutionsfor a singlegoal(for example,�le-sharing). CDNsare
dedicatedto cachingweb contentso that clientsareable to accessit faster. DDBs areusedfor
integratingexistingdiversedatabasesto provide auniform,consistentinterfacefor queryingand/or
for replicatingexisting databasesfor increasingreliability or throughput.In contrastto thesesingle
purposenetworks,DataGrids areprimarily createdfor enablingcollaborationthroughsharingof
distributedresourcesincludingdatacollectionsandsupportvariousactivities includingdatatransfer
andcomputationoverthesameinfrastructure.Theoverallgoalis to bringtogetherexistingdisparate
resourcesin orderto obtainbene�tsof aggregation.

Aggregation- All thenetworksareformedby aggregatingindividualnodesto form adistributed
system.Theaggregationcanbecreatedthroughanad hocprocesswhereinnodessubscribeto the
network without prior arrangementsor a speci�c processwherethey are broughttogetherfor a
particularpurpose.Theaggregationcanbestableor dynamic. P2Pnetworks,by de�nition, aread
hoc in naturewith nodesenteringandleaving at will. A CDN provider createsthe infrastructure
by settingup dedicatedserversfor cachingcontent.DDBs arecreatedby eitherfederatingexisting
databasesor by establishinga tightly-couplednetwork of databasesby a singleorganisation. In
the caseof a CDN or a DDB system,the entirenetwork is managedby a singleentity that has
the authorityto addor remove nodesandtherefore,thesehave stablecon�gurations. DataGrids
arecreatedby institutionsforming VOs by pooling their resourcesfor achieving a commongoal.
However, within a DataGrid, dynamiccon�gurationsarepossibledueto introductionor removal
of resourcesandservices.

Organisation- Theorganisationof a CDN is hierarchicalwith thedata�o wing from theorigin
to theedges.Datais cachedatthevariousedgeserversto exploit locality of datarequests.Thereare
many modelsfor organisationof P2Pcontentsharingnetwork andthesearelinkedto thesearching
methodsfor �les within thenetwork. Within Napster, a peerhasto connectto a centralisedserver
andsearchfor anavailablepeerthathastherequired�le. Thetwo peersthendirectlycommunicate
with eachother. Gnutellaavoids the centraliseddirectoryby having a peerbroadcastits request
to its neighboursandso on until thepeerwith the required�le is obtained.KazaaandFastTrack
limit the fan-outin Gnutellaby restrictingbroadcaststo SuperPeerswho index a groupof peers.
Freenet(Clarke etal., 2001) usescontent-basedhashing,in which a �le is assigneda hashbased
on its contentsandnearestneighboursearchis usedto identify therequireddocument.Thus,three
differentmodelsof organisation,viz. centralised,two-level hierarchyand�at (structuredandun-
structured)canbeseenin theexamplespresentedabove. Distributeddatabasesprovide a relational
databasemanagementinterfaceandarethereforeorganisedaccordingly. Global relationsaresplit
into fragmentsthatareallocatedto eitheroneor many physicalsites.In thelattercase,replication
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of fragmentsis carriedoutto ensurereliability of thedatabase.While distribution transparency may
beachieved within top-down databases,it may not be thecasewith federateddatabasesthathave
varyingdegreesof heterogeneityandautonomy. As will beshown in the taxonomysection,there
are4 differentkindsof organisationpresentin a DataGrid: monadic,hierarchical,federated,and
hybridcombinationsof these.

Table1: Comparisonbetweenvariousdatadistribution networks

Property P2P (Content
sharing)

CDN DDB Data Grids

Purpose File sharing Reducingwebla-
tency

Integrating ex-
isting databases,
Replicating
database for
reliability &
throughput

Analysis, collab-
oration

Aggregation Ad hoc,Dynamic Speci�c, Stable Speci�c, Stable Speci�c, Dy-
namic

Organisation Centralised,two-
level hierarchy,
�at

Hierarchical Centralised, fed-
eration

Hierarchical,fed-
eration, bottom
up or hybrid

Data Access
Type

Mostly readwith
frequentwrites

Read-only Equally read and
write

Mostly readwith
rarewrites

Data Discov-
ery

Centraldirectory,
Flooded requests
or documentrout-
ing

HTTPRequest Relational
Schemas

Catalogues

Latency Man-
agement &
Performance

Replication,
Caching,Stream-
ing

Caching,Stream-
ing

Replication,
Caching

Replication,
Caching,Stream-
ing, Pre-staging,
High-speed data
movement, Opti-
mal selection of
data source and
sink

Consistency
Requirements

Weak Strong (read-
only)

Strong Weak

Transaction
Support

None Nonecurrently Yes Nonecurrently

Computa-
tional Re-
quirements

Nonecurrently None (Client-
side)

Transaction Pro-
cessing

Data Production
andAnalysis

Autonomy Operational,Par-
ticipation

None(Dedicated) Operational(fed-
erated)

Access, Opera-
tional, Participa-
tion
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Heterogeneity System, Struc-
tural

System System System, Syntac-
tic, Structural,
Semantic

Management
Entity

Individual Single Organisa-
tion

Single Organisa-
tion

VO

Security
Requirements

Anonymity DataIntegrity Authentication,
Authorisation,
DataIntegrity

Authentication,
Authorisation,
DataIntegrity

Data AccessType - Accesstype distinguishesthe type of dataaccessoperationsconducted
within the network. P2Pcontentsharingnetworks aremostly read-onlyenvironmentsandwrite
operationsoccurwhenanentity introducesnew datainto thenetwork or createscopiesof existing
data. CDNs are almostexclusively read-onlyenvironmentsfor end-usersand updatingof data
happensat theorigin serversonly. In DDBs, datais bothreadandwritten frequently. DataGrids
aresimilar to P2Pnetworks as they aremostly read-onlyenvironmentsinto which eitherdatais
introducedor existingdatais replicated.However, akey differenceis thatdependingonapplication
requirements,DataGridsmayalsosupportupdatingof datareplicasif thesourceis modi�ed.

Data Discovery- Anotherdistinguishingpropertyis how thedatais discoveredwithin thenet-
work. The threeapproachesfor searchingwithin P2Pnetworks have beenmentionedpreviously.
Currentresearchfocuseson thedocumentroutingmodelandthefour algorithmsproposedfor this
model:Chord(Stoicaetal., 2003), CAN (Ratnasamyet al., 2001), Pastry(RowstronandDruschel,
2001) andTapestry(Zhaoet al., 2001). CDNs fetchdatawhich hasbeenrequestedby a browser
throughHTTP (Hyper Text TransferProtocol). DDBs are organisedusing the samerelational
schemaparadigmassingle-sitedatabasesandthus,datacanbe searchedfor andretrieved using
SQL (StructuredQueryLanguage).Datain DataGrids areorganisedinto catalogueswhich map
thelogicaldescriptionof datato theactualphysicalrepresentation.Oneform of thesecataloguesis
thereplicacataloguewhichcontainsa(possibly)one-to-many mappingfrom thelogical (or device-
independent)�lename to the actualphysical �lenames of the datasets.Data can be locatedby
queryingthesecataloguesandresolvingthephysicallocationsof thelogical datasets.

In additionto thesemechanisms,theuseof metadatafor searchingdatais supportedby certain
individual productsin eachof the four data-intensive networks. Datacanbequeriedfor basedon
attributessuchas descriptionor contenttype. In DataGrids, metadatacataloguesoffer another
meansfor queryingfor data. In suchcases,metadatahasto be curatedproperlyasotherwiseit
wouldaffect theef�ciency andaccuracy of datadiscovery. Wewill look at theroleof metadataand
cataloguesin detail in latersections.

LatencyManagement& Performance- A key elementof performancein distributed data-
intensive networks is the mannerin which they reducethe latency of datatransfers.Someof the
techniquescommonlyusedin this regardare replicatingdatacloseto the point of consumption,
cachingof data,streamingdataand pre-stagingthe databeforethe applicationstartsexecuting.
Replicationis differentfrom cachingin thattheformerinvolvescreationandmaintenanceof copies
of dataat differentplacesin thenetwork dependingon accessratesor othercriteriawhile the lat-
ter involves creatingjust onecopy of the datacloseto the point of consumption.Replicationis,
therefore,donemostly from thesourceof thedata(provider side)andcachingis doneat thedata
consumerside. While both replicationandcachingseekto increaseperformanceby reducingla-
tency, theformeralsoaimsto increasereliability by creatingmultiplebackupcopiesof data.
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CDNsemploy cachingandstreamingto enhanceperformanceespeciallyfor delivering media
content(Saroiuet al., 2002). While several replicationstrategieshave beensuggestedfor a CDN,
KarlssonandMahalingam(2002) experimentallyshow that cachingprovides equivalent or even
betterperformancethanreplication. In theabsenceof requirementsfor consistency or availability
guaranteesin CDNs,computationallyexpensive replicationstrategiesdo not offer muchimprove-
mentover simplecachingmethods.P2Pnetworksalsoemploy replication,cachingandstreaming
of datain variousdegrees. Replicationandcachingareusedin distributed databasesystemsfor
optimizingdistributedqueryprocessing(Kossmann, 2000).

In DataGrids,all of thetechniquesmentionedareimplementedin oneform or another. How-
ever, additionally, DataGridsaredifferentiatedby therequirementfor transferof massive datasets.
This is eitherabsentin theotherdata-intensive networksor is not consideredwhile designingthese
networks. This motivatesuseof high-speeddatatransfermechanismsthathave separationof data
communication- thatis, sendingof controlmessageshappensseparatelyfrom theactualdatatrans-
fer. In addition,featuressuchasparallelandstripeddatatransfersamongothers,arerequiredto
furtherreducetimeof datamovement.Optimizationmethodsto reducetheamountof datatransfers,
suchasaccessingdatacloseto thepointof its consumption,arealsoemployedwithin DataGrids.

Consistency- Consistency is an importantpropertywhich determineshow “fresh” thedatais.
GridsandP2Pnetworksgenerallydonotprovidestrongconsistency guaranteesbecauseof theover-
headof maintaininglocksonhugevolumesof dataandtheadhocnatureof thenetwork respectively.
Amongtheexceptionsfor DataGridsis thework of Dullmannetal. (2001) whichdiscussesacon-
sistency servicefor replicationin DataGrids. In P2Pnetworks, Oceanstore(Kubiatowicz etal.,
2000) is a distributed �le systemthat provides strongconsistency guaranteesthroughexpensive
lockingprotocols.In CDNs,while thedatain a cachemaygo stale,thesystemalwayspresentsthe
latestversionof thedatawhentheuserrequestsit. Therefore,theconsistency providedby a CDN
is strong.

Distributeddatabases,asmentionedbefore,havestrongrequirementsfor satisfyingACID prop-
erties. While theserequirementscanbe relaxed in the caseof unstableconditionssuchasthose
found in mobilenetworks (PitouraandBhargava, 1999), even thenthesemanticsfor updatingare
muchstricterwithin distributed databasesthan in otherdistribution networks. Also, updatesare
morefrequentandcanhappenfrom within any site in thenetwork. Theseupdateshave to bemi-
gratedto othersitesin the network so that all the copiesof the dataaresynchronised.Thereare
two methodsfor updatingthatarefollowed(Grayetal., 1996): lazy, in which theupdatesareasyn-
chronouslypropagatedandeager, in which thecopiesaresynchronouslyupdated.

TransactionSupport- A transactionis asetof operations(actions)suchthatall of themsucceed
or noneof themsucceed.Transactionsupportimpliestheexistenceof check-pointingandrollback
mechanismssothata databaseor datarepositorycanbereturnedto its previousconsistentstatein
caseof failure. It follows from thediscussionof the previous propertythat transactionsupportis
essentialfor distributeddatabases.CDNshave norequirementsfor transactionsupportasthey only
supportreadonlyaccesstodatato theendusers.P2PNetworksandDataGridscurrentlydonothave
supportfor recovery androllback. However, efforts areon to provide transactionsupportwithin
DataGridstoprovidefaulttolerancefor distributedtransactions(Transaction ManagementResearchGroup(GGF),
2005).

ComputationalRequirements- Computationalrequirementsin dataintensiveenvironmentsorig-
inate from operationssuchasqueryprocessing,applying transformationsto dataandprocessing
datafor analysis. CDNs areexclusively data-orientedenvironmentswith a client accessingdata
from remotenodesandprocessingit at its own site. While currentP2Pcontentsharingnetworks
have no processingof the data,it is possibleto integratesuchrequirementsin the future. Com-
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putationwithin DDBs involves transactionprocessingwhich canbe conductedin two ways: the
requesteddatais transmittedto the originatingsite of the transactionand the transactionis pro-
cessedat thatsite,or the transactionis distributedamongthedifferentnodeswhich have thedata.
High volumesof transactionscancauseheavy computationalload within DDBs and therearea
varietyof optimisationtechniquesto dealwith loadbalancingin parallelanddistributeddatabases.

DataGridshaveheavy computationalrequirementsthatarecausedby workloadsinvolving anal-
ysisof datasets.Many operationsin DataGrids,especiallythoseinvolving analysis,cantake long
intervalsof time (measuredin hoursor evendays).This is in contrastto thesituationwithin DDBs
wheretheturnaroundtime of requestsis shortandfor applicationssuchasOLTP (On Line Trans-
actionProcessing),measuredin milliseconds. High performancecomputingsites,that generally
constituteexistingDataGrids,aresharedfacilitiesandareoversubscribedmostof thetime. There-
fore,applicationexecutionwithin DataGridshasto take into accountthetimeto bespentin queues
at thesesitesaswell.

Autonomy- Autonomydealswith thedegreeof independenceallowedtodifferentnodeswithin a
network. However, therecouldbedifferenttypesanddifferentlevelsof autonomyprovided(ShethandLarson,
1990; AlonsoandBarbara, 1989). Accessautonomyallows a site or a nodeto decidewhetherto
grantaccessto auseror anothernodewithin thenetwork. Operationalautonomyrefersto theabil-
ity of a nodeto conductits own operationswithout beingoverriddenby externaloperationsof the
network. Participationautonomyimpliesthata nodehastheability to decidetheproportionof re-
sourcesit donatesto thenetwork andthetimeit wantsto associateor disassociatefrom thenetwork.
DataGrid nodeshave all the threekindsof autonomyto the fullest extent. While nodesin a P2P
network do not have �ne-grainedaccesscontrolsagainstusers,they have maximumindependence
in decidinghow muchsharewill they contribute to thenetwork. CDNsarededicatednetworksand
so,individual nodeshave no autonomyat all. Tightly coupleddatabasesretainall controlover the
individual siteswhereasmultidatabasesystemsretaincontrolover localoperations.

Heterogeneity- Network environmentsencompassheterogeneoushardwareandsoftwarecon-
�gurations thatpotentiallyusedifferentprotocols.This impactsapplicationswhich have to been-
gineeredto work acrossmultiple interfaces,multiple dataformatsandmultiple protocolswherever
applicable.Interoperabilityof the systemtherefore,refersto thedegreeof transparency a system
providesfor auserto accessthis informationwhile beingunawareof theunderlyingcomplexity.

Heterogeneitycanalsobesplit into many typesdependingon thedifferencesat variouslevels
of thenetwork stack.Koutrika(2005) hasidenti�ed four differenttypesof heterogeneityin thecase
of datasourceswithin digital libraries.

1. Systemheterogeneity- arisesfrom differenthardwareplatformsandoperatingsystems.

2. Syntacticheterogeneity- arisesfrom thepresenceof differentprotocolsandencodingsused
with thesystem.

3. Structural heterogeneity- originatesfrom the dataorganisedaccordingto differentmodels
andschemas.

4. Semanticheterogeneity- originatesfrom differentmeaningsgivento thesamedata,especially
becauseof theuseof differentmetadataschemasfor categorisingthedata.

It can be seenfrom the de�nitions of the data-intensive networks that the sameclassi�cation is
applicablein thecurrentcontext. Systemheterogeneityis afeatureof all thedata-intensivenetworks
discussedhere.ThoughP2Pnetworks,CDNsandDDBs cansimultaneouslystoredatain different
formats,they requiretheestablishmentof commonprotocolswithin individualnetworks.CDNsand
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DDBs arealsohomogeneouswhenit comesto structureof dataasthey enforcecommonschema
(Webcontentschemafor CDNsandrelationalschemafor DDBs). P2Pnetworksoffer structuraland
semanticheterogeneityasthey unify datafrom varioussourcesandallow theuserto queryacross
all of theavailabledata.

Theexistenceof differentcomponentsincluding legacy andotherwise,thatspeaka varietyof
protocolsandstoredatain their own (sometimesproprietary)formatswith little commonstructure
or consistentmetadatainformationmeansthatDataGridscontaindatathat is syntactically, struc-
turally andsemanticallyheterogeneous.However, whereDataGrids truly differ from otherdata
intensive networks in this regardis the level of interoperabilityrequired.Userswithin a DataGrid
expectto have an integratedview of datawhich abstractsout theunderlyingcomplexity behinda
simple interface. Throughthis interface,they would requireto manipulatethe databy applying
transformationsor conductinganalysisandviewing its resultsandusingtheseresultsto conduct
furtheroperations.This meansthatnot only shoulda DataGrid provide interoperabilitybetween
differentprotocolsandsystems,it shouldalsobeableto extractmeaningfulinformationfrom the
dataaccordingto users'requirements.This is differentto P2Pcontentsharingnetworkswherethe
useronly queriesfor datasetsmatchingaparticularcriterionanddownloadsthem.

ManagementEntity - Themanagemententityadministersthetasksfor maintainingtheaggrega-
tion. Generally, thisentity is acollectionof thestakeholderswithin thedistribution network. While
thisbodyusuallydoesnothavecontrolover individualnodes,nevertheless,it providesservicessuch
asa commondatadirectoryfor locatingcontentandanauthenticationservicefor theusersof the
network. For theDataGrid, wehavealreadydiscussedtheconceptof VO. Thoughentitiesin aP2P
network areindependent,a centralentity may provide directoryserviceasin thecaseof Napster.
CDNs areownedandmaintainedby a corporationor a singleorganisation.Likewise, DDBs are
alsomaintainedby singleorganisationseventhoughtheconstituentdatabasesmaybeindependent.

SecurityRequirements- Securityrequirementsdiffer dependingon perspective. In a datadis-
tribution network, securitymay have to be ensuredagainstcorruptionof content(dataintegrity),
for safeguardingusers'privacy (anonymity) andfor resourcesto verify users'identities(authenti-
cation).P2PNetworkssuchasFreenetaremoreconcernedwith preservinganonymity of theusers
as they may be breakinglocal censorshiplaws. A CDN primarily hasto verify dataintegrity as
accessfor manipulatingdatais grantedonly to the contentprovider. Usershave to authenticate
againsta DDB for carryingout queriesandtransactionsanddataintegrity hasto bemaintainedfor
deterministicoperation.

SinceDataGridsaremulti-userenvironmentswith sharedresources,themainsecurityconcerns
are authenticationof both usersand resourcesand grantingof permissionsfor speci�c typesof
servicesto auser(authorisation).DataGridsresourcesarealsospreadamongvariousadministrative
entitiesandtherefore,acceptingsecuritycredentialsof auseralsoinvolvestrustingtheauthoritythat
issuedthe credentialsin the �rst place. Many VOs have adoptedcommunity-basedauthorization
wherethe VO itself providesthe credentialsor certi�es certainauthoritiesastrustedandsetsthe
accessrights for the user. While theseare issueswithin Grids in general,DataGrids alsoneed
veri�cation while accessingdataandneedto guardagainstmaliciousoperationson datawhile in
transit. Also, more elaborateaccesscontrolsthan that mayberequiredin Grids are neededfor
safeguardingcon�dential datain DataGrids.

Thus,it canbeseenthatthoughDataGridssharemany characteristicswith othertypesof data
intensive network computingtechnologies,they aredifferentiatedby heavy computationalrequire-
ments,wider heterogeneityandautonomyandthepresenceof VOs. Most of thecurrentDataGrid
implementationsfocusonscienti�c applications.Recentapproacheshave,however, exploredthein-
tegrationof theabove-mentionedtechnologieswithin DataGridsto take advantageof thestrengths
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that they offer in areassuchasdatadiscovery, storagemanagementanddatareplication. This is
possibleasDataGridsalreadyencompassandbuild on diversetechnologies.FosterandIamnitchi
(2003) discusstheconvergenceof P2PandGrid computingandcontendthatthelatterwill beable
to takeadvantageof thefailureresistanceandscalabilityofferedby theformerwhichgainsfrom the
experiencein managingdiverseandpowerful resources,complex applicationsandthemultitudeof
userswith differentrequirements.Ledlieetal. (2003) presentasimilarview anddiscusstheareasof
aggregation,algorithmsandmaintenancewhereP2Presearchcanbebene�cial to Grids. Practical
Grid technologiessuchasNaradaBrokering(Fox andPallickara, 2002) haveusedP2Pmethodsfor
deliveringascalableevent-service.

3 Taxonomy

This sectiondetailsa taxonomythat coversvariousaspectsof DataGrids. As DataGridsconsist
of several elements,our taxonomycoverseachoneof themin depth. This taxonomyis split into
four sub-taxonomiesasshown in Figure 3. The �rst sub-taxonomyis from the point of view of
DataGrid organization.This classi�esongoingscienti�c DataGrid efforts worldwide. The next
sub-taxonomydealswith the transporttechnologiesusedwithin DataGrids. This not only covers
well-known �le transferprotocolsbut alsoincludesothermeansof managingdatatransportation.A
scalable,robustandintelligent replicationmechanismis crucial to thesmoothoperationof a Data
Grid andthesub-taxonomypresentednext takesinto accountconcernsof Grid environmentssuch
asmetadataandthenatureof datatransfermechanismsused.The last sub-taxonomycategorizes
resourceallocationandschedulingresearchandlooksinto issuessuchaslocality of data.

While eachof the areasof datatransport,replicamanagementandresourcemanagementare
independent�elds of researchandmerit detailedinvestigationson their own, in this paper, these
arestudiedfrom thepointof view of thespeci�c requirementsof DataGrid environmentsthathave
beenprovidedin previoussections.

3.1 Data Grid Organization

Figure4 showsataxonomybasedonthevariousorganizationalcharacteristicsof DataGridprojects.
Thesecharacteristicsarecentralto any DataGrid andaremanifestin differentways in different
systems.

Model- Themodelis themannerin whichdatasourcesareorganisedin a system.A varietyof
modelsarein placefor theoperationof a DataGrid. Thesearedependenton: thesourceof data,
whethersingleor distributed,thesizeof dataandthemodeof sharing.Fourof thecommonmodels
foundin DataGridsareshown in Figure5 andarediscussedasfollows:
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� Monadic: This is the generalform of a Data Grid in which all the data is gatheredat a
central repositorythat then answersuserqueriesand provides the data. The datacan be
from many sourcessuchasdistributedinstrumentsandsenornetworksandis madeavailable
througha centralisedinterfacesuchasa webportalwhich alsoveri�es usersandchecksfor
authorization. This model is shown in Figure 5(a) andhasbeenappliedin the NEESgrid
(Network for Earthquake EngineeringSimulation)project(2004) in theUnitedStates.

The differencebetweenthis and other modelsof DataGrids is that thereis only a single
point for accessingthe data. In contrast,within other models,the datacan be wholly or
partially accessedat different points where it is madeavailable throughreplication. The
centralrepositorymay be replicatedin this casefor fault tolerancebut not for improving
locality of data.Thus,thismodelservesbetterin scenarioswheretheoverheadof replication
is notcompensatedfor by anincreasein ef�ciency of dataaccesssuchasthecasewhereinall
accessesarelocal to aparticularregion.

� Hierarchical: This modelis usedin DataGrids wherethereis a singlesourcefor dataand
thedatahasto bedistributedacrosscollaborationsworldwide. For example,theMONARC
(Modelsof Networked Analysisat Regional Centres)groupwithin CERN hasproposeda
tieredinfrastructuremodelfor distributionof CMSdata(Aderholzetal., 2000). Thismodelis
presentedin Figure5(b)andspeci�esrequirementsfor transferof datafrom CERNto various
groupsof physicistsaroundthe world. The �rst level is the computeand storagefarm at
CERNwhichstoresthedatageneratedfrom thedetector. Thisdatais thendistributedto sites
distributedworldwidecalledRegionalCentres(RCs).FromtheRCs,thedatais thenpassed
downstreamto thenationalandinstitutionalcentresand�nally onto thephysicists.A Tier1
or aTier2centrehasto satisfycertainbandwidth,storageandcomputationalrequirementsas
shown in the�gure.
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Themassive amountsof datageneratedin theseexperimentsmotivatetheneedfor a robust
datadistribution mechanism.Also, researchersat participatinginstitutionsmaybeinterested
only in subsetsof theentiredatasetthatmaybe identi�ed by queryingusingmetadata.One
advantageof this modelis thatmaintenanceof consistency is muchsimplerasthereis only
onesourcefor thedata.

� Federation: Thefederationmodel(Rajasekaretal., 2004) is presentedin Figure5(c) andis
prevalent in DataGrids createdby institutionswho wish to sharedatain alreadyexisting
databases.Oneexampleof a federatedDataGrid is the BioInformaticsResearchNetwork
(BIRN) (2005) in the United States. Researchersat a participatinginstitution can request
datafrom any one of the databaseswithin the federationas long as they have the proper
authentication.Eachinstitution retainscontrol over its local database.Varying degreesof
integrationcanbe presentwithin a federatedDataGrid. For example,Mooreetal. (2004)
discussabout10 differenttypesof federationsthatarepossibleusingtheStorageResource
Broker (SRB) (Baruet al., 1998) in variouscon�gurations. The differencesare basedon
the degreeof autonomyof eachsite, constraintson cross-registrationof users,degreeof
replicationof dataanddegreeof synchronization.

� Hybrid: Hybrid modelsthat combinethe above modelsare beginning to emerge as Data
Gridsmatureandenterinto productionusage.Thesecomeout of theneedfor researchersto
collaborateandshareproductsof their analysis.A hybrid modelof a hierarchicalDataGrid
with peerlinkagesat theedgesis shown in Figure5(d).

Scope- The scopeof a DataGrid canvary dependingon whetherit is restrictedto a single
domain(intradomain) or if it is a commoninfrastructurefor variousscienti�c areas(interdomain).
In theformercase,theinfrastructureis adaptedto theparticularneedsof thatdomain.For example,
specialanalysissoftwaremaybemadeavailableto theparticipantsof adomain-speci�cDataGrid.
In thelattercase,theinfrastructureprovidedwill begeneric.

Virtual Organizations- DataGridsareformedby VOsandtherefore,thedesignof VOsre�ects
on thesocialorganizationof theDataGrid. A VO is collaborative if it is createdby entitieswho
have cometogetherto shareresourcesandcollaborateon a singlegoal. Here,thereis an implicit
agreementbetweentheparticipantson theusageof resources.A regulatedVO maybecontrolled
by asingleorganizationwhich laysdown rulesfor accessingandsharingresources.In aneconomy-
basedVO, resourceprovidersenterinto collaborationswith consumersdueto pro�t motive. In such
cases,service-level agreementsdictatetherightsof eachof theparticipants.A reputation-basedVO
maybecreatedby inviting entitiesto join acollaborationbasedonthelevel of servicesthatthey are
known to provide.

DataSources- Datasourcesin aDataGrid maybetransientor stable. A scenariofor atransient
datasourceis a satellitewhich broadcastsdataonly at certaintimes of the day. In suchcases,
applicationsneedto beawareof theshortlife of thedatastream.As we will seelater, mostof the
currentDataGrid implementationshave always-ondatasourcessuchasmassstoragesystemsor
productiondatabases.In future,with diversi�cation, DataGrids areexpectedto handletransient
datasourcesalso.

Management- The managementof a DataGrid canbe autonomicor managed. Presentday
DataGrids requireplenty of humanintervention for taskssuchas resourcemonitoring,userau-
thorizationanddatareplication. However, researchis leadingto autonomic(ParasharandHariri,
2004; Ardaizetal., 2003) or self-organizing,self-governing systemswhosetechniquesmay �nd
applicationsin futureDataGrids.

18



Data Transport
Taxonomy

Fault
Tolerance

Transfer
Mode

Security

Function Overlay Network

Transfer Protocol

File I/O mechanism

Authentication

Restart Transmission

Resume Transmission

Cached Transfers

Block

Stream

Compressed

Bulk transfers

Authorization

Encryption

Cryptographic Keys

Passwords

Coarse-grained

Fine-grained

SSL

Unencrypted

Figure6: DataTransportTaxonomy.

3.2 Data Transport

Thedatatransportmechanismis oneof thefundamentaltechnologiesunderlyingaDataGrid. Data
transportinvolvesnot just movementof bits acrossresourcesbut alsootheraspectsof dataaccess
suchassecurity, accesscontrolsandmanagementof datatransfers.A taxonomyfor datatransport
mechanismswithin DataGridsis shown in Figure6.

Functions- Datatransportin Gridscanbemodelledasa three-tierstructurethat is similar to
the networking stackssuchas the OSI referencemodel. At the bottomis the TransferProtocol
thatspeci�esa commonlanguagefor two nodesin a network to initiate andcontroldatatransfers.
This tier takescareof simplebit movementbetweentwo hostson a network. The mostwidely-
usedtransportprotocolsin DataGridsareFTP(File TransferProtocol)(PostelandReynolds, 1985)
andGridFTP(Allcock, 2003). The secondtier is an optionalOverlayNetworkthat takescareof
routing the data. An overlay network provides its own semanticsover the Internetprotocol to
satisfya particularpurpose. In P2Pnetworks, overlaysbasedon distributed hashtablesprovide
a moreef�cient way of locatingandtransferring�les (Andersenetal., 2001). Overlay networks
in DataGridsprovide servicessuchasstoragein thenetwork, cachingof datatransfersfor better
reliability and the ability for applicationsto managetransferof large datasets.The topmosttier
providesapplication-speci�cfunctionssuchasFile I/O. A �le I/O mechanismallowsanapplication
to accessremote�les asif they arelocally available.This mechanismpresentsto theapplicationa
transparentinterfacethroughAPIs thathidethecomplexity andtheunreliabilityof thenetworks.A
datatransportmechanismcanthereforeperformoneof thesefunctions.

Security- Securityis an importantrequirementwhile accessingor transferring�les to ensure
properauthenticationof users,�le integrity andcon�dentiality. Transportsecuritycanbe divided
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into threemaincategories:authenticationandauthorizationof usersandencryptionof datatrans-
fer. Authenticationcanbebasedon eitherpasswordsor symmetricor asymmetricpublic key cryp-
tographicprotocolssuchasthe Kerberos(NeumanandTs'o, 1994) or the X.509 (Housley etal.,
2002) mechanismsrespectively. In thecontext of datamovement,authorizationof usersis enforced
by mechanismssuchasaccesscontrolson thedatathatis to betransferred.Coarse-grainedautho-
rization methodsusetraditionalmethodssuchasUNIX �le permissionsto restrictthe numberof
�les or collectionsthatareaccessibleto theuser. However, expansionof DataGridsto �elds such
asmedicalresearchthathave strict controlson thedistribution of datahave led to requirementsfor
�ne-grainedauthorization.Suchrequirementsincluderestrictingthenumberof accesseseven for
authorisedusers,delegatingreadandwrite accessrightsto particular�les or collectionsand�e xible
ownershipof data(Mooreet al., 2004). Fine-grainedaccesscontrolmethodsthatmaybeemployed
to achieve theserequirementsincludetime-andusage-limitedtickets,AccessControlLists(ACLs),
RoleBasedAccessControl (RBAC) methods(Sandhuetal., 1996) andTask-BasedAuthorization
Controls(TBAC) (ThomasandSandhu, 1997). Dataencryptionmaybepresentor absentwithin a
transfermechanism.Themostprevalentform of dataencryptionis throughSSL(SecureSockets
Layer)(WagnerandSchneier, 1996).

Fault Tolerance- Fault toleranceis alsoanimportantfeaturethatis requiredin a DataGrid en-
vironmentespeciallywhentransfersof largedata�les occur. Fault tolerancecanbesubdividedinto
restartingover, resumingfrom interruptionandproviding caching.Restartingthetransferall over
againmeansthat the datatransportmechanismdoesnot provide any failure tolerance.However,
all datain transitwould be lost andthereis a slight overheadfor settingup theconnectionagain.
ProtocolssuchasGridFTPallow for resumingtransfersfrom thelastbyteacknowledged.Overlay
networks provide caching of transfersvia store-and-forward protocols. In this case,the receiver
doesnot have to wait until the connectionsarerestored.However, cachingreducesperformance
of theoverall datatransferandtheamountof datathatcanbecachedis dependenton thestorage
policiesat theintermediatenetwork points.

TransferMode- The last category is the transfermodessupportedby the mechanism.Block,
streamandcompressedmodesof datatransferhave beenavailablein traditionaldatatransmission
protocolssuchasFTP. However, it hasbeenarguedthattransfersof largedatasetssuchasthosethat
areanticipatedwithin DataGrids arerestrictedby vanilla FTP andunderlyingInternetprotocols
suchasTransmissionControlProtocol(TCP)whichwereinitially designedfor low bandwidth,high
latency networks.As such,theseareunableto takeadvantageof thecapabilitiesof highbandwidth,
optical �bre networks thatareavailablefor DataGrid environments(Leeetal., 2001). Therefore,
severaloptimisationshave beensuggestedfor improving theperformanceof datatransfersin Grid
environmentsby reducinglatency andincreasingtransferspeed.Someof themarelistedbelow:

� Parallel data transfer- is theability to usemultiple datastreamsover thesamechannelto
transfera �le. Thisalsosaturatesavailablebandwidthin achannelwhile completingtransfer.

� Stripeddata transfer- is the ability to usemultiple datastreamsto simultaneouslyaccess
differentblocksof a�le thatispartitionedamongmultiplestoragenodes(alsocalledstriping).
This distributestheaccessloadamongthenodesandalsoimprovesbandwidthutilisation.

� Auto-resizingof buffers - is theability to automaticallyresizesenderandreceiver TCPwin-
dow andbuffer sizessothattheavailablebandwidthcanbemoreeffectively utilised.

� Containeroperations- is theability to aggregatemultiple �les into onelargedatasetthatcan
betransferredor storedmoreef�ciently. Theef�ciency gainscomefrom reducingthenumber
of connectionsrequiredto transferthedataandalso,by reducingtheinitial latency.
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The�rst threeareprotocol-speci�coptimisationswhile thelastoneis appliedto thetransfermech-
anism.We grouptheseenhancementsunderbulk transfermode.A mechanismmaysupportmore
thanonemodeandits suitability for anapplicationcanbegaugedby thefeaturesit provideswithin
eachof thetransfermodes.

3.3 Data Replication and Storage

A DataGrid is ageographically-distributedcollaborationin whichall membersrequireaccessto the
datasetsproducedwithin the collaboration.Replicationof the datasetsis thereforea key require-
mentto ensurescalabilityof thecollaboration,reliability of dataaccessandto preserve bandwidth.
Replicationis boundedby the sizeof storageavailableat differentsiteswithin theDataGrid and
the bandwidthbetweenthesesites. A replicamanagementsystemthereforeensuresaccessto the
requireddatawhile managingtheunderlyingstorage.

A replicamanagementsystem,shown in Figure 7, consistsof storagenodeswhicharelinkedto
eachothervia high-performancedatatransportprotocols.Thereplicamanagerdirectsthecreation
andmanagementof replicasaccordingto thedemandsof theusersandtheavailability of storage,
andacatalogor adirectorykeepstrackof thereplicasandtheirlocations.Thecatalogcanbequeried
by applicationsto discover thenumberandthelocationsof availablereplicasof aparticulardataset.
In somesystems,the managerand the catalogare merged into one entity. Client-sidesoftware
generallyconsistsof alibrary thatcanbeintegratedinto applicationsandasetof commandsor GUI
utilities that arebuilt on top of the libraries. The client librariesallow queryingof the catalogto
discover datasetsandto requestreplicationof aparticulardataset.

Theimportantelementsof a replicationmechanismarethereforethearchitectureof thesystem
andthestrategy followedfor replication.The�rst categorizationof DataGrid replicationis there-
fore,basedonthesepropertiesasis shown in Figure8. Thearchitectureof a replicationmechanism
canbefurthersubdividedinto thecategoriesshown in Figure9.

Model& Topology - Themodelfollowedby thesystemlargelydeterminestheway in whichthe
nodesareorganizedandthe methodof replication. A centralizedsystemwould have onemaster
replicawhichis updatedandtheupdatesarepropagatedto theothernodes.A decentralizedor peer-
to-peermechanismwould have many copies,all of whichneedto besynchronizedwith eachother.
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Figure8: ReplicationTaxonomy.
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Figure9: ReplicaArchitectureTaxonomy.

Nodesundera replicamanagementsystemcanbe organisedin a varietyof topologieswhich can
be groupedchie�y into three: Hierarchy, Flat andHybrid. Hierarchicaltopologieshave tree-like
structurein which updatespropogatethroughde�nite paths.Flat topologiesarefoundwithin P2P
systemsandprogressionof updatesis entirelydependenton thearrangementsbetweenthepeers.
Thesecanbebothstructuredandunstructured.Hybrid topologiescanbeachievedin situationssuch
asahierarchywith peerconnectionsat differentlevelsashasbeendiscussedby Lamehamediet al.
(2002).

Storage Integration - Therelationof replicationto storageis very importantanddeterminesthe
scalability, robustness,adaptabilityandapplicabilityof thereplicationmechanism.Tightly-coupled
replicationmechanismsthat exert �ne-grainedcontrol over the replicationprocessaretied to the
storagearchitectureonwhich they areimplemented.Thereplicationsystemcontrolsthe�lesystem
andI/O mechanismof the local disk. Thereplicationis conductedat the level of processesandis
oftentriggeredby a reador write requestto a �le at a remotelocationby a program.Suchsystems
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moreor lesstry to behave asa distributed�le systemsuchasNFS(Network File System)asthey
aim to provide transparentaccessto remote�les to applications.An exampleof sucha mechanism
is Gfarm (Tatebeetal., 2002). Intermediately-coupled replicationsystemsexert control over the
replicationmechanismbut not over the storageresources.The �lesystemsarehostedon diverse
storagearchitecturesandarecontrolledby their respective systems.However, thereplicationis still
initiatedandmanagedby themechanism,andthereforeit interactswith thestoragesystematavery
low-level. Suchmechanismswork at thelevel of individualapplicationsanddatatransferis handled
by thesystem.While replicationcanbeconductedtransparentto usersandapplications,it is also
possiblefor thelatterto directthemechanism,andthereby, controlthereplicationprocess.Example
of sucha systemis theSRB.Loosely-coupledreplicationmechanismsaresuperimposedover the
existing �lesystemsand storagesystems.The mechanismexertsno control over the �lesystem.
Replicationis initiated andmanagedby applicationsandusers. Suchmechanismsinteractwith
thestoragesystemsthroughstandard�le transferprotocolsandat a high level. Thearchitectureis
capableof completeheterogeneity.

TransferProtocols- The datatransportprotocolsusedwithin replicamanagementsystemsis
also a differentiatingcharacteristic.Openprotocolsfor datamovementsuchas GridFTP allow
clientsto transferdataindependentof the replicamanagementsystem.The replicateddatais ac-
cessibleoutsideof the replica managementsystem. Systemsthat follow closedor unpublished
protocolsrestrict accessto the replicasto their client libraries. Tightly-coupledreplicationsys-
temsaremostlyclosedin termsof datatransfer. RLS(ReplicaLocationService)(Chervenaketal.,
2002) andGDMP (Grid DataMirroring Pilot) (SamarandStockinger, 2001) useGridFTPastheir
primarytransportmechanism.But the�ip-side to having openprotocolsis that theuseror theap-
plicationmusttake careof updatingthereplicalocationsin thecatalogif they transferdataoutside
thereplicationmanagementsystem.

Metadata- It is dif�cult, if not impossible,for usersto identify particulardatasetsout of hun-
dredsandthousandsthatmaybepresentin a large,distributed,collection. Fromthis perspective,
having propermetadataaboutthe replicateddataaidsusersin queryingfor datasetsbasedon at-
tributesthataremorefamiliar to them. Metadatacanhave two typesof attributes: oneis system-
dependentmetadata,which consistsof �le attributessuchascreationdate,sizeon disk, physical
location(s)and�le checksumandtheotheris user-de�nedattributeswhichconsistof propertiesthat
dependon the experimentor VO that the useris associatedwith. For examplein a High-Energy
Physicsexperiment,themetadatacoulddescribeattributessuchasexperimentdate,modeof pro-
duction(simulationor experimental)andevent type. Themetadatacanbeactivelyupdatedby the
replicamanagementsystemor elseupdatedpassivelyby theuserswhenthey createnew replicas,
modify existing onesor adda new �le to thecatalog.

ReplicaUpdatePropagation - Within a DataGrid, datais generallyupdatedat onesite and
theupdatesarethenpropagatedto the restof its replicas.This canbe in synchronousor in asyn-
chronousmodes.While synchronousupdatingis followed in databases,it is not practicedin Data
Gridsbecauseof theexpensive wide-arealockingprotocolsandthefrequentmovementof massive
datarequired.Asynchronousupdatingcanbeepidemic(Holliday et al., 2000), that is, theprimary
copy is changedandthe updatesarepropagatedto all the other replicasor it canbe on-demand
asin GDMP (Stockingeret al., 2001) whereinreplicasitessubscribeto updatenoti�cations at the
primarysiteanddecidethemselveswhento updatetheir copies.

Catalog Organization- A replicacatalogcanbedistinguishedon thebasisof its organization.
The catalogcan be organizedas a tree as in the caseof LDAP (Lightweight Directory Access
Protocol)basedcatalogssuchastheGlobusReplicaCatalog(Allcock etal., 2001). Thedatacanbe
cataloguedon thebasisof documenthashesashasbeenseenin P2Pnetworks. However, SRBand
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Figure10: ReplicationStrategy Taxonomy.

othersfollow theapproachof storingthecatalogwithin adatabase.
Replicationstrategiesdeterminewhenandwhereto createa replicaof thedata. Thesestrate-

giesareguidedby factorssuchasdemandfor data,network conditionsandcostof transfer. The
replicationstrategiescanbecategorizedasshown in Figure10.

Method- The �rst classi�cationis basedon whetherthestrategiesarestaticor dynamic. Dy-
namic strategies adaptto changesin demandand bandwidthand storageavailability but induce
overheaddueto largernumberof operationsthatthey undertake asthesearerunat regularintervals
or in responseto events(for example,increasein demandfor a particular�le). Dynamicstrategies
areableto recover from failuressuchasnetwork partitioning.However, frequenttransfersof mas-
sive datasetsthat resultdueto suchstrategiescanleadto strainon the network resources.There
maybelittle gainfrom usingdynamicstrategiesif theresourceconditionsarefairly stablein aData
Grid over a long time. Therefore,in suchcases,staticstrategiesareappliedfor replication.

Granularity- Thesecondclassi�cationrelatesto thelevel of subdivisionof datathatthestrategy
workswith. Replicationstrategiesthatdealwith multiple �les at thesametime work at thegran-
ularity of datasets. Thenext level of granularityis individual �les while therearesomestrategies
thatdealwith smallersubdivisionsof �les suchasobjectsor fragments.

ObjectiveFunction- Thethird classi�cationdealswith theobjective functionof thereplication
strategy. Possibleobjectives of a replicationstrategy are to maximisethe locality or move data
to the point of computation,to exploit popularity by replicatingthe most requesteddatasets,to
minimize the updatecostsor to maximizesomeeconomicobjective suchas pro�ts gainedby a
particularsite for hostinga particulardatasetversustheexpenseof leasingthedatasetfrom some
othersite.Preservationdrivenstrategiesprovide protectionof dataevenin thecaseof failuressuch
ascorruptionor obsolescenceof underlyingstoragemediaor software errors. Anotherpossible
objective function for a replicationstrategy is to ensureeffective publicationby propagatingnew
�les to interestedclients.
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3.4 ResourceAllocation and Scheduling

Therequirementsfor largedatasetsandthepresenceof multiple replicasof thesedatasetsscattered
at geographically-distributed locationsmakesschedulingof data-intensive jobsdifferentfrom that
of computationaljobs. Schedulershave to take into accountthe bandwidthavailability and the
latency of transferbetweena computationalnodeto which a job is going to be submittedandthe
storageresource(s)from which thedatarequiredis to beretrieved. Therefore,theschedulerneeds
to be awareof any replicascloseto the point of computationandif the replicationis coupledto
the scheduling,thencreatea new copy of the data. A taxonomyfor schedulingof data-intensive
applicationsis shown in Figure11. Thecategoriesareexplainedasfollows:

ApplicationModel - Schedulingstrategiescanbeclassi�ed by theapplicationmodelthat they
are targetedtowards. Application modelsare de�ned in the mannerin which the applicationis
composedor distributedfor schedulingover globalgrids. Thesecanrangefrom �ne-grainedlev-
elssuchasprocessesto coarserlevelssuchasindividual tasksto setsof taskssuchaswork�o ws.
Here,a taskis consideredasthesmallestindependentunit of computation.Eachlevel hasits own
schedulingrequirements.Process-orientedapplicationsarethosein which thedatais manipulated
at theprocesslevel. Examplesof suchapplicationsareMPI (MessagePassingInterface)programs
that executeover global grids (FosterandKaronis, 1998). Independenttaskshaving differentob-
jectivesarescheduledindividually andit is ensuredthat eachof themget their requiredshareof
resources.A Bag of Tasks(BoT)applicationconsistsof asetof independenttasksall of whichmust
beexecutedsuccessfullysubjectto certaincommonconstraintssuchasadeadlinefor theentireap-
plication.Suchapplicationsarisein parameterstudies(Abramsonetal., 2000) whereinasetof tasks
is createdby runningthesameprogramon differentinputs. In contrast,a work�ow is a sequence
of tasksin which eachtaskis dependenton the resultsof its predecessor(s).The productsof the
precedingtasksmaybe largedatasetsthemselves(for example,a simpletwo-stepwork�o w could
beadata-intensive simulationtaskandthetaskfor analysisof theresultsof simulation).Therefore,
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schedulingof individual tasksin a work�o w requirescarefulanalysisof thedependenciesandthe
resultsto reducetheamountof datatransfer.

Scope- Scoperelatesto theextentof applicationof theschedulingstrategy within aDataGrid.
If thescopeis individual, thentheschedulingstrategy is concernedonly with meetingtheobjectives
from auser'sperspective. In amulti-userenvironmenttherefore,eachschedulerwouldhave its own
independentview of the resourcesthat it wantsto utilise. A scheduleris awareof �uctuations in
resourceavailability causedby otherschedulerssubmittingtheir jobs to commonresourcesandit
strivesto schedulejobsontheleast-loadedresourcesthatcanmeetits objectives.With theadventof
VOs,efforts have movedtowardscommunity-basedschedulingin whichschedulersfollow policies
thataresetat theVO level andenforcedat theresourcelevel throughservicelevel agreementsand
allocationquotas(DumitrescuandFoster, 2004; WassonandHumphrey, 2003).

Data Replication- Thenext classi�cationrelatesto whetherjob schedulingis coupledto data
replicationor not. Assumea job is scheduledto beexecutedat a particularcomputenode. When
job schedulingis coupledto replicationand the datahasto be fetchedfrom remotestorage,the
schedulercreatesacopy of thedataat thepointof computationsothatfuturerequestsfor thesame
�le thatcomefrom theneighbourhoodof thecomputenodecanbesatis�edmorequickly. Not only
that, in thefuture,any job dealingwith thatparticulardatawill bescheduledat thatcomputenode
if available.However, onerequirementfor acomputenodeis to haveenoughstorageto storeall the
copiesof data.While storagemanagementschemessuchasLRU (LeastRecentlyUsed)andFIFO
(FirstIn FirstOut)canbeusedto managethecopies,theselectionof computenodesisprejudicedby
this requirement.Thereis apossibilitythatpromisingcomputationalresourcesmaybedisregarded
dueto lack of storagespace.Also, the processof creationof the replicaandregisteringit into a
catalogaddsfurtheroverheadsto job execution. In a decoupledscheduler, the job is scheduledto
a suitablecomputationalresourceanda suitablereplica location is identi�ed to requestthe data
required.Thestoragerequirementis transient,thatis, diskspaceis requiredonly for thedurationof
execution.A comparisonof decoupledagainstcoupledstrategiesby RanganathanandFoster(2002)
hasshown thatdecoupledstrategiespromiseincreasedperformanceandreducethecomplexity of
designingalgorithmsfor DataGrid environments.

Utility function- A job schedulingalgorithmtriesto minimizeor maximizesomeform of autil-
ity function.Theutility functioncanvary dependingon therequirementsof theusersandarchitec-
tureof thedistributedsystemthatthealgorithmis targetedat. Traditionally, schedulingalgorithms
have aimedat reducingat the total time requiredfor computingall the jobs in a set,alsocalled
its makespan. Loadbalancingalgorithmstry to distribute loadamongthe machinesso that max-
imum work canbe obtainedout of the systems.Schedulingalgorithmswith economicobjectives
try to maximizetheusers'economicutility usuallyexpressedassomepro�t functionthattakesinto
accounteconomiccostsof executingthe jobs on the DataGrid. Anotherpossibleobjective is to
meettheQuality-of-Service(QoS)requirementsspeci�edby theuser. QoSrequirementsthatcanbe
speci�ed includeminimisingthecostof computation,meetinga deadline,meetingstrictersecurity
requirementsand/ormeetingspeci�c resourcerequirements.

Locality - Exploiting the locality of datahasbeena tried andtestedtechniquefor scheduling
andload-balancingin parallelprograms(PolychronopoulosandKuck, 1987; Hockaufetal., 1998;
McKinley etal., 1996) andin queryprocessingin databases(Shatdalet al., 1994; Stonebraker etal.,
1994). Similarly, datagrid schedulingalgorithmscanbe categorizedaswhetherthey exploit the
spatial or temporal locality of the datarequests.Spatiallocality is locatinga job in sucha way
thatall thedatarequiredfor the job is availableon datahoststhatarelocatedcloseto thepoint of
computation.Temporallocality exploits thefactthatif datarequiredfor a job is closeto acompute
node,subsequentjobswhich requirethesamedataarescheduledto thesamenode.Spatiallocality
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canalsobetermedas“moving computationto data”andtemporallocality canbecalledas“moving
datato computation”. It canbe easilyseenthat schedulerswhich coupledatareplicationto job
schedulingexploit thetemporallocality of datarequests.

4 Mapping of Taxonomyto Various Data Grid Systems

In this section,we classifyvariousDataGrid researchprojectsaccordingto the taxonomieswe
developedin Section3. While the list of examplesystemsis not exhaustive, it is representative
of the classesthat have beendiscussed.The projectsin eachcategory have beenchosenbased
on several factorssuchas broadcoverageof applicationareas,project supportfor one or more
applications,scopeandvisibility, large-scaleproblemfocusand readyavailability of documents
from projectwebpagesandothersources.

4.1 Data Grid Projects

In this space,we studyandanalysethe variousDataGrid projectsthat have beendevelopedfor
variousapplicationdomainsaroundtheworld. While many of theseprojectscover aspectsof Data
Grid researchsuchasmiddlewaredevelopment,advancednetworkingandstoragemanagement,we
will however, only focuson thoseprojectswhich areinvolved in settingup infrastructure.A list
of theseprojectsanda brief summaryabouteachof themis provided in Table 2. Thesearealso
classi�edaccordingto thetaxonomyprovidedin Figure4

Table2: DataGrid Projectsaroundtheworld.

Name Domain Grid Type Remarks Country
/ Region

LCG (2005) High Energy
Physics

Hierarchical model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

To createandmaintaina
datamovementandanal-
ysis infrastructure for
theusersof LHC.

Global

EGEE(2005) High En-
ergy Physics,
Biomedical
Sciences

Hierarchical model,
Interdomain,Collabora-
tive VO, StableSources,
Managed

To create a seamless
commonGrid infrastruc-
ture to supportscienti�c
research.

Global

BIRN (2005) Bio-Informat-
ics

Federated model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

To foster collaboration
in biomedical science
throughsharingof data.

United
States

NEESgrid
(Pearlmanet al.,
2004)

Earthquake
Engineering

Monadic model, In-
tradomain, Collabo-
rative VO, Transient
Sources,Managed

To enable scientists to
carryout experimentsin
distributedlocationsand
analysedata through a
uniforminterface.

United
States
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GriPhyn
(AveryandFoster,
2001)

High Energy
Physics

Hierarchical model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

To createan integrated
infrastructure that pro-
vides computational
and storage facilities
for high-energy physics
experiments.

United
States

Grid3
(Gardneretal.,
2004)

Physics, Biol-
ogy

Hierarchical model,
Interdomain,Collabora-
tive VO, StableSources,
Managed

To provide a uniform,
scalable and managed
grid infrastructure for
scienceapplications

United
States

BioGrid,
Japan(2005)

Protein Sim-
ulation, Brain
Activity
Analysis

Federated model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

Computationaland data
infrastructure for med-
ical and biological re-
search.

Japan

Virtual Ob-
servatories
(SzalayandGray,
2001)

Astronomy Federated model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

Infrastructurefor access-
ing diverse astronomy
observation and simula-
tion archivesthroughin-
tegratedmechanisms.

Global

Earth Sys-
tem Grid
(Allcock etal.,
2001)

Climate Mod-
elling

Federated model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

Integrating computa-
tional, dataandanalysis
resources to create
environment for next
generation climate
research.

United
States

GridPP
(Huffmanetal.,
2002)

High Energy
Physics

Hierarchical model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

To createcomputational
and storage infrastruc-
ture for Particle Physics
in theUK.

United
Kingdom

eDiaMoND
(Bradyetal.,
2003)

Breast Cancer
Treatment

Federated model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

To provide medical
professionals and re-
searchers access to
distributed databasesof
mammogramimages.

United
Kingdom

Belle Analysis
Data Grid
(Winton,
2003)

High Energy
Physics

Hierarchical model,
Intradomain,Collabora-
tive VO, StableSources,
Managed

To createcomputational
and storage infrastruc-
ture in Australia for
physicists involved in
the Belle and ATLAS
experiments.

Australia

Someof thescienti�c domainsthataremakinguseof DataGridsareasfollows:

High Energy Physics(HEP) The computationalandstoragerequirementsfor HEP experiments
have alreadybeencoveredin previous literature(BunnandNewman, 2003). Otherthanthe

28



four experimentsat the LHC alreadymentioned,the Belle experimentat KEK, Japan,the
BaBarexperimentat the StanfordLinear AcceleratorCenter(SLAC) andthe CDF andD0
experimentsat FermiNationalLaboratory, US arealsoadoptingDataGrid technologiesfor
their computinginfrastructure.Therehave beennumerousGrid projectsaroundthe world
that aresettingup the infrastructurefor physiciststo processdatafrom HEP experiments.
Someof thesearetheLHC ComputingGrid (LCG) led by CERN,theParticlePhysicsData
Grid (PPDG)andGrid PhysicsNetwork (GriPhyN) in theUnitedStates,GridPPin theUK
andBelle AnalysisDataGrid (BADG) in Australia. Theseprojectshave commonfeatures
suchasa tieredmodelfor distributing the data,sharedfacilities for computingandstorage
andpersonneldedicatedtowardsmanagingthe infrastructure.Someof themareenteringor
arebeingtestedfor productionusage.

Astronomy Thecommunityof astrophysicistsaroundtheglobearesettingup Virtual Observato-
riesfor accessingthedataarchivesthathasgatheredby telescopesandinstrumentsaroundthe
world. TheseincludetheNationalVirtual Observatory (NVO) in theUS, AustralianVirtual
Observatory, AstrophysicalVirtual Observatory in EuropeandAstroGridin theUK (Szalay,
2002). The InternationalVirtual Observatory Alliance (IVOA) is coordinatingtheseefforts
aroundtheworld for ensuringinteroperability. Commonly, theseprojectsprovideuniformac-
cessto datarepositoriesalongwith accessto softwarelibrariesandtoolsthatmayberequired
to analysethe data. Other servicesthat are provided include accessto high-performance
computingfacilities andvisualizationthroughdesktoptools suchasweb browsers. Other
astronomygrid projectsinclude thosebeing constructedfor the LIGO (Laser Interferom-
eterGravitational-wave Observatory) (2005) andSDSS(SloanDigital Sky Survey) (2005)
projects.

BioInformatics Theincreasingimportanceof realisticmodelingandsimulationof biologicalpro-
cessescoupledwith theneedfor accessingexisting databaseshasled to DataGrid solutions
beingadoptedby bioinformaticsresearchersworldwide. Theseprojectsinvolve federating
existing databasesandproviding commondataformatsfor the informationexchange.Ex-
amplesof theseprojectsareBioGrid project in Japanfor online brain activity analysisand
proteinfolding simulation,theeDiaMoNDprojectin theUK for breastcancertreatmentand
the BioInformaticsResearchNetwork (BIRN) for imagingof neurologicaldisordersusing
datafrom federateddatabases.

Earth SciencesResearchersin disciplinessuch as earthquake engineeringand climate model-
ing andsimulationareadoptingGrids to solve their computationalanddatarequirements.
NEESgridis a projectto link earthquake researcherswith high performancecomputingand
sensorequipmentso that they can collaborateon designingand performingexperiments.
Earth SystemsGrid aims to integratehigh-performancecomputationaland dataresources
to studythepetabytesof dataresultingfrom climatemodellingandsimulation.

4.2 Data Transport Technologies

Within this subsection,variousprojectsinvolved in datatransportover Grids are discussedand
classi�ed accordingto the taxonomyprovided in Section 3.2. The datatransporttechnologies
studiedhererangefrom protocolssuchas FTP to overlay methodssuchas InternetBackplane
Protocolto �le I/O mechanisms.Eachtechnologyhasuniquepropertiesandis representative of
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Table3: Comparisonbetweenvariousdatatransporttechnologies.

Project Function Security Fault
Toler-
ance

Transfer
Mode

GASS File I/O PKI, Unencrypted,
Coarse-grained

Caching Block, Stream
append

IBP Overlay
Mechanism

Password, Unencrypted,
Coarse-grained

Caching Block

FTP Transfer Pro-
tocol

Password, Unencrypted,
Coarse-grained

Restart All

SFTP Transfer Pro-
tocol

PKI, SSL, Coarse-
grained

Restart All

GridFTP Transfer Pro-
tocol

PKI, SSL, Coarse-
grained

Resume All

Kangaroo Overlay
Mechanism

PKI, Unencrypted,
Coarse-grained

Caching Block

Legion File I/O PKI, Unencrypted,
Coarse-grained

Caching Block

SRB File I/O PKI, SSL,Fine-grained Restart Block,Stream,
Bulk transfer

the categoriesin which it is placed. A summaryof thesetechnologiesandtheir categorizationis
providedin Table3.

4.2.1 GASS

GlobalAccessto SecondaryStorage(GASS)(Besteret al., 1999) is a dataaccessmechanismpro-
vided within the Globus toolkit for readinglocal dataat remotemachinesandfor writing datato
remotestorageandmoving it to a localdisk. Thegoalof GASSis to provide auniformremoteI/O
interfaceto applicationsrunningat remoteresourceswhile keepingthe functionality demandson
boththeresourcesandtheapplicationslimited.

GASSconductsits operationsvia a �le cachewhich is anareaon thesecondarystoragewhere
theremote�les arestored.Whena remote�le is requestedby anapplicationfor reading,GASSby
default fetchestheentire�le into thecachefrom whereit is openedfor readingasin aconventional
�le access.It is retainedin the cacheas long asapplicationsareaccessingit. While writing to
a remote�le, the �le is createdor openedwithin the cachewhereGASS keepstrack of all the
applicationswriting to it via referencecount.Whenthereferencecountis zero,the�le is transferred
to the remotemachine. Therefore,all operationson the remote�le areconductedlocally in the
cache,which reducesdemandon bandwidth.A large �le canbeprestaged into thecache,that is,
fetchedbeforean applicationrequestsit for reading. Similarly, a �le canbe transferredout via
poststaging. GASSoperationsalsoallow accessto permitteddisk areasotherthanthe �le cache
andareavailablethroughanAPI andalsothroughGlobuscommands.GASSis integratedwith the
GlobusResourceAccessandMonitoring(GRAM) service(Czajkowski etal., 1998) andis usedfor
stagingexecutables,stagingin �les andretrieving thestandardoutputanderrorstreamsof thejobs.
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GASSprovidesa limited ability for datatransferbetweenremotenodes.As it prefetchesthe
entire�le into thecache,it is not suitableasa transfermechanismfor largedata�les (of GigaByte
upwards)astherequiredcachecapacitymight not beavailable. Also, it doesnot provide features
suchas�le striping,third-partytransfer, TCPtuning,etc. providedby protocolssuchasGridFTP.
However, becauseof its lightweightfunctionality, it is suitablefor applicationswheretheoverhead
of settingupaGridFTPconnectiondominates.

4.2.2 IBP

InternetBackplaneProtocol(IBP) (Planketal., 1999; Bassietal., 2002) allowsapplicationsto opti-
mizedatatransferandstorageoperationsby controllingdatatransferexplicitly by storingthedataat
intermediatelocations.IBP usesa “store-and-forward” protocolto move dataaroundthenetwork.
Eachof the IBP nodeshasa temporarybuffer into which datacanbestoredfor a �x edamountof
time. Applicationscanmanipulatethesebufferssothatdatais movedto locationscloseto whereit
is required.

IBP is modelledaftertheInternetProtocol.Thedatais handledin unitsof �x ed-sizebytearrays
which areanalogousto IP datagramsor network packets. Justas IP datagramsare independent
of the datalink layer, byte arraysare independentof the underlyingstoragenodes. This means
thatapplicationscanmovedataaroundwithoutworryingaboutmanagingstorageon theindividual
nodes.IBP alsoprovidesaglobaladdressingspacethatis basedonglobalIP addressing.Thus,any
clientwithin anIBP network canmake useof any IBP node.

IBP canalsobethoughtof asa virtualisationlayeror asanaccesslayerbuilt on top of storage
resources.IBP provides accessto heterogeneousstorageresourcesthrougha global addressing
spacein termsof �x edblock sizesthusmakingaccessto dataindependentof thestoragemethod
andmedia.Thestoragebufferscangrow to any size,andthusthebytearrayscanalsobethought
of as�les which live on thenetwork.

IBP also provides a client API and libraries that provide semanticssimilar to UNIX system
calls. A client connectsto an IBP “depot”, or a server, andrequestsstorageallocation. In return,
theserver providesit threecapabilities: for readingfrom, writing to andmanagingtheallocation.
Capabilitiesarecryptographicallysecurebyte stringswhich aregeneratedby the server. Subse-
quentcallsfrom theclientmustmake useof thesamecapabilitiesto performtheoperations.Thus,
capabilitiesprovide a notionof securityasa client canonly manipulateits own data.Capabilities
canbeexchangedbetweenclientsasthey aretext. Higher-orderaggregationof bytearraysis possi-
ble throughexNodeswhich aresimilar to UNIX inodes.exNodesallow uploading,replicatingand
managingof �les on anetwork with anIBP layerabove thenetworking layer(Planket al., 2002).

Beyond the useof capabilities,IBP doesnot have an addressmechanismthat keepstrack of
every replica generated.Thereis no directory servicethat keepstrack of every replica and no
informationservicethat can return the IBP addressof a replicaoncequeried. ThoughexNodes
storemetadata,IBP itself doesnot provide a metadatasearchingservice.IBP is morea low-level
storagesolutionthatfunctionsjustabove thenetworking layer.

4.2.3 FTP

FTP (File TransferProtocol)(PostelandReynolds, 1985) is oneof the fundamentalprotocolsfor
datamovementin the Internet.FTPis thereforeubiquitousandevery operatingsystemshipswith
anFTPclient.
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FTPseparatestheprocessof datatransferinto two channels,thecontrolchannelusedfor send-
ing commandsandrepliesbetweena client anda server andthe datachannelthroughwhich the
actualtransfertakesplace. The FTP commandssetup the dataconnectionby specifyingthe pa-
rameterssuchasdataport,modeof transfer, datarepresentationandstructure.Oncetheconnection
is setup theserver theninitiatesthedatatransferbetweenitself andtheclient. Theseparationof
controlanddatachannelsalsoallows third-partytransfersto takeplace.A clientcanopentwo con-
trol channelsto two serversanddirect themto starta datatransferbetweenthemselvesbypassing
theclient. Datacanbe transferredin threemodes: stream,block andcompressed.In thestream
mode,datais transmittedasis andit is the responsibilityof the sendinghostto notify the endof
stream.In theblockmode,datais transferredasaseriesof blocksprecededby headerbytes.In the
compressedmode,a precedingbytedenotesthenumberof replicationsof the following byte and
�ller bytesarerepresentedby asinglebyte.

Error recovery andrestartwithin FTPdoesnot cover corrupteddatabut takescareof datalost
dueto lossof network or ahostor of theFTPprocessitself. This requiresthesendinghostto insert
markersat regularintervalswithin thedatastream.A transmissionis restartedfrom thelastmarker
sentby the senderbeforethe previous transfercrashed.However, restartis not availablewithin
thestreamtransfermode.Securitywithin FTPis very minimal andlimited to thecontrolchannel.
Theusernameandpassword aretransmittedascleartext andthereis no facility for encryptingdata
while in transitwithin theprotocol.This limits theuseof FTPfor con�dential transfers.

NumerousextensionstoFTPhavebeenproposedtooffsetits limitations.RFCs2228(Horowitz andLunt,
1997) and2389(HethmonandElz, 1998) proposesecurityandfeaturesextensionsto FTPrespec-
tively. However, thesearenot implementedby popularFTP servers suchaswu-ftpd. SSHFile
TransferProtocol(SFTP)(Galbraithet al., 2005) is a secure�le transferprotocolthatusestheSe-
cureShell (SSH)Protocolfor bothauthenticationanddatachannelencryption.SFTPis designed
to bebotha transferprotocolanda remote�le systemaccessprotocol. However, it doesnot sup-
port featuresrequiredfor high-performancedatatransfersuchasparallelandstripeddatatransfer,
resuminginterruptedtransmissionsor tuningof TCPwindows.

4.2.4 GridFTP

GridFTP(Allcock, 2003; Allcock etal., 2002) extendsthedefault FTPprotocolby providing fea-
tures that are requiredin a Data Grid environment. The aim of GridFTP is to provide secure,
ef�cient, andreliabledatatransferin Grid environments.

GridFTPextendstheFTPprotocolbyallowing GSIandKerberosbasedauthentication.GridFTP
providesmechanismsfor parallelandstripeddatatransfersandsupportspartial �le transferthatis,
theability to accessonly partof a �le. It allows changingthesizesof theTCPbuffersandconges-
tion windows to improve transferperformance.Transferof massive data-setsis proneto failures
asthe network may exhibit transientbehaviour over long periodsof time. GridFTPsendsrestart
markersindicatinga byterangethathasbeensuccessfullywritten by thereceiver every 5 seconds
over thecontrolchannel.In caseof a failure,transmissionis resumedfrom thepoint indicatedby
thelastrestartmarker receivedby thesender.

GridFTPprovidesthesefeaturesby extendingthebasicFTPprotocolthroughnew commands,
featuresandanew transfermode.TheStripedPassive(SPAS) commandis anextensionto theFTP
PASV commandwhereinthe server presentsa list of portsto connectto ratherthanjust a single
port. This allows for multiple connectionsto downloadthesame�le or for receiving multiple �les
in parallel. The ExtendedRetrieve (ERET) commandsupportspartial �le transferamongother
things.TheSetBuffer (SBUF) andAutoNegotiateBuffer (ABUF) extensionsallow theresizingof
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TCPbufferson bothclient andserver sides.TheDataChannelAuthentication(DCAU) extension
provides for encryptingof datachannelsfor con�dential �le transfer. DCAU is usedonly when
the control channelis authenticatedthroughRFC 2228 (Horowitz andLunt, 1997) mechanisms.
Parallel and stripeddatatransfersare realisedthrougha new transfermodecalled the extended
block mode(modeE). Thesendernoti�es thereceiver of thenumberof datastreamsby usingthe
Endof Data(EOD) andEndof DataCount(EODC)codes.TheEODCcodesigni�es how many
EOD codesshouldbe received to considera transferclosed. An additionalprotocol is therefore
requiredfrom the sendersideto ensurethat the receiver obtainsthe datacorrectly. GridFTPim-
plementsRFC2389(HethmonandElz, 1998) for negotiationof featuresetsbetweentheclientand
theserver. Therefore,thesender�rst requeststhe featuressupportedby thereceiver andthensets
connectionparametersaccordingly. GridFTPalsosupportsrestartfor streammodetransferswhich
is notprovidedin thevanillaFTPprotocol.

Theonly public implementationfor theGridFTPserver-sideprotocolsis providedin theGlobus
Toolkit (FosterandKesselman, 1998). TheGlobusGridFTPserver is amodi�ed wu-ftpdserver that
supportsmostof GridFTP's featuresexceptfor stripeddatatransferandautomaticTCPbuffer size
negotiation. The Globus Toolkit provides libraries and APIs for clients to connectto GridFTP
servers. A command-linetool, globus-url-copy, built usingtheselibrariesfunctionsasa GridFTP
client. Anotherexamplesof aGridFTPclientsis theUberFTP(NCSA GridFTPClient, 2005) client
from NCSA.

Evaluationof GridFTPprotocolsalongsideFTP hasshown that usingthe additionalfeatures
of GridFTPincreasesperformanceof datatransfer(Ellert etal., 2002). Particularly, the usageof
parallelthreadsdramaticallyimprovesthetransferspeedover bothloadedandunloadednetworks.
Also, paralleltransferssaturatethebandwidththusimproving thelink utilisation.

4.2.5 Kangaroo

Kangaroo(Thainetal., 2001) is an end-to-enddatamovementprotocol that aimsto improve the
responsivenessandreliability of large datatransferswithin theGrid. The main ideain Kangaroo
is to conductthe datatransferasa backgroundprocessso that failuresdueto server crashesand
network partitionsarehandledtransparentlyby theprocessinsteadof theapplicationhaving to deal
with them.

Kangaroousesmemoryanddiskstorageasbuffersto whichdatais writtento by theapplication
andmovedout by a backgroundprocess.Thetransferof datais performedconcurrentlywith CPU
burststherebyimproving utilization. The transferis conductedthroughhops, or stageswherean
intermediateserver is introducedbetweentheclient andtheremotestoragefrom which thedatais
to bereador written. Datareceived by the intermediatestageis spooledinto thedisk from where
it is copiedto the next stageby a backgroundprocesscalledthe mover. This meansthat a client
applicationwriting datato a remotestorageis isolatedfrom theeffectsof a network crashor slow-
down aslong asit cankeepwriting to the disk spool. However, it is alsopossiblefor a client to
write datato thedestinationserver directlyoveraTCPconnectionusingtheKangarooprimitives.

Kangarooservicesareprovidedthroughaninterfacewhich implementsfour simple�le seman-
tics: get (non-blockingread),put (non-blockingwrite), commit (block until writes have been
deliveredto thenext stage)andpush (block until all writesaredeliveredto the�nal destination).
However, this providesonly weakconsistency sinceit is envisionedfor grid applicationsin which
data�o w is primarily in onedirection. As canbe seen,Kangaroois an output-orientedprotocol
whichprimarily dealswith reliability of datatransferbetweenaclientandaserver.

Thedesignof Kangaroois similar to thatof IBP eventhoughtheir aimsaredifferent. Both of
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themusestore-and-forward methodasa meansof transportingdata. However, while IBP allows
applicationsto explicitly controldatamovementthroughanetwork, Kangarooaimsto keepthedata
transferhiddenthroughthe usageof backgroundprocesses.Also, IBP usesbyte arrayswhereas
Kangaroousesthedefault TCP/IPdatagramsfor datatransmission.

4.2.6 Legion I/O model

Legion (Chapinet al., 1999) is a object-orientedgrid middleware for providing a single system
imageacrossacollectionof distributedresources.TheI/O mechanismwithin Legion (White etal.,
2000) aimsto provide transparentaccessto �les storedon distributedresourcesthroughAPIs and
daemonsthatcanbeusedby native andlegacy applicationsalike.

Resourceswithin the Legion systemarerepresentedby objects. BasicFileObjectscorrespond
to �les in a conventional �le systemwhile ContextObjectscorrespondto directories. However,
theseare separatedfrom the actual�le system. A data�le is copiedto a BasicFileObjectto be
registeredwithin the context spaceof Legion. The context spaceprovides location-independent
identi�ers whichareboundto human-readablecontext names.This presentsasingleaddressspace
andhierarchyfrom which userscanrequest�les without worrying abouttheir location. Also, the
representationof BasicFileObjectis system-independent,and thereforeprovides interoperability
betweenheterogeneoussystems.

Accessto a Legion �le objectis provided throughvariousmeans.Command-lineutilities pro-
vide a familiar interfaceto theLegion context space.ApplicationdeveloperscanuseAPIs which
closelymimic C andC++ �le primitivesandUnix systemcalls. For legacy codes,a buffering in-
terfaceis provided throughwhich applicationscanoperateon local �les copiedfrom the Legion
objectsandthe changesarecopiedback. Anothermethodis to usea modi�ed NFS daemonthat
translatesclient requestto appropriateLegion invocations.

Securityfor �le transferis providedthroughmeansof X.509proxieswhicharedelegatedto the
�le accessmechanisms(Ferrarietal., 1999). Dataitself is not encryptedwhile in transit.Caching
andprefetchingis implementedfor increasingperformanceandto ensurereliability.

4.2.7 SRBI/O

TheStorageResourceBroker(SRB)(Baruetal., 1998) developedattheSanDiegoSupercomputing
Centre(SDSC)focuseson providing a uniform andtransparentinterfaceto heterogenousstorage
systemsthatincludedisks,tapearchivesanddatabases.A studyof SRBasareplicationmechanism
is provided in the following section,in this sectionhowever, we will focuson the datatransport
mechanismwithin SRB.

Datatransportwithin SRBprovidesfeaturessuchasparalleldatatransfersfor performingbulk
datatransferoperationsacrossgeographicallydistributedsites. If paralleltransferis requestedby
a client, theSRBserver createsa numberof parallelstreamsdependingon bandwidthavailability
andspeedof thestoragemedium.SRBalsoallows streamingdatatransferandsupportsbulk ingest
operationsin whichmultiple�les aresentusingmultiplestreamsto astorageresource.SRBI/O can
transfermultiple �les ascontainersandcanstage�les from tapeor archival storageto disk storage
for fasteraccess.

SRBprovidesfor strongsecuritymechanismssupportedby �ne-grainedaccesscontrolsondata.
Accesssecurityis provided throughcredentialssuchaspasswordsor public key andprivatekey
pair which canbestoredwithin MCAT itself. Controlledauthorizationfor readaccessis provided
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Table4: Comparisonbetweenvariousdatareplicationmechanisms.

Project Model Topology Storage
Integra-
tion

Data
Trans-
port

Meta-
data

Update Catalog

Grid
Datafarm

Centralised Hierarchy Tightly-
coupled

Closed System,
Active

Async.,
epidemic

DBMS

RLS Centralised Hierarchy Loosely-
coupled

Open User-
de�ned,
Passive

Async.,on-
demand

DBMS

GDMP Centralised Hierarchy Loosely-
coupled

Open User-
de�ned,
Passive

Async.,on-
demand

DBMS

SRB Decentral-
ised

Flat Intermed-
iate

Closed User-
de�ned,
Passive

Async.,on-
demand

DBMS

throughtickets issuedby userswho have control privilegeson data. Ticketsare time-limited or
use-limited.Userscanalsocontrolaccessprivilegesalongacollectionhierarchy.

SRBalsoprovidessupportfor remoteprocedures.Theseareoperationswhichcanbeperformed
on thedatawithin SRBwithout having to move it. Remoteproceduresincludeexecutionof SQL
queries,�ltering of dataandmetadataextraction.Thisalsoprovidesfor anadditionallevel of access
control as userscanspecify certaindatasetsor collectionsto be accessibleonly throughremote
procedures.

4.3 Data Replication and Storage

In this subsection,four of the datareplicationmechanismsusedwithin DataGrids arestudiedin
depthandclassi�ed accordingto the taxonomygiven in Section3.3. Thesewerechosennot only
becauseof their wide usagebut alsobecauseof thewide variationsin designandimplementation
that theserepresent.A summaryis given in Table4. Table5 encapsulatesthedifferencesbetween
thevariousreplicationmechanismson thebasisof thereplicationstrategiesthatthey follow. Some
of thereplicationstrategieshavebeenonly simulatedandtherefore,theseareexplainedin aseparate
subsection.

4.3.1 Grid DataFarm

Grid Datafarm(Gfarm)(Tatebeet al., 2002) is anarchitecturethatcouplesstorage,I/O bandwidth
andprocessingto provide scalablecomputingto processpetabytes(PB) of data. Thearchitecture
consistsof nodesthat have a large disk space(in the orderof terabytes(TB)) coupledwith com-
puting power. Thesenodesareconnectedvia a high speedinterconnectsuchasMyrinet or Fast
Ethernet.Gfarmconsistsof theGfarm�lesystem,processschedulerandtheparallelI/O APIs.

TheGfarm �lesystem is a parallel�lesystem thatuni�es the �le addressingspaceover all the
nodes.It providesscalableI/O bandwidthby integratingprocessschedulingwith datadistribution.
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Table5: Comparisonbetweenreplicationstrategies.

Project Method Granularity Objective Func-
tion

Grid Datafarm Static File, Fragment Locality
RLS Static Datasets,File Popularity, Publica-

tion
GDMP(Stockingeret al.,
2001)

Static Datasets, File,
Fragment

Popularity, Publica-
tion

SRB Static Containers,
Datasets,File

Preservation,Publi-
cation

Lamehamedi et.
al [(2002); (2003)]

Dynamic File UpdateCosts

Bell etal. (2003) Dynamic File Economic
LeeandWeissman
(2001)

Dynamic File Popularity

Ranganathanet al.
(2002)

Dynamic File Popularity

A Gfarm�le is a large �le that is storedthroughoutthe �lesystem on multiple disksasfragments.
Eachfragmenthasarbitrary lengthandcanbe storedon any node. Individual fragmentscanbe
replicatedand the replicasaremanagedthroughGfarm metadata.Individual fragmentsmay be
replicatedandthereplicasaremanagedthroughthe�lesystemmetadataandreplicacatalog.Meta-
datais updatedat theendof eachoperationon a �le. A Gfarm�le is write-once,that is, if a �le is
modi�ed andsaved,theninternallyit is versionedandanew �le is created.

Gfarmtargetsdata-intensive applicationsin which thesameprogramis executedover different
data�les andwherethe primary taskis of readinga large body of data. The datais split up and
storedasfragmentsonthenodes.While executingaprogram,theprocessschedulerdispatchesit to
thenodethathasthesegmentof datathattheprogramwantsto access.If thenodesthatcontainthe
dataandits replicasareunderheavy CPUload,thenthe�lesystemcreatesareplicaof therequested
fragmenton anothernodeandassignsthe processto it. In this way, I/O bandwidthis gainedby
exploiting theaccesslocality of data.This processcanalsobecontrolledthroughtheGfarmAPIs.
It is alsopossibleto accessthe�le usinga localbuffer cacheinsteadof replication.

On the whole, Gfarm is a systemthat is tunedfor high-speeddataaccesswithin a tightly-
coupledyet large-scalearchitecturesuchasclustersconsistingof hundredsof nodes. It requires
high-speedinterconnectsbetweenthe nodesso that bandwidth-intensive taskssuchasreplication
do not causeperformancehits. This is evident throughexperimentscarriedout over clustersand
wide-areatestbeds(Yamamotoet al., 2004; Tatebeetal., 2004). Theschedulingin Gfarmis at the
processlevel andapplicationshave to usetheAPI thoughasystemcall trappinglibrary is provided
for inter-operatingwith legacy applications.GfarmtargetsapplicationssuchasHighEnergy Physics
wherethedatais “write-onceread-many”. For applicationswherethedatais constantlyupdated,
therecouldbeproblemswith managingtheconsistency of thereplicasandthemetadatathoughan
upcomingversionaimsto �x them(Tatebeetal., 2004).
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4.3.2 RLS

Giggle(GIGa-scaleGlobalLocationEngine)(Chervenaketal., 2002) is anarchitecturalframework
for aReplicaLocationService(RLS) thatmaintainsinformationaboutphysicallocationsof copies
of data.Themaincomponentsof RLSaretheLocalReplicaCatalog(LRC) whichmapsthelogical
representationto the physicallocationsandthe ReplicaLocationIndex (RLI) which indexes the
catalogitself.

Theactualdatais representedby a logical �le name(LFN) andcontainsomeinformationsuch
asthesizeof the�le, its creationdateandany othersuchmetadatathatmighthelpusersto identify
the �les that they seek.A logical �le hasa mappingto theactualphysicallocation(s)of the data
�le andits replicas,if any. Thephysicallocationis identi�ed by auniquephysical�le name(PFN)
which is aURL (Uniform ResourceLocator)to thedata�le onstorage.Therefore,aLRC provides
thePFNcorrespondingto anLFN. TheLRC alsosupportsauthenticatedqueriesthatis, information
aboutthedatais notavailablein theabsenceof propercredentials.

A data�le may be replicatedacrossseveral geographicalandadministrative boundariesand
informationaboutits replicasmaybepresentin several replicacatalogs.An RLI createsan index
of replicacatalogsasa setof logical �le namesanda pointerto a replicacatalogentries.There-
fore, it is possibleto de�ne several con�gurationsof replica indexes, for examplea hierarchical
con�gurationor a central,single-indexed con�gurationor a partitionedindex con�guration. Some
of thepossiblecon�gurationsarelistedby Chervenaketal. (2002). Theinformationwithin anRLI
is periodicallyupdatedusingsoft-statemechanismssimilar to thoseusedin Globus MDS (Moni-
toring andDiscovery System).In fact,thestructureof thereplicacatalogis quitesimilar to thatof
MDS (Czajkowski etal., 2001).

RLSis aimedatreplicatingdatathatis “write oncereadmany”. Datafrom scienti�c instruments
thatneedsto bedistributedaroundtheworld is falls into this category. This datais seldomupdated
andtherefore,strict consistency managementis not required.Soft-statemanagementis enoughfor
suchapplications.RLS is alsoastandalonereplicationservicethatis it doesnothandle�le transfer
or datareplicationitself. It providesonly anindex for thereplicateddata.

4.3.3 GDMP

GDMP (SamarandStockinger, 2001; Stockingeretal., 2001) is a replicationmanagerthat aims
to provide secureand high-speed�le transferservicesfor replicatinglarge data�les and object
databases.GDMP provides point-to-pointreplicationcapabilitiesby utilizing the capabilitiesof
otherDataGrid toolssuchasreplicacatalogsandGridFTP.

GDMPis basedonthepublish-subscribemodel,whereintheserverpublishesthesetof new �les
thatareaddedto thereplicacatalogandtheclientcanrequestacopy of theseaftermakingasecure
connectionto the server. GDMP usesGSI as its authenticationandauthorizationinfrastructure.
Clients�rst registerwith theserverandreceivenoti�cationsaboutnew datathatareavailablewhich
arethenrequestedfor replication.Failureduringreplicationis assumedto behandledby theclient.
For example,if theconnectionfails while replicatinga setof �les, theclient may reconnectwith
theserver andrequesta re-transfer. The�le transferis conductedthroughGridFTP.

GDMP dealswith object databasescreatedby High Energy Physicsexperiments. A single
�le may containup to a billion (109) objectsandtherefore,it is advantageousfor the replication
mechanismsto dealwith objectsratherthan�les. Objectsrequestedby a sitearecopiedto a new
�le at thesource.This �le is thentransferredto therecipientandthedatabaseat theremoteendis
updatedto includethenew objects.The�le is thendeletedat theorigin. In this case,replicationis
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staticaschangingGrid conditionsarenot taken into accountby thesourcesite. It is left upto the
client siteto determinethetime andthevolumeof replication.

GDMP was originally conceived for the CMS experimentat the LHC in which the data is
generatedat onepoint andhasto bereplicatedglobally. Therefore,consistency of replicasis not a
big issueasthereareno updatesandall thenoti�cations arein a singledirection.Thedatafor this
experimentwasin the form of �les containingobjectswhereeachobjectrepresenteda collision.
GDMPcaninteractwith theobjectdatabaseto replicatespeci�c groupsof objectsbetweensites.

4.3.4 SRB

Thepurposeof theSRBis to enablethecreationof sharedcollectionsthroughmanagementof con-
sistentstateinformation,latency management,load leveling, logical resourcesusageandmultiple
accessinterfaces(Baruetal., 1998; Rajasekaret al., 2003). SRBalsoaimsto provideauni�ed view
of thedata�les storedin disparatemediaandlocationsby providing thecapabilityto organisethem
into virtual collectionsindependentof their physicallocationandorganization.It providesa large
numberof capabilitiesthat arenot only applicableto DataGrids but alsofor collectionbuilding,
digital librariesandpersistentarchival applications.

An SRB installationfollows a three-tierarchitecture- thebottomtier is the actualstoragere-
source,the middleware lies in betweenandat the top is the Application ProgrammingInterface
(API) andthemetadatacatalog(MCAT). File systemsanddatabasesaremanagedasphysicalstor-
age resources(PSRs)which arethencombinedinto logical storage resources(LSRs). Dataitems
in SRBareorganisedwithin a hierarchyof collectionsandsub-collectionsthat is analogousto the
UNIX �lesystemhierarchy. CollectionsareimplementedusingLSRswhile thedataitemswithin a
collectioncanbelocatedon any PSR.Dataitemswithin SRBcollectionsareassociatedwith meta-
datawhichdescribesystemattributessuchasaccessinformationandsize,anddescriptive attributes
whichrecordpropertiesdeemedimportantby theusers.Themetadatais storedwithin MCAT which
alsorecordsattributesof thecollectionsandthePSRs.Attribute-basedaccessto thedataitemsis
madepossibleby searchingMCAT.

The middleware is madeup of the SRB Masterdaemonandthe SRB Agent processes.The
clients authenticateto the SRB Masterand the latter startsan Agent processthat processesthe
client requests.An SRB agentinterfaceswith the MCAT and the storageresourcesto execute
a particularrequest. It is possibleto createa federationof SRB servers by interconnectingthe
masters.In a federation,a server actsasa client to anotherserver. A client requestis handedover
to theappropriateserver dependingon thelocationdeterminedby theMCAT service.

SRB implementstransparency for dataaccessand transferby managingdataas collections
which own andmanageall of the informationrequiredfor describingthedataindependentof the
underlyingstoragesystem.Thecollectiontakescareof updatingandmanagingconsistency of the
dataalongwith otherstateinformationsuchastimestampsandaudittrails. Consistency is managed
by providing synchronisationmechanismsthatlock staledataagainstaccessandpropagatesupdates
throughouttheenvironmentuntil globalconsistency is achieved.

SRB is one of the most widely usedDataGrid technologiesin variousapplicationdomains
aroundtheworld includingtheUK eScience(eDiaMoND),BaBar, BIRN, IVOA andtheCalifornia
Digital Library (Rajasekaretal., 2002).
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4.3.5 Other Replication Strategies

Lamehamedi,et. al [(2002);(2003)] study replicationstrategies basedon the replica sitesbeing
arrangedin differenttopologiessuchasring, treeor hybrid. Eachsiteor nodemaintainsan index
of the replicasit hostsand the other locationsof thesereplicasthat it knows. Replicationof a
datasetis triggeredwhenrequestsfor it at a site exceedsomethreshold.The replicationstrategy
placesa replicaat a site that minimisesthe total accesscostsincluding both readandwrite costs
for thedatasets.Thewrite costconsidersthecostof updatingall thereplicasafterawrite at oneof
thereplicas.They show throughsimulationthat thebestresultsareachieved whenthereplication
processis carriedoutclosestto theusers.

Bell et al. (2003) presentan�le replicationstrategy basedonaneconomicmodelthatoptimises
the selectionof sitesfor creatingreplicas. Replicationis triggeredby the numberof requestsre-
ceived for a dataset.Accessmediatorsreceive theserequestsandstartauctionsto determinethe
cheapestreplicas.A StorageBroker (SB)participatesin theseauctionsby offeringapriceatwhich
it will sellaccessto areplicaif it is present.If thereplicais notpresentat thelocalstorageelement,
thenthebroker startsanauctionto replicatetherequested�le onto its storageif it determinesthat
having thedatasetis economicallyfeasible.OtherSBsthenbid with thelowestpricethatthey can
offer for the�le. Thelowestbidderwinstheauctionbut is paidtheamountbid by thesecond-lowest
bidder. This is aVickrey secondpriceauction(Vickrey, 1961) with descendingbids.

LeeandWeissman(2001) presentanarchitecturefor dynamicreplicationwithin aserviceGrid.
Thereplicasarecreatedonthebasisof eachsiteevaluatingwhetheritsperformancecanbeimproved
by requestingonemorereplica. The mostpopularservicesare,therefore,mostreplicatedasthis
will entailaperformanceboostby lesseningtheloadrequirementson aparticularreplica.

Ranganathanetal. (2002) presenta dynamicreplicationstrategy that createscopiesbasedon
trade-offs betweenthe costandthe future bene�ts of creatinga replica. The strategy is designed
for peer-peerenvironmentswherethereis a high-degreeof unreliability and hence,considersa
minimum numberof replicasthatmight be requiredgiven theprobabilityof a nodebeingup and
theaccuracy of informationpossessedby asitein apeer-peernetwork.

4.4 ResourceAllocation and Scheduling

This subsectiondealswith the studyof resourceallocationandschedulingstrategieswithin Data
Grids. While Grid schedulinghasbeena well-researchedtopic, this studyis limited to only those
strategiesthatexplicitly dealwith transferof dataduringprocessing.Therefore,the focushereis
on featuressuchasadaptingto environmentswith varieddatasourcesandschedulingjobsin order
to minimisethemovementof data. Table6 summarisestheschedulingstrategiessurveyed in this
sectionandtheir classi�cation.

Schedulingstrategiesfor data-intensiveapplicationscanbedistinguishedonthebasisof whether
they coupledatamovementto job submissionor they don't. As mentionedearlierin Section3.4,
in theformercase,thetemporallocality of datarequestsis exploited. Initial work focusedon reuse
of cacheddata.An exampleof this directionis thework by Casanova etal. (2000) who introduce
heuristicsfor schedulingindependenttaskssharingcommon�les, on aGrid composedof intercon-
nectedclusters.Here,thestrategy is to prefernodeswithin clustersto which thedatahasalready
beentransferredratherthanthoseclusterswherethedatais not present.Thesourceof thedatais
consideredto betheclient node,i.e., themachinewhich submitsthejobsto theGrid. Laterefforts
looked at extendingthis to datareplicationwherecopiesof thedataaremaintainedover a longer
termto bene�t requestscomingfrom futurejob submissions.Takefusaetal. (2003) have simulated

39



Table6: Comparisonbetweenschedulingstrategies.

Work/Project Application
Model

Scope Data
Replica-
tion

Utility
Function

Locality

Casanova, et al.
(2000)

Bag-of-Tasks Individual Coupled Makespan Temporal

GrADS
(Dail et al., 2004)

Process-level Individual Decoupled Makespan Spatial

Ranganathan &
Foster(2002)

Independent
Tasks

Individual Decoupled Makespan Spatial

Kim andWeissman
(2003)

Independent
Tasks

Individual Decoupled Makespan Spatial

Takefusa, et.
al (2003)

Process-level Individual Coupled Makespan Temporal

Pegasus(Deelmanet al.,
2003)

Work�o ws Individual Decoupled Makespan Temporal

Thainetal. (2001) Independent
Tasks

Community Coupled Makespan Both

Chameleon(2003) Independent
Tasks

Individual Decoupled Makespan Spatial

SPHINX (In et al.,
2003, 2004)

Work�o ws Community Decoupled QoS Spatial

Gridbus Bro-
ker(VenugopalandBuyya,
2005) and Work-
�o w (Yu andBuyya,
2004)

Bag-of-Tasks
and Work-
�o ws

Individual Decoupled QoS Spatial

job schedulinganddatareplicationpoliciesfor centralandtier modelorganizationof DataGrids
basedon the Grid Datafarm (Tatebeet al., 2002) architecture.Out of the several policiessimu-
lated, the authorsestablishthat the combinationof OwnerComputesstrategy (job is executedon
the resourcethatcontainsthedata)for job schedulingalongwith backgroundreplicationpolicies
basedon numberof accesses(LoadBound-Replicate) or on thenodewith themaximumestimated
performance(Aggressive-Replication) providestheminimumexecutiontime for a job.

Similar in intent, Thainet al. (2001) describea meansof creatingI/O communitieswhich are
groupsof CPU resourcessuchasCondorpoolsclusteredarounda storageresource.The storage
appliancesatis�esthedatarequirementsfor jobsthatareexecutedonboththeprocesseswithin and
outsidethecommunity. Theschedulingstrategy in this work allows for both thedatato bestaged
to a communitywherethe job is executedandthe job to migrateto a communitywherethe data
requiredis alreadystaged.Thedecisionis madeby theuseraftercomparingtheoverheadsof either
stagingtheapplicationor replicatingthedata.This is differentto thepoliciespreviouslymentioned
whereinthe replicationprocessis basedon heuristicsand requiresno userintervention. Again,
improving temporallocality of databy replicatingit within acommunityimprovestheperformance.
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Later in this section,we will look at anothercoupledstrategy proposedby Phanetal. (2005) that
usesGeneticAlgorithmsasaschedulingheuristic.

Strategiesthatdecouplejob submissionfrom datamovementattemptto reducethedatatransfer
time eitherby schedulingthe job closeto or at the sourceof the data,or by accessingthe data
from a replicasite which is closestto the site of computation.Here,the term “close” refersto a
sitewith minimumtransfertime. RanganathanandFoster(2002) proposea decoupledscheduling
architecturefor dataintensive applicationswhichconsistsof 3 components:theExternalScheduler
(ES)thatdecidesto whichnodethejobsmustbesubmitted,theLocalScheduler(LS) oneachnode
thatdecidesthepriority of thejobsarriving at thatnodeandtheDatasetScheduler(DS) thattracks
thepopularityof thedatasetsanddecideswhichdatasetsto replicateor delete.Throughsimulation,
they evaluatecombinationsof 4 job schedulingalgorithmsfor theESand3 replicationalgorithms
for theDS.Theresultsshow thattheworstperformanceis givenby executinga job at thesourceof
datain theabsenceof replication.This is becausea few siteswhichhostthedataareoverloadedin
this case.Thebestperformanceis givenby samejob schedulingstrategy but with datareplication.
A similarstrategy is proposedin Chameleon(ParkandKim, 2003) whereinasiteonwhichthedata
hasalreadybeenreplicatedis preferredfor submittinga job over onewherethedatais notpresent.

Most of the strategiesstudiedtry to reducethe makespanor the Minimum CompletionTime
(MCT) of the task which is de�ned as the differencebetweenthe time when the job was sub-
mitted to a computationalresourceand the time it completed. Makespanalso includesthe time
taken to transferthedatato thepoint of computationif that is allowedby theschedulingstrategy.
Takefusaetal. (2003) andGrid Application DevelopmentSoftware (GrADS) project (Dail etal.,
2004) aremakespanschedulersthatoperateat thesystemprocesslevel. Schedulingwithin thelatter
is carriedout in threephases:beforetheexecution,thereis an initial matchingof anapplication's
requirementsto availableresourcesbasedon its performancemodelandthis is calledlaunch-time
scheduling; then,theinitial scheduleis modi�ed duringtheexecutionto take into accountdynamic
changesin the systemavailability which is called rescheduling; �nally , the co-ordinationof all
schedulesis donethroughmeta-scheduling. Contracts(Vraalsenetal., 2001) are formed to en-
sureguaranteedexecutionperformance.Themappingandsearchprocedurepresentedby Dail et al.
(2002) formsCandidateMachineGroups(CMG) consistingof availableresourceswhich arethen
prunedto yield onesuitablegroupperapplication.Themapperthenmapstheapplicationdatato
physicallocationfor this group. Therefore,spatiallocality is primarily exploited. The scheduler
is tightly integratedinto the applicationandworks at the processlevel. However, the algorithms
arethemselvesindependentof theapplication.Recentwork however hassuggestedextendingthe
GrADSschedulingconceptto work�o w applications(Cooperetal., 2004). However, thetreatment
of datastill remainsthesame.

Casanova etal. (2000) extend threeheuristicsfor reducingmakespan— Min-Min, Max-Min
andSufferage that were introducedby Maheswaranetal. (1999) — to considerinput andoutput
datatransfertimes.Min-Min assignstaskswith theleastmakespanto thosenodeswhich will exe-
cutethemthefastestwhereasMax-Min assignstaskswith maximummakespanto fastestexecuting
nodes.Sufferageassignstaskson the basisof how muchthey would “suffer” if they arenot as-
signedto a particularnode.This “sufferage”valueis computedasthedifferencebetweenthebest
MCT for a taskon a particularnodeandthesecond-bestMCT on anothernode.Taskswith higher
sufferagevaluesreceive morepriority. Theauthorsintroduceanotherheuristic,XSufferage, which
is an extendedversionof Sufferagethat takesinto account�le locality beforeschedulingjobs by
consideringMCT on theclusterlevel. Within XSufferage,a job is scheduledto a clusterif the�le
requiredfor thejob hasbeenpreviously transferredto any nodewithin thecluster.

Kim andWeissman(2003) introducea GeneticAlgorithm (GA) basedschedulerfor reducing
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makespanof DataGrid applicationsdecomposableinto independenttasks.Theschedulertargetsan
applicationmodelwhereina large datasetis split into multiple smallerdatasetsandthesearethen
processedin parallelon multiple “virtual sites”,whereavirtual siteis consideredto beacollection
of computeresourcesanddataservers. Thesolutionto theschedulingproblemis representedasa
chromosomein which eachgenerepresentsa taskallocatedto a site. Eachsub-geneis associated
with a value that representsthe fraction of a datasetassignedto the site and the whole geneis
associatedwith a valuedenotingcapabilityof the site given the fraction of the datasetsassigned,
the time taken to transferthesefractionsandthe executiontime. The chromosomesaremutated
to form the next generationof chromosomes.At the end of an iteration, the chromosomesare
rankedaccordingto anobjective functionandtheiterationstopsataprede�nedcondition.Sincethe
objective of thealgorithmis to reducethecompletiontime, theiterationstendto favour thosetasks
in which thedatais processedcloseto or at thepoint of computationtherebyexploiting thespatial
locality of datasets.Phanetal. (2005) apply a similar GA basedstrategy, but in their case,data
movementis coupledto job submission.Thechromosomethatthey adoptrepresentsjob ordering,
assignmentsof jobsto computenodesandtheassignmentof datato replicalocations.At theendof
aspeci�ednumberof iterations(100in thiscase),theGA convergesto anear-optimalsolutionthat
givesa job orderqueue,job assignmentsanddataassignmentsthatminimizemakespan.

While thestrategiesbeforehave concentratedon independenttasksor BoT modelof Grid ap-
plications,Pegasus(Deelmanetal., 2003) concentrateson reducingmakespanfor work�o w-based
applications. The strategy reducesan abstract work�ow that containsthe order of executionof
componentsinto aconcretework�ow wherethecomponentis turnedinto anexecutablejob andthe
locationsof the computationalresourcesandthe dataarespeci�ed. The abstractwork�o w goes
througha processof reductionwherethecomponentswhoseoutputshave alreadybeengenerated
andenteredinto a ReplicaLocationServiceareremoved from thework�o w andsubstitutedwith
thephysicallocationof theproducts.Theemphasisis thereforeon thereuseof alreadyproduced
dataproducts.Theplanningprocessselectsasourceof dataat random,thatis, neitherthetemporal
nor thespatiallocality is exploited.

Otherprojectsaim to achieve differentschedulingobjectivessuchasachieving a speci�c QoS
demandedby the application. SPHINX (Schedulingin Parallel for a HeterogeneousIndependent
NetworX) (In etal., 2003) is onesuchmiddlewareproject for schedulingdata-intensive applica-
tions on the Grid. Schedulingwithin SPHINX is basedon a client-server framework in which a
schedulingclientwithin aVO submitsameta-jobasaDirectedAcyclic Graph(DAG) to oneof the
schedulingserversfor theVO alongwith QoSrequirementssuchasnumberof CPUsrequiredand
deadlineof execution.QoSprivilegesthatauserenjoysmayvarywith thegroupsheor shebelongs
to. Theserver is allocatedaportionof theVO resourcesandin turn,it reservessomeof thesefor the
job submittedby theclientbasedon theallocatedQoSfor theuserandsendstheclientanestimate
of the completiontime. The server also reducesthe DAG by removing taskswhoseoutputsare
alreadypresent.If theclient acceptsthecompletiontime, thentheserver begins executionof the
reducedDAG. Theschedulingstrategy in SPHINX(In et al., 2004) considersVO policiesasa four
dimensionalspacewith the resourceprovider, resourceproperties,userandtime forming eachof
thedimensions.Policiesareexpressedin termsof quotaswhicharetuplesformedby valuesof each
dimension.Theoptimal resourceallocationfor a userrequestis providedby a linearprogramming
solutionwhichminimizestheusageof theuserquotason thevariousresources.

Data-intensive applicationschedulingwithin theGridbusBroker (VenugopalandBuyya, 2005)
is carriedout on thebasisof QoSfactorssuchasdeadlineandbudget.Theexecutionmodelin this
work is thatof parametersweepor Bagof Tasks,eachof whichdependsonmultipledata�les each
replicatedon multiple dataresources.The schedulingalgorithmtries to minimize the economic
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objective by incrementallybuilding resourcesetsconsistingof onecomputeresourcefor executing
thejob andonedatasiteeachfor each�le thatneedsto beaccessedby thejob. Thescheduleritself
performsno replicationof datain this case.Schedulingof work�o ws is supportedby theGridbus
Work�o w Engine(Yu andBuyya, 2004) which otherwisehassimilar propertieswith respectto the
schedulingof dataintensive applications.

5 Discussion

Figures12 – 16 pictorially representthe mappingof the systemsthat wereanalysedin Section4
to the taxonomy. Eachof the boxes at the “leaves” of the taxonomy“branches”containsthose
systemsthatexhibit thepropertyat the leaf. A box containing“(All)” implies thatall thesystems
studiedsatisfythepropertygivenby thecorrespondingleaf. Fromthe�gures it canbeseenthatthe
taxonomyis shown to becompletewith respectto thesystemsstudiedaseachof themcanbefully
describedby thecategorieswithin this taxonomy.

Figure12 shows theorganizationaltaxonomyannotatedwith theDataGrid projectsthatwere
studiedin Section4.1. As canbeseenfrom the�gure, currentscienti�c DataGridsmostly follow
thehierarchicalor thefederatedmodelsof organizationbecausethedatasourcesarefew andwell-
established.Thesedatasourcesaregenerallymassstoragesystemsfrom which datais transferred
outas�les or datasetsto otherrepositories.Fromasocialpointof view, suchDataGridsareformed
by establishingcollaborationsbetweenresearchersfrom thesamedomain.In suchcases,any new
participantswilling to join or contributehave to bepartof theparticularscienti�c communityto be
inductedinto thecollaboration.

Themappingof variousDataGrid transportmechanismsstudiedin Section4.2to theproposed
taxonomyis shown in Figure13. Therequirementto transferlargedatasetshasled to thedevelop-
mentof high-speed,low latency transferprotocolssuchasGridFTPwhich is rapidly becomingthe
default transferprotocolfor all DataGrid projects.While FTPis alsousedwithin certainprojects
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for datawith lessersizeandsecurityconstraints,andSRBI/O is applicablein any SRBinstallation,
IBP andKangarooarenotdeployedin existingDataGrids.This is dueto thefactthatthelatterare
researchprojectsratherthanproductsanddonotmeetall requirementsof aDataGrid environment.

Figures14 and15 show mappingof thedatareplicationsystemscoveredin Sections4.3 to the
replicaarchitectureandstrategy taxonomy. Thehierarchicalmodelof theHEPexperimentsin Fig-
ure12 hasmotivatedthedevelopmentof tree-structuredreplicationmechanismsthataredesigned
to betop-down in termsof organizationanddatapropagation.Many of theprojectsthathave fol-
lowedthefederationmodelhave usedSRBwhich offersmore�e xibility in theorganizationmodel
of replicasites.SRB is alsousedby many HEPexperimentssuchasBelle andBaBarbut con�g-
uredasa hierarchyof sites. Currentlymassive datasetsarebeingreplicatedstaticallyby project
administratorsin selectlocationsfor all theprojects,andintelligentanddynamicreplicationstrate-
gieshave not yet founda placein productionDataGrids. Thestaticreplicationstrategy is guided
by theobjective of increasinglocality of datasets.Most resourceallocationandschedulingefforts,
especiallythosethat involve couplingof replicationto job submission,follow similar strategiesto
reducemakespan. This canbe inferred from Figure 16 which illustratesmappingof scheduling
efforts to thetaxonomy.

DataGrid technologiesareonly beginningto beemployedin productionenvironmentsandare
still evolving to meetpresentandfuturerequirements.Someof thenew developmentsin areassuch
asreplicationandresourceallocationandschedulinghave alreadybeencoveredin Section4. In
thenext subsection,we will look at theemerging trendsandhow thesewill drive evolutionof Data
Grid technologies.
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5.1 Future Trends

Four trendsthat will drive innovation within Data Grids are: Increasedcollaboration,Service-
orientedarchitectures(SOAs),MarketmechanismsandEnterpriserequirements.Thekey properties
of eachof theconstituenttechnologies,identi�ed within thetaxonomy, thatarerequiredto realize
this innovationis discussedin detailbelow andsummarizedin Table7. However, it is importantto
notethatthisdoesnotexcludeothercharacteristicsfrom consideration.

IncreasedCollaboration: While DataGrids arebuilt aroundVOs, currenttechnologiesdo not
provide much of the capabilitiesrequiredfor enablingcollaborationbetweenparticipants.
For example,the treestructureof many replicationmechanismsinhibits direct copying of
databetweenparticipantsthat resideon differentbranches.Replicationsystems,therefore,
will follow hybrid topologiesthat involve peer-to-peerlinks betweendifferentbranchesfor
enhancedcollaboration.Exchangeof datashouldbeaccompaniedby enhancedsecurityguar-
antees.Therefore,this motivatestheuseof �ne-grainedaccesscontrolsthroughoutthesys-
tem.

Sincecommunitiesareformedby pooling of resourcesby participants,resourceallocation
mustensurefair sharesto everyone.This requirescommunity-basedschedulersthat assign
quotasto eachof theusersbasedonprioritiesandresourceavailability. Individualusersched-
ulersshouldthensubmitjobstakinginto accounttheassignedquotasandcouldnegotiatewith
thecentralschedulerfor quotaincreaseor changein priorities. It couldalsobeableto swap
or reducequotasin orderto gainresourcesharein thefuture.Usersareableto planaheadfor
futureresourcerequirementsby advancereservationof resources.

Service-OrientedArchitecture: An importantelementwithin Web(or Grid) servicesis theability
for servicesto becomposedof otherservicesby buildingonstandardprotocolsandinvocation
mechanisms.This is thekey differencebetweenanSOA (PapazoglouandGeorgakopoulos,
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Table7: FutureTrendsandKey Characteristics.

Trend Organization Transport Replication Scheduling
Collabora-
tion

Hybrid models Fine-grained
access

Hybrid topology,
Active metadata,
ReplicaPublication

Community

SOA Autonomic Manage-
ment

Overlay net-
works, Fault
Tolerance

Open Protocols,Ac-
tive metadata,Popu-
larity and Economic-
basedreplication

Work�o w
models,QoS

Market Interdomain sys-
tems, Economic &
Reputation-based
VOs, Autonomic
Management

Fault Toler-
ance

Decentralized
model, Dynamic
and Economy-based
Replication

Pro�t, QoS

Enterprise
Require-
ments

Regulated,Economic
& Reputation-based
VOs

Security Active metadata,
Replica update,
Preservationstrategy

Work�o w
models,QoS

2003) andatraditionalclient-server architecture.Thehighlevel of transparency within SOAs
requiresgreaterreliability guaranteesthat impactall of theconsituenttechnologies.Service
disruptionsshouldbeaccountedfor andquickly recoveredfrom. This requirescleanfailure
modelsandtransparentservicemigrationcapabilitiesthat canbe realisedby implementing
autonomicsystemmanagementin serviceGrids. Servicecompositionalsorequiresselect-
ing the right serviceswith the requiredQoSparameters.This impactsboth replicationand
resourceallocationandleadsto diversi�cation of objective functionsandstrategiesfrom the
currentstaticmethods.

As discussedin Section2, themajorfocusontherealisationof SOAs in Gridsbeganwith the
introductionof theOGSA.To realisetherequirementsof OGSA,theWebServiceResource
Framework (WSRF) (Fosteret al., 2005) speci�cationhasbeenadoptedby the Grid stan-
dardscommunity. GlobusToolkit version4.0(Foster, 2005) andWSRF.NET(Humphrey etal.,
2004) aretwo implementationsof theWSRFthatprovide thebasicinfrastructurerequiredfor
Grid services.However, servicecompositionin Gridsis currentlyawork in progressandwill
only beaidedby theongoingstandardisationefforts at theGGF.

MarketmechanismsTheincreasingpopularityof DataGridsasasolutionfor large-scalecomputa-
tionalandstorageproblemswill leadto entryof commercialresourceprovidersandtherefore,
will leadto market-orientedVOswhereindemand-and-supplypatternsdecidethepriceand
availability of resources.This alsoprovidesincentive for contentownersto offer their data
for consumptionoutsidespeci�c domainsandopensup many interestingnew applications.
SuchVOsarelikely to have a broadinterdomainscopeandconsumerswill beableto access
domain-speci�cservicesby buying themoff competingserviceproviders.

Fromthepreviousdiscussion,it canbeseenthatmarketmechanismswill bebasedonSOAs.
Additionally, resourceallocationandreplicationpoliciesneedto be guidedby utility func-
tionsdrivenby pro�t andat thesametimesatisfyuser-de�ned servicequalityparameters.An
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exampleis a dynamicsystempresentedby Lin (2005) that takesinto accountcostof data
movement.

EnterpriserequirementsEnterprisesalreadyhaveproductionsystemsin placethathandlebusiness
functionsusingdistributed data. However, the amountof datathat hasto be retainedand
manipulatedhasbeengrowing by leapsandbounds.Also, with storagedeviceseven with
terabytecapacitybeingcommoditized,thechallengenow is to organizemassive volumesof
datato enabletime-boundextractionof usefulinformation.

DataGridsthatprovideasolutionto theseproblemsalsoneedto take into accountthestricter
reliability andsecurityrequirementsin enterprisecomputing.Supportfor transactionprocess-
ing is requiredto providedconsistentcomputationmodelsin enterprises.Anotherchallenge
is to extendthe existing Grid mechanismssuchasreplication,datatransferandscheduling
to work with new datasourcessuchasdistributeddatabasesfoundin businesses(Magowan,
2003).

6 Summary and Conclusion

In this paper, we have studied,characterisedandcategorisedseveralaspectsof DataGrid systems.
DataGridshave severaluniquefeaturessuchaspresenceof applicationswith heavy computingre-
quirements,geographically-distributed andheterogeneousresourcesunderdifferentadministrative
domainsandlarge numberof userssharingtheseresourcesandwantingto collaboratewith each
other. We have enumeratedseveral characteristicswhereDataGrids sharesimilaritieswith, and
aredifferent from, otherdistributed data-intensive paradigmssuchascontentdelivery networks,
peer-to-peernetworksanddistributeddatabases.

Furtheron, we focuson the architectureof the DataGrids andthe fundamentalrequirements
of datatransportmechanism,datareplicationsystemsandresourceallocationandjob scheduling.
We have developedtaxonomiesfor eachof theseareasto classifythecommonapproachesandto
provide a basisfor comparisonof DataGrid systemsandtechnologies.We thencomparesomeof
the representative systemsin eachof theseareasandcategorizethemaccordingto the respective
taxonomies.In doingso,we have gainedan insight into thearchitectures,strategiesandpractices
that arecurrently followed within DataGrids. Also, throughour characterisation,we have also
beenableto discover someof theshortcomingsandidentify gapsin thecurrentarchitecturesand
systems.Theserepresentsomeof thedirectionsthatcanbefollowedin thefutureby researchersin
thisarea.Thus,thispaperlaysdown acomprehensive classi�cationframework thatnotonly serves
asatool to understandingthiscomplex areabut alsopresentsareferenceto whichfutureeffortscan
bemapped.

Toconclude,DataGridsarebeingadoptedwidely for sharingdataandcollaboratively managing
andexecutinglarge-scalescienti�c applicationsthat processlarge datasetsdistributedaroundthe
world. However, moreresearchneedsto beundertaken in termsof scalability, interoperabilityand
datamaintainabilityamongothers,beforeDataGridscantruly becomethepreferredinfrastructure
for suchapplications.But, solvingtheseproblemscreatesthepotentialfor DataGridsto evolve to
becomeself-organizedandself-containedandthus,creatingthenext generationinfrastructurefor
enablingusersto extractmaximumutility outof thevolumesof availableinformationanddata.
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