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Abstract protocols and encodings that enable discoveringessing,
As sensor networks become more pervasive theregesna obtaining sensor data as well as sensor-processngces.
need for interfacing applications to perform commonhe following are the five core specifications betSWE
operations and transformations on sensor data. \Betvices which are implemented in the NOSA core services:
provide an interoperable and platform independesittton 1. Sensor Model Language (SensorML) [3] — Information

to these needs. A key challenge of using Web 8sririchis
context is how to support ongoing sensor querias plersist
over an extended period of time. In this paper mteoduce

model and XML encodings that describe either alsing
sensor or sensor platform in regards to discovgugry
and control of sensors.

Web Service Resource Framework (WSRF) mechanisms ! Observation and Measurement (O&M) [4] — Information
the core services implementation of the NICTA Oensor model and XML encodings for observations and
Web Architecture (NOSA). NOSA is a suite of midallew measurement.

services for sensor network applications whichlawét upon 3. Sensor Collection Service (SCS) [16] — ServiceetuH
the OpenGIS Consortiums Sensor Web Enablementasthnd observations, which conform to the O&M information

WSRF expands the functionality of our services d@adke
simultaneous observational queries to heterogen&rrsor
Networks. It facilitates the adoption of a multeasmulti-

model, from a single sensor or a collection of senslt
is also used to describe the sensors and sensforpla
by utilizing SensorML.

threaded service environment. Using components filoen 4. Sensor Planning Service (SPS) [5] — Service to hefps

Globus Middleware platform, NOSA takes a major step build a feasible sensor collection plan and to dahe

forward to achieving the vision of a Sensor Grid. requests for sensors and sensor platforms.

5. Web Notification Service (WNS) [6] — Service to
manage client sessions and notify the client alibat
outcome of the requested service using various
communication protocols.

The identification of common data operations andlthough the core services worked well in a Reseand

transformations on sensor data has fuelled thén liftthe Development environment their capabilities fell ghof

Sensor Web paradigm. Sensor Web combines sensdrs expectations as the user load and complexity oémasional

sensor networks with a Service Orientated Architext queries was increased, and additional sensor niesvwehere

(SOA). The SOA allows us to discover, describe eivbke added to the SCS. These services are based orerearli

services from a heterogeneous software platformguXiML  development work on the NOSA core services [7].

and SOAP standards. When interlinked, geographicall A key challenge of NOSA is how to support

distributed services form what is called a Sensod;Ghis is ongoing sensor queries which persist over time to

a key step in the integration of sensor networkd #me heterogeneous sensor networks. This challenge deessked

distributed computing platforms of SOA and Gridby the following improvements to the NOSA architeet (i)

Computing. Services are defined for common openmaticall services are implemented as stateful Web Sesvic

including data query, retrieval and aggregatiorsowece (WSRF), (ii) the SCS works with many different tgpef

scheduling, allocation and discovery. Sensor néts/oan be sensors extending TinyOS running on Mica2 and TByD
discovered, accessed and controlled over the WMfide include an in-house sensor running Linux develojmsd

Web. NICTA called NICTOR [22], (iii) services are capabbf
The NICTA Open Sensor Web Architecture [7] is buikbhandling concurrent requests from multiple users) &

upon a uniform set of operations and standard seti@@ repository service has been added to store hisbbservation

representations as defined by the Open Geospategults.

Consortium [1] (OGC). The OGC is a geospatial saadsl

authority that has defined a Sensor Web Enablef®8ME) In Section 2 we provide background information aorec

method [2] which encompasses specifications fagrfates, services along with an analysis of their shortcgsirSection

1. INTRODUCTION



3 introduces stateful Web Services and describes th
improved architecture and design of NOSA. Section 4
provides a performance evaluation of the SCS aedemts
recommendations for future development work.

2. BACKGROUND: CORE SERVICES

The aim of NOSA is to provide a software infrastue that
simplifies the task of application development on
heterogeneous wireless sensor networks. The owtratiture
of NOSA is outlined in Fig. 1. Four layers have beefined,
namely Fabric, Services, Development and Applicatio
Fundamental services are provided by low-level comepts
whereas higher-level components provide tools feating
applications and management of the lifecycle o&datptured
through sensor networks. NOSA provides the follagyvin
Sensor services:

1. Sensor notification, collection and observation;

2. Data collection, aggregation and archival;

3. Sensor co-ordination and data processing;
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Fig. 2: A prototype instance of NOSA

4. Faulty sensor data correction and management, and; The SPS will assess the feasibility of the client'guirements

5. Sensor configuration and directory service

o

Application 5"

and register the user details with the WNS. If 8fS can
fulfil the requirements it will forward the obseti@n onto the
SCS which will retrieve the observation data frotme t
appropriate sensor network. The SPS will notify WS of
the completed plan and the WNS will forward thigoothe
client. Meanwhile the SCS may store the observatidata in

The following subsections describe in detail theeco

set of NOSA services, SCS, SPS and WNS, and their
limitations.
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Fig. 2 depicts a prototype instance of NOSA, Thg
implementation concentrates on the Service LaydrSemsor
Layer as well as the XML encoding and the commuidoa
between the sensors and external networks.

The primary focus of the design and implementation
of NOSA has been on the SWE core services incluBiG§,
WNS, and SPS (which extend from the SWE) as wethas
Sensor Repository Service (SRS) which providesraigient
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Fig. 3: A typical invocation for Sensor Web client.

data storage mechanism for sensor and observa@d®. da  Sensor Collection Service

O&M XML specifications have been implemented ané ar

The SCS is responsible for communicating directithw

used to encode observational data recorded anevetirfrom the sensor networks. It receives incoming SOAP estu

the sensor network by the SCS. Fig. 3 illustrate®xample invoking the getObservation call. It interfaceshwibe sensor
of a collection request and the invocations betweslated network via a proxy, collecting the resulting query
services. Once a client knows the location of aB 8Rtance information and translating the raw observatioratiadnto a

it will send an XML observational plan containingesifics x\L 0&M encoding. It then returns the encoded ola¢ipn

of the observation I‘equest. These may includeahea®s it is data to the Connecting client. The SCS providesrm(w
interested in obtaining observational data frong tpe of interface to both streaming data and query basedose
data, the duration of the query and any other e#levapplications that are built on top of TinyOS [8]dafinyDB

metadata.

[9]. The SCS is implemented as a Web Service, gepl@mn

the Apache Tomcat [10] servlet container.



The design of the SCS is currently limited to exeau
one query request at a time from a single conngatlient
application. A major shortcoming of using Web Seegi is
that they are nominally stateless, i.e. they retain data
between invocations. This limits their usefulneakhough
workarounds exist — such as having the Web Seméeel
from a database, or using session state by wayalies or
WS-Session [11]. For a typical Web Service, an mmicqg
getObservation query from a client or SPS, suctetagving
the observations from a sensor network for any relad
period of time with a regular periodic update freqay, is
difficult to implement. Using cookies to managesses state
essentially ties down the connecting client to ge& web
browser and limits the connectivity of the Web Sezvto
console applications and services. A Web Servigecspable
of sending automatic updates to a connecting clieémns the
responsibility of the client to follow a requestspense
communication pattern. As the duration of an obsgonal
query increases and sampling period at which resate

produced decreases, the resulting communicatioffictra

grows in proportion to the ratio of the durationdathe
sampling period making this solution unacceptalfer

The WNS service performs the basic functionalityacting

as a communication relay between services and tslien
Clients register with the WNS through the SPS. GheeSCS
returns a getObservation result to the SPS, the 18Ries
the WNS of the operation. The WNS will then send a
message to the registered user informing them @& th
operation. The architecture is flexible enough rtolide a
variety of communication plug-ins, however only tamalil
protocol has been implemented.

As a Web Services platform, the NOSA core servizesk
well in a single user, single sensor network emrment
where resource limits are low and easily anticipate
However, such an environment is very little usesmg a
research laboratory. To overcome these limitatioves,have
extended our Sensor Web implementation to includeefsl
Sensor Web services.

3. STATEFUL WEB SERVICES: ARCHITECTURE AND
DESIGN

The introduction of stateful Web Services into tK®SA

example a SPS plan with a duration of 10 minuted an architecture aims to provide a cohesive solutionthe

sampling period of 10 seconds would require a regueshortcomings experienced

response communication pattern to occur betweenStP8
and SCS services approximately 60 times, which dvoutan
a total of 120 messages sent across the network.

B. Sensor Planning Service
The SPS is a scheduling service which interfacésdsn a
client or service and the SCS. A connecting clieshds a

in development of the core
services. Stateful Web Services provide the abilftysers to
access and manipulate state, i.e., data values piuatist
across and evolve as a result of Web Service ictierss. The
Web Service Resource Framework (WSRF) [12] defines
conventions for managing state so that applicattissover,
inspect and interact with stateful resources imddad and
interoperable ways [13] as defined by the OASISidaads

SOAP message to the SPS containing an XML based ptedy. Stateful Web Services provide all the besefit Web

listing observational requirements. The plan cariuihe the
getObservation query request itself e.g. Lightristey values
that are above a given threshold from all sensdosg with a
duration and update period, e.g. for a duratiod®iminutes
with an update period of 10 seconds. The SPS Wwéktk the
feasibility of the plan utilizing a rule engine.delefined rules
are used to check the boundary conditions of observ
query values, whether a SCS service exists andgalde of
fulfilling the request e.g. the SCS records lighiues. The
SPS provides an immediate response to the clienthen
feasibility of the plan. A scheduler is implementadhe SPS
as a separate thread. It composes the user's pitanai
collection request, invokes the getObservation call the

Services including standardization and interopditgbiwith
the advantages of state.

At the time of development there existed two major
implementations of the WSRF protocol, these
implementations where the most mature in their detepess
of the specifications.

Apache WSRF [14] is an Apache Axis-based web
application. It uses an XML schema to compile Java
interfaces and classes that can then be used &ssa@nd
modify XML instance data [15]. The second implenagioin
is the Java WS Core which is a component of theb@&o
Toolkit [16]. The Globus Toolkit is a set of sofive
components for building distributed systems andisita

SCS, stores the resulting data in a DataCollectatihse and popular Grid middleware platform. The Java WS Gmmes

sends a notification to the WNS indicating the oute of the
collection request. The client is free to retrievhe
observational data from the DataCollector aftehdas been
notified by the WNS. The SPS falls short in itshitity to
manage the scheduling of more than one user plartiate.
The level of execution plan sophistication is lieditto very

as a set of JAR API files which are called by bibth client
and server and deployed in conjunction with theviserin a
Tomcat container. The Globus Java WS Core was ohdise
to the reduced amount of work necessary to coresgsting
services to WSRF in comparison to the Apache versfahe
specification. Under Globus, minor modificationsrevenade

simple requests which only require the SPS to manag existing WSDL and Java files, whereas, the Apach

duration time of one query request.

C. Web Notification Service

method of generating Java from WSDL was error pwhen
OpenGIS schemas were introduced into the WSDL. The
Globus toolkit provides software components (Segubata



Management and Information discovery) which in fatu
development works may prove useful.
In the following sections we detail the advantages

identifiers for each connection. Multithreading h&ndled
automatically by the Tomcat container. For each new
connection Tomcat will create a new instance of S and

WSRF to the NOSA core services and discuss thmanage its memory. Concurrency is implemented withe

architectural modifications made necessary to implet
these.

A. Sensor Collection Service

The SCS is the largest and most important seriicthe

NOSA architecture. When implemented as a Web Sevie

network traffic involved in executing observatiomwgileries on
a sensor network which require the SCS to provetgilar,

near real-time updates to a connecting client avice

becomes unacceptable. WSRF offers a solution ts

problem with the introduction of the WS-BaseNo#tfion

[17] specification which defines a notification sghiption

interaction pattern. Using the Globus WS-Notificatiand
WS-Resource APIs the SCS defines a resource. Aimesds
an entity that encapsulates the state of a stafééld Service
[18]. When the SCS receives an incoming SOAP r&gitie
creates a resource object and generates a unisparce key.
This resource key is returned to the client andfaither

communication exchanges between the client andicger
include the resource key. When the client subssriioethe

service resource, the subscription ensures thathagges of
state which occur on the resource e.g. new obsenat
results received from a sensor network, will autocadly be

forwarded to the client . This process is illustthin Fig 4.
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Fig 4: Subscription to WSRF service

The benefits of notification subscription becomepament
when the number of simultaneous connecting clieists
increased because the network traffic overheaddsaed by
close to half. Fig 5 compares the network trafiétween the
response-request and notification subscriptiorepadt

th

SCS to ensure that shared data does not intenieoe@ SCS
instances and shared memory remains consistenturiibee
identifiers assigned to each connection by the WHREries
facilitate multithreading and help ensure concuryen
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Fig 5: Network communication traffic, of a typical Web
Service vs. a Web Service implemented with WSRF,
between a client (typically SPS) and the SCS.

The move towards heterogeneous sensor network
capabilities is another key development for the ST type
of sensor networks the SCS is capable of intergatitth has
been expanded from TinyDB and TinyOS running on
Crossbow Mica2 motes to include a Linux based djpeya
system running on NICTA developed sensors called
NICTORs. NICTORs interface with the SCS through a
MySQL database. Additional development work hasnbee
done to completely implement all interfaces asrasfiby the
SCS specification [19], making the SCS an OpenGIS
standards compliant implementation. This includes a
implementation of SensorML to satisfy the minimum
requirements.

B. Sensor Planning Service
The introduction of WSRF to the SPS expands ipabdities

Notification subscription permits connections tgy jnclude the processing of more than one conngatlient

exist for a predefined duration or until the cligatminates
the connection. This responsibility of the SCS ngamg the
duration of its own connections facilitates thda#tl of some
responsibilities handled by the SPS to the SCSn®ican
now choose to subscribe to the SCS for a giventidarand
update period. Previously this level of schedulvauld have
been handled by a scheduling service namely the SPS

at a time. Synchronization constructs have beerecdod
ensure concurrency and prevent shared memory dmmnup
Multi threading is handled by Tomcat in much theneavay
as for the SCS. The improvements made to the aathiie of
the SPS are very similar to those made to the SB8.SPS
implements a notification subscription interactipattern.
Once clients subscribe to the SPS they can be ietbtif

The introduction of WSRF has additional advantag@griodically when data is ready to collect. Thisdtionality

in simplifying the move of the SCS towards a mukir
system. A resource factory handles the assignnfemhique

can also be provided by the WNS for more complex
execution plans. Because some of the SPS resplitresbi



have been offloaded to the SCS, the SPS has teatj@tto
execute plans which it previously lacked the fummality to
perform. Possible plans may include a finer levédl
scheduling, e.g. Query the SCS every 100ms for riutes,
every hour for a period of 3 months. An operataynbe
deployed on the SPS capable of performing transitions
on observational data, which may include operatsush as
distributed anomaly detection [20]. Users may hergsted in
the retrieval of observational data from historiceqes,
which can be facilitated by the SPS with calls he SRS.
Plans could also use historic observational dataethice
duplicate observation results. The implementatiohshese
higher-level scheduling options remain for futureorkv
Modifications to the SPS have also included improgsts to
concurrency making it possible for the SPS to harttie
execution of multiple user plans simultaneously.

C. Sensor Repository Service
In previous versions of the SPS a DataCollect@rfate
was implemented whose task was to store obseradtaata

(0]

Fig 6: NICTOR sensors with their case removed and
Crossbow mica2 motes connected to a workstation it
client simulation software running in the backgrourd.

Two Mica2 motes were setup for sensing observatidata.
Light values were recorded at a sampling perioti0ffms for

collected from the SCS. This interface has sincenbea duration of 10 seconds. Once values where redoiige

decoupled from the SPS and implemented as the IR&.

getObservation query would terminate. The numbefrs o

SRS is as a WSRF service which implements one n@utsimultaneous connections tested were {1, 2, 46832}. The

saveObservation() that accepts O&M XML encoded.data

relative response time is illustrated in Fig 7.eThsults show

The SRS maintains a store of historical data lwhithat as the number of simultaneous clients steaddseases

can be used by the SPS to further improve the tguafi

so does the response time. The minimum and maximum

service provided to connecting services. Historitath stored response time values for each group of simultaneous

in the SRS could be used by advanced SPS exequithmis
which require aggregate or statistical informatiam
previously acquired observation results.
specification exists to this date for a SRS servités our
intention to feedback our experiences in the neduré.

connections tend to vary greatly from the averae.the
number of clients is increased this difference grdavger, in

No OpenGthe case of Crossbow sensors our SCS does not wedle

Degradation in the performance is an outcome oflithized
concurrency available at the sensor network levelthe

Additional work in defining the query interface andervice. Only one query can be processed by theosen
parameters necessary to facilitate these requarsigims to be network at a time and so consecutive queries meigildced

done.

D. Web Notification Service
The WNS has been implemented as a WSRF serviee
similar fashion to the SCS and SPS. Besides thisekier, no
major modifications have been made to the basalii¢S
code.

4. PERFORMANCE EVALUATION

The evaluation of service capabilities has bawitdd to the
SCS. This service has had the most improvement® raad
and its performance is the cornerstone of goodopmince
for all the other services. Two experiments wengied out:
in the first the focus was on the Crossbow sensarshe

in a queue until the current query returns its IteSuA
possible solution to this problem could be theddtrction of

a query cache. In this approach, if a new querseézived
ithat is similar to one which has recently been atedt; then
the result can be anticipated as being the sameesuiting
observational data could then be pulled from theheaThis
would reduce the number of duplicate queries senthe
sensor network and improve the scalability.

The second experiment was performed using 2 NICTOR
sensors. One was programmed to act as the basmsthe
other was responsible for recording observationssdl
moisture sensor was connected to the sensing node.
Observations where recorded for a duration of 2sgs at a
sampling period of 20ms. Once observations wengevetd

second on the NICTOR sensors. Both experimentstiest the connection was terminated. Fig 8 illustrat@srésults. As

robustness of the SCS in a multi-user,
heterogeneous sensor network environment. FiguStitites
the experimental setup.

multi-theebdthe number of simultaneous clients increases s dbe

overall average response time of each connectide T
minimum and maximum response times fall closerhe t

The experimental platform was developed usirayerage when compared to results produced by tbesBow
Crossbow’s MOTE-KIT4x0 MICA2 Basic Kit [21] which sensors. The primary reason behind this is that\ti&TOR

consists of 3 Mica2 Radio boards, 2 MTS300 Sensants) a
MIB510 programming and serial interface board.

sensors are interfaced through a MySQL databaséhwh
does not require the results of the previous querybe
returned before a new query is sent. Hence we see a
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